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.NUN7 DTN D'KIN 902 |'!aT CUBE 72y o yT'n .N'M"9 NWA7 NIMIX'N NNY' |2

7¥ qnIYN 112V NTTA 7WD NI YINYT1 NNk NIAT 7907 NNVN2 0MTAM 0DNRNIN NNMW AT
.DN2107 0'RNNN 7TMN DX YnX7 Cisco 'oniv 7y .[70'7 0'0119n D2IW 0'NAT nWI7Y .Cisco

CMP m0n nx N'awn? 11X qnIYn nNisnvxnn 1'7nn 17nna
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Tn' anxa nosww BroadWorks ~ny CUBE 0j?791T NOM®

@
PSTN
Mobile

Webex Cloud

Service Provider
Premises/DC

Site 1 Webex Meetings

Broadworks

CUBE-S1-1

CUBE-§1-2

Webex DNS SRV
cube.example.com

+ cube-s1-1.example.com
+ cube-s1-2.example.com

Broadworks DNS SRV
cube.example.com

+ cube-s1-1.example.com
+ cube-s1-2.example.com

DNS SRV used for Webex
side and Broadworks side

Multi-Site-a noveaw BroadWorks ~iav Simplex CUBE none

Webex Cloud

Service Provider :
Premises/DC i H I
i Internet i
1 1

Site 1 v i Webex Meetings
Broadworks ' H
i i
1 1
i i

Site 2 CUBE-S2-1 1 i Webex DNS SRV
Broadworks ! i cube.example.com
: I + cube-s1-1.example.com
! i + cube-s2-1.example.com

Broadworks DNS SRV | i
cube.example.com H PSTN 1

* cube-s1-1.example.com H i DNS SRV used for Wet?ex

+ cube-s2-1.example.com ! Mobile ! side and Broadworks side
1 1
1 1
1

722 AYNNN 'NON 1I'R AT 7Tm AnX'm O|7'79I'I' ax¥n1d 0191 CUBE 12w MoK qon ThX niN'n! 7TIn
J1'9MAIN'A NIN'N' DY 0191 BroadWorks-v
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.0N7v NN BYoPSTN Nnbwon7 '7'w% nd7INY nwATIin 'Nunn DX 7mYv1 ons? n'wn1 Cisco 'oniv

1.Partner Prerequisites

2. Provision Phone Numbers in Cisco
Partner Hub

3. Provision Callback DNS SRV Groups
in Cisco Partner Hub (Optional)

4. Associate PNG (and CDSG) to
Customer Templates

5. Provision Seed Solution
Organizations

6. Select the Primary Seed Solution
Organization

7. Download the BroadWorks
configuraion (BYoPSTN)

8. Determine the Webex Edge Audio
DNS SRV domain

9. Provision Partner BroadWorks
Configuration

10. Provision Partner CUBE (or your
own SBC)

11. BYoPSTN Certification

.Cisco qniv 112y BYoPSTN TwWOKY7I 7907 1O D'WNTI 0'KAN DATWN

eDeploy BroadWorks System
eDeploy CUBE for Webex Edge Audio or leverage your own SBC

® Provision Phone Number Groups to be associated with
Customer templates

¢|f you want to deploy Meeting Join via Callback, provision
Callback DNS SRV groups and update your DNS settings.
Otherwise, you can skip this step.

eAssociate Phone Number Groups and Callback DNS SRV Groups
(only if Meeting Callback is deployed) to your Customer
Templates.

eProvision a test Service Provider or Enterprise for Webex For
BroadWorks using each of the Customer Templates

* Provision a subscriber with a Standard package that uses
Partner Provided call-in numbers meeting join option

eSelect a single primary seed solution organziation for BYoPSTN

eDownload the JSON file from Cisco Partner Hub which contains
the information needed to configure BroadWorks

e|dentify the Webex Edge Audio DNS SRV domain

*CUBE Virtual Subscriber Configuration

*Apply the Phone Number to access code mapping, from
downloaded JSON file, in Virtual Subscribers

eNetwork Server Configuration

eFollow validated configuration to provision CUBE as your SBC

eAlternative. If you don't want to use CUBE, provision your own
SBC using the CUBE configuration as a high-level guide

eComplete acceptance tests for certification.
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D'NN 707 D'0I9NN D'ATRIAN D'RINN .BYOPSTN NXXPN7 D'RAN D'ATRIAN O'RINN NIX DY7WN7 W
:N'7215n Cisco BroadWorks N0"M9 112y 719 Webex v qnivhv

Cisco BroadWorks 7¢ n1311nosn 7171 112y Webex -1 TVINNAY '9) - NTp9Nn BroadWorks Ndyn
(PSTN 190n 727 1) nzoon ninda "VoiceXML" nin'w ny BroadWorks AS |I'wn
:BroadWorks 117'n D'wM
‘R2212y -

AP.xsp.22.0.1123.ap376935 o

AP.as.22.0.1123.ap376935 o
‘R23 2y -

AP.xsp.23.0.1075.ap376935 o

AP.as.23.0.1075.ap376935 o
‘R24 12y -

AP.as.24.0.944.ap376935 o

:("7yn1 16.12.2 no"2a 10S) noNd Cisco CUBE nd1yn

DI90N2 719'01 NI'ANTA NI Y7nm nnin ooian CUBE .qnna CUBE Dal nnin ooian CUBE
QIN'Y v anr o

Cisco BroadWorks 7¢ ni2ian9n 7371 12y Webex 2 IRINND - NIV [12OR Webex

Cisco 112y Webex 11T D'ATRIAN O'KINN 70 DX D'7wN7 W' na? NUTN N0MID yX¥an qnivn oxX
.N2N )TN 0'7'nNnv 1197 BroadWorks Solution

Partner Hub-a (PNG) 1970 90N NIXIAZ NPOOK ;2 17w

NPT XN Webex nwio? nNWRNNY 19700 Mo0n NX 9'oIn? *1 Cisco Partner wnnwn 12w 1'70n

.Cisco Partner Hub 7x 01>'n

JNTan 777

.BroadWorks nin'w 7x 7172

.y Grou nnwpnnY 1970 190on 1y 1N (BYOPSTN), nwrasy nivvxn miixn nnn
.N2D NI DY 1990 "190n NXRp 7 01>1Y

.N2D NI 0'019 (1970 190N 7 01007
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book.html

BroadWorks Calling

Clusters

2 active clusters

View Clusters Add Cluster

Templates

7 active templates

View Templates Add Template

Meeting join configuration (BYoPSTN)

When providing Webex meeting call-in numbers, phone number and callback DNS SRV groups must be
created. A group will become active when assigned to a template

Call-in phone number groups

3 active groups

Callback DNS SRV groups

3 active groups

Partner Configuration Resources

Download Webex CA certificate @

Create a call-in phone number group

Gali-in phone number Group name
Enter 2 naw, Unicua name for the group.

US East|

Call-in phone numbers

Create a call-in phone number group

Add your awn call-in phane numbers for users joining Webex meetings. Add at least ene primary default call-in numbes
Phane numoer name Gountry { region Country Code Phane number Announcement Toll type Call-in priority

US Maryland United States of America v 2403332200 English (United States) | Toll « Primary V|8
US Florida United States of America v 5049002303 English (United States) | Toll « Secondary ]
US New York United States of America v 8056504578 English (United States) | TollFree + None |0

+ Add another call-in phone

number

)
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Create a call-in phone number group

Summary
Please review the call-in phone numbers group settings to make sure they are correct. Click ‘Save” to confirm or ‘Back’ to make changes
Call-in phone number group name

US East

Call-in phe mbers

Partner Hub-a DNS SRV Groups (CDSG) nnin nnwpna njzoox :3 27w

("*721'¥9IX)

TN NNWRNN NIYYANRD NYIADYT 1I910¥N NINWORN NN 01N9Y7 21X OX 1 0T 27w D'7wn? W' :nvin
DT 2% v 2777 1M DNk

IN ,NIWI9Y7 '~T10¥ﬁ'7 D NNYPNN NNYSXa wUNNWUN? 0'710' D'YNNYN LIT NNWOX V'TAN X7 DX :Nwin
AYUNnNAN I'TIK DY '-T\UXﬁ'?

NiN'w 2M7 1 Callback DNS SRV Group NWNT ,NWA9Y NTIN NNYPNN NNYOX] UNNWN NNK TWUND
Webex-7 CUBE DNS SRV-n ninivn DX q'olnY? 13 Cisco Partner wnnwn 12w 7"7nn .CUBE-7 Webex-n
NP7 XN

.Cisco Partner Hub 7x o1>'n .1

JNTAD 7R Y

.BroadWorks nin'w 7x 7172

.DNS SRV Group nrin nnwpna Jix N2 (BYOPSTN), nwras? niosavxa niixn nnn
.nxnpn ow Callback DNS SRV-n nx |Th

xan n

.Callback DNS SRV-n 019 nx [T

o N o o r w N

.Nan N
.Callback DNS SRV-n oo nipoa vy .9

Amw nnwoxan 10

DNS SRV nxijpa niwtnn nmiwan nx qpw? ' DNS-7 nnapTy 790 .11
qoinnnw Callback DNS SRV nxiap 73 2y ar 70 v with .12

'700 DR D'YNNN |707W Jonn niy

00 webez

by CISCO



Create a callback DNS SRV group

(@)

Group name DNS SRV records

Callback DNS SRV group name
Enter a new, unigque name for the callback DNS SRV group.

Global CB

Create a callback DNS SRV group

@ @)

Group name DNS SRV records

Add callback DNS SRV records to the group

DNS SRV name Country [ region Country code
US record United States of America /...
MX record Mexico N
RoW record All other countries v

+ Add another callback server

>
DNS SRV record
cube.us.example.ct [n]
ube.mx.example.com uj
1be.row.example.com| u]
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Create a callback DNS SRV group

L @ @)

Group name DNS SRV records Summary

Summary
Please review the callback DNS SRV group settings to make sure they are correct. Click "Save' to confirm or 'Back’ to make
changes.

Callback DNS SRV group name
Global CB

Callback DNS SRV records

DNS SRV name Country / region Country code DNS SRV record

US record United States of America / C.. +1 cube.us.example.com

MX record Mexico +52 cube.mx.example.com
RoW record All other countries cube.row.example.com

-

Partner Hub-a ninipy niman? CDS G- PNG 1w :4 29w

MO0N NXIAP 7W TINY A17'W 72 112y IYKRD (IR D'YAIT BYOPSTN |INN9 ¢ 0MIWRY NIN'RIENNIXN
[91X2 11X Cisco Partners-7 y'mim |27 .(w2T nA1in hinwpnn oX) Callback DNS SRV Group | 1970
v .Callback DNS SRV Group-I [1970 1901 NXIAR 7¥ *TIN" 27'Y 75 712y nWTN Ni'? nfnan nniT
.D'RNN T'O [IAIX NYY NIRY 1PN 721 wnnwiny

[19700 MD0N NIXIAR DX 7'NN7 N1 Seed,-N 112X NIYYARI NNNIRAT MW BYOPSTN-N NIIXNW XY
JNIXN 197 N NINEZ7 Ninan 7y Callback DNS SRV Groups-I

WUNNWN? N1 D71 07721 DI'RY 07 NINZ? T 70 WIn'yl 'K NXD DNY DTV NIR7 DINanY 17 o'y
.BYOPSTN nixn 7¢ N1 NiM'X? NNl DN

Callback DNS SRV Groups 7"'¥7 711X 11'X Callback, Niy¥xnxa Meeting Join X 0119 'R DX :NYN
TIN DNYFNN MY 1INAY )7V NRT DY .NIR70 N1anY

NINAN NI7IYON NX VXA ,NWTN NIRY NRaN 9'oInYg 1)
.Cisco Partner Hub 7x o1>'n .1
T 78 1y

2
.BroadWorks nin'w 'x 712 .3
.N"2N 90In N2 ,NiMAn nnn 4

5

> 2'7an a10 27w .NNANN '09 DX TN
JVITIVO D ATanalo N =

.(BYOPSTN) qniwa 7' 7y 17910¥ NNYPNA 190N D QYo7 NI9N0YA NIIXN 1N =
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JNTIonN [I970 190N N¥AZ M -

nxip 1N ,nwae Yw Callback-n nnwox nx 71yonY qaix1a ox Callback DNS SRV group, nay =
.NTIN NNYPNN nawa 1N ,nanx .Callback DNS SRV

.Nanm 6

.DNRN NNANN 'O DR T L7

.NMann 'vle oo 'y .8

Amy nNwosxan .9

q'oIn? Y'w NI n1an 23 7y at 70w arn 10

'70n DX wnnn nun' Jonn DIy

Add a new template

Template Provisioning Package Type Authentication User Preferences Summary
Name Mode Venfication

Basic
© Standard
Premium

Softphone

Meeting join configuration
Select the default call-in option for users joining Webex meetings

Cisco call-in numbers (PSTN)
Use call-in numbers provided by Cisco

o Partner provided call-in numbers (BYoPSTN)
Use call-in numbers provided by the Partner

Phone number group
Assign a call-in phone number group to this template

US East v

Callback DNS SRV group
Assign a callback DNS SRV group to this template.

Global CB v

Cancel Back @

NINAN NIZIVON NN VX2 NN NIRY7 NN DTV? '

.Cisco Partner Hub 4% o1>'n .1
NNTAA 7Ry 2

. BroadWorks nin'w yopn v 7172 .3
4

N1AN ax¥a N1 L NIMAN NNN
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PTYVNNY Nann Nk M L5

: NYAoY nivvxa MIXn yop? A .6
(BYOPSTN) qniw *1* 4y 179100 NNYpNn M90n 1N =
71Y2 ANTAINY 1970 190N N¥IAZ N -

n¥ap N2 ,nwae 7w Callback-n nnwex nx 7'won'? 71112 ox Callback DNS SRV group, jay - -
NATIN RNYPNA Nawa N ,nanx .Callback DNS SRV

ANy nnwskana L7

Y700 DR wNnn non? Jonn oIy

Meeting join configuration
Select the default call-in option for users joining Webex meetings.

Cisco call-in numbers (PSTN)
Use call-in numbers provided by Cisco.

Q Partner provided call-in numbers (BYoPSTN)
Use call-in numbers provided by the Partner.

Phone number group
Assign a call-in phone number group to this template.

US East W
Callback DNS SRV group
Assign a callback DNS SRV group to this template.

Global CB W

DIAXRY D'WAT NRINND N7O0N 5%y

V9" IMN9NY D 170D MTAM NIFY 2N 0NN TNX 0¥ ,011¥ 0201 Nnd W' BYOPSTN |INN9Y
NYIASY NWR IR 197 1970 1901 1IX'7 X'N Seed-n NIINND AR 7 NNLVAN 'MYN NNX .NN7¥N
NINKRN NN .[NN9N 7W qUIYA 71YON7 D'wATIN (UUID 1NKR) waon INKR ¢ "7071219IX *TINY DNl

NIXN NIN'R X'

nan P7 0TIR X7 U win'w? SRV nxiap Callback DNS-I 1970 m90n n¥p 7w TN 217'w 25 111y
DX 7Y NRYPNN .0'02 NIINND [RIXR NIXPNT W' L1770 NINE7A NINANn DNX 72 112y .an'RNn Nzt
D 0'WNTIN D'YADN INX 7¢ UUID-71 nw97 nwni IR 197 [19700 1901 NX DX 17X DMIIYRY
.BroadWorks NX TanY

IX N?'T27 BroadWorks 7¥ wTn NIN'Y 7907 ' 790,137 DTI7 NTAINY NIR7N NINANN NNX 75 NIy¥nxa
NN N'VITIVO A7'aN 7ApPNNN WNRNYNR N'OITIVO A'7'an 0y WTN BroadWorks Enterprise-1?
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YNNWUN7 [N .97 NIDVXN NINWONI O'ONIYN 790 7 NNYRENNN MD0N1 WNNWNT7 1MX NIYAON
1NN DX 907 MO NINAN NIV'WNN NNX 701

2 Tvinnw '9)> BroadWorks Subscribers w API '‘pwnn niy¥nxa npr1an ' nx oo .1
.developer.webex.com

NIP70 NANY XTI XX .NIF70 Nnana win'w? amamn BroadWorks-a IM&P nin'w aay nprman 1 nx wox .2
[PTY7 W' ,1'91707 .N'0TTIVO N7 2N N'XPIN NRP'TAN '1IN7Y N'0ANYT T2 77NN 11N N'VTTIVoN N7'ANd NYNNYN
'0ITIVON N7TANN DX 7277 DN NKRT NPTAN 1IN DX

N?*T27 IX [Nan BroadWorks NiN'w 7907 01wn ' Seed-n NNINND Q1ARY Y7nmw 17 n'y
.BroadWorks Enterprise

7'Vn YIATn NRDINNO [IAAX 1R N2 26 w1V

NIX BroadWorks-1 1'TAN7 W' .IWKRY D'WAT NRINND (1A 1IN2A Seed-n NIINND 212KN TNXA N7 W
ANX 7w UUID .0 'wRIN Seed-n [INND [IAOX 7 N'OITIV0N N7'2NN MWD 7w nwaon 1NX 7w UUID
UUID "y ' Tan? I 'R .SRV Nmiwn DNS NMOTIN DNYRNNL (19700 1900 NIXIp 5% qnivn nt 1Nt

.BroadWorks-2 D'ainn onx v

NN Y97 NISI0XN NWRA 721 N7WI AT INK 7w UUID DY 1TION IXY' DTN NYADN INRY 'O N1
201" Seed-n 1IN DN 7NN V'IYAN NYRAON MK DAY |10 Seed-N 1N DX 7INNYT 'K .NIN'K [IN'OXD
.UTNN WMNXN UUID Dy Broadworks NX WTNN ' TanY71 WTN 12X 7907 ' nre

NINX7N 1197 702 NXN DX Seed,-N NN 7¢ DMIWUNN DRIARN 721 D'YRIN DIARD DX PINNYT N1
[1970N M90N NXI7 TWKRD .NP' T2 DI'RY NINIZ77 callback DNS SRV-n NiNiwAI 19700 900 NXIAj?
D'2'1YN NITN NNYENNN NINYAI 19700 950N ,N7* T2 DI'RY NINIET7 757 NiXzm SRV DNS nimiwi

NNYPNNI NNYRNN NIYXAXRA NYA97 NIST0XNYT7 WIN'WA 0'RX¥NII NINIRY DNIX 11AY NIYR2A9 NNRY
JN'WN 2y y'ownd awn? 17X 'Y 9D .NNTin

NINAN NI71V9N NX Yxa ,)AP'VUN VAT NIINNDO JIAAR DR 2INa7 '
.Cisco Partner Hub “x 01>'n .1

JNTan Ry 2

. BroadWorks nin'w yopn ix 7172 .3

axpn N2 (BYOPSTN) , mixn nm'x yoja 4
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Templates

7 active templates

View Templates Add Template

Meeting join configuration (BYoPSTN)

When the Partner is providing Webex meeting call-in numbers, bath call-in phone number groups and callback DNS SRV
groups must be created. The groups become active when associated with caling templates.

Call-in phone number groups

4 active groups

Callback DNS SRV groups

4 active groups

Configuration Validation (BYoPSTN)

Configuration validation is used determine if your BYaPSTN solution is configured in accordance with your requirements.
Itis based on an organization that has been configured for BYoPSTN. The organization has to be configured with at least
one standard package user, one phone number group, and one callback group for validation to pass. We recommend
that you use the assigned validation organization for testing purposes only.

Learn More

jon that meets the ba:

Assign organisation

BYoPSTN configuration requirements.

Search

Validate your BYoPSTN solution by assigning an organization that meets the basic

Only organisation configured for BYoPSTN will be searchable

Cancel

BYoPSTN configuration reguirements.

Seed Test Enterprise ABC

Assign organisation

Walidate your BYoPSTN solution by assigning an organization that meets the basic

Cnly organisation configured for BYoPSTN will be searchable
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Configuration Validation (BYoPSTN)

Configuration validation is used determine if your BYoPSTN solution is configured in accordance with your requirements.
It is based on an organization that has been configured for BYoPSTN. The organization has to be configured with at least
one standard package user, one phone number group, and one callback group for validation to pass. We recommend
that you use the assigned validation organization for testing purposes only.

Learn More

Organization name
Seed Test Enterprise ABC (I

Organization ID
d927acdd-3d73-4d7f-8506-albc0a221934 [E

BroadWorks (BYOPSTN) mixn nx min :7 2w

7DWK 112V SRV N¥Iap '019 Callback DNS-1 1970 M90n NIXIAR "'V YITN NIRINND [IAX
2'TANY 1D yINl Nt v T .BroadWorks (BYoPSTN) 7w JSON-n yalp ,T'N' DI7'N2 01T [IN1 BroadWorks
.BYOPSTN 112y BroadWorks NX

JUKRIN Seed-n [INND 12X NN NKYT 27 nTUR/NoxY? 't JSON 7w mi¥nn yaipw 17 m'w
AT XN JSON 7w MIXNA Yalp 7w nTin/nvox? 1'70n

Cisco Partner Hub 7x o1>'n .1

NINTAn 78 1y

.BroadWorks nin'w 7x 7172

HIDYUN a¥n N2 NI7DYUNR NNN

.BYOPSTN 12y nnmamn ni7n niMmant 1iwnn 70WxN DX N2

BYOPSTN 11ay BroadWorks naixn vop 7172

.JSON v anixna yaip nx Tia 7y yn?

© N oo o r w N

.0nx BroadWorks ni7ipwx 25 212y 0t ™70 7 itn

Y700 DX D'wNAN 709 Jonn miy
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Select Customer
thar Hut

< BroadWorks Calling Clusters Broadworks R2

| WA4B Tulla Solut...

© Connection established

() Overview

Cluster Name Vaiidation

[y Customars Authentication Service

XSP URL @

https//qaxsp53.collab-ga broadsoft.net/authService/

© Connection established

Check connections (optional) @

BroadWorks User ID

BroadWorks password

Broadworks R23 uzce: © Aun Servics with MTLS authentication
Auth Service with Cl token validation

BroadWorks kdp proxy URL

hittps://broadworks-idp-proxy-& m

3

, 1970 MDoN NXIA7 73 7Y 0'7wN YT 70 Yairn .non'? JSON 7w nnarT? nIXn

N YAl 'y NIX

.NYATN] D'In1on BroadWorks-1 ['TN7 W'y D'NAN D'V NNIXNN '0N9 Callback DNS SRV Group,

10 wnnun I'TIN Webex Edge-w [In'OX INT SIP, NIYTINA N1 )W NIYWY? narn siteUUID: BroadWorks =
N7 qQnIY T 2y 070NN NIwao NR? 17w nwani Cisco NIV 7w BroadWorks NINT DX TWUNYT 1D

-7 D'DMYNN DYRAN FTIRIE 19700 90N DX BroadWorks-1 1 Tan? W' :nwna 1970 19
.0

.Cisco 7w

on T 'dm =
N7v Webex

[1970 "o0n -

nvnaType -

.BroadWorks-1 19700 19017 MIYPN N'IXIN NTIDNN NOY NN V' Tan7 ' ilocaleTag -

.0"¥In CUBE 'woin? on'nin7i DNS-1 1Tam nirn'? arn Callback DNS SRV-n :dnsSrv =

"siteUUID": "491db0821791441a96c233fefb6c6dfc”,

"siteURL": " seedtestenterpriseabc.webex.com ",

"partnerOrgId": "1dal75de-3651-4467-b26b-b0d85a2cb3ad",
"solutionValidationOrgId": "d927ac4d-3d73-4d7f-8506-albc@a221934",

]1:""customerTemplates

}

"name": "US West Std",

"id": "27fel337-abld-44b0-8b5e-ff1ld32f6e3f8",
"phoneNumberGroupId": "1bcb@5bd-b919-45fd-b30e-71d2abb59e26",
""callbackDnsSrvGroupId": "25392686-a390-49b9-bad5-cb47159c3e992

"name": "US East Std",
"id": "@70d6682-b64f-46ea-bcab-b2e1218badbb",
"phoneNumberGroupId": "12bcOb8f-eald-457f-8fe2-069ccf78907e",
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""callbackDnsSrvGroupId": "25392686-a390-49b9-bad5-cb47159c3e992

{
1
]:""phoneNumberGroups
}
,"2"R 2R " "name
"id": "1lbcb@5bd-b919-45fd-b30e-71d2abb59e26",
1 :"19%v oon"
¥
"id": "617c5faa-1721-45c7-bc70-e6d7c20ccc29",
, "R 198D "R " "name
,"2"7R" """ countryCode
"localeTag": "iw_US",
,"arn" ""tollType
,"PR" ""defaultPhoneNumberType
"phoneNumber": '"9863502478",
""accessCode": "88672693772924908359
s
§
"id": "48fa7c¢50-9da0-4c8b-9b2f-307ff435c7c7",
,"P0°0179 102 2"RA AR" " "name
,""R" """ countryCode
"localeTag": "iw_US",
, "R """ tollType
"defaultPhoneNumberType": "PRIMARY",
"phoneNumber": "4156551000",
""accessCode": "88652789466280320324
{
[
s
}

,"A"mR " " " name
"id": "12bcoOb8f-eald-457f-8fe2-069ccf78907e",
1 :"n9%0 >Ho0n"

}
"id": "ca@c622a-8621-4477-91e0-b3e214833568",
,"2"7IR2 TR " "name
,"2"nR" """ countryCode
"localeTag": "iw_US",
, "R """ tollType
"defaultPhoneNumberType": "PRIMARY",
"phoneNumber": "2403332200",
""accessCode": "88631321777971704941
¥
H
"id": "@0875574-9a46-4447-a967-350b6176755a",
,"TT90 2R " "name
,"2"nR" """ countryCode
"localeTag": "iw_US",
, TR :""tollType
,"mawn" ""defaultPhoneNumberType
"phoneNumber": "9049002303",
""accessCode": "88632627551145646175
¥
}

"id": "a2c10316-9266-4423-a669-d67949f99d33",
L, 1 a"naR" " "name

,"2"7R" (""" countryCode

"localeTag": "iw_US",

,'orn" ""tollType
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"id":

”"id":

,"PR" ""defaultPhoneNumberType
"phoneNumber": "8056504578",
""accessCode": "88649679020033567943

~

{
1

]1:""callbackDnsSrvGroups

§
"name": "CB US",
]:""callbackDnsSrvs
}
,"2"7IRY 72 wpna" " name
,"2"7R" """ countryCode
"dnsSrv": "cube.us.example.com",
"c5209d17-7c2f-45b3-95a6-65d7f5f53c7e
{
1,
""id": "25392686-a390-49b9-bad5-cb47159c3e992
s
§

"name": "CB MX",
]:""callbackDnsSrvs
§
"name": "Callback MX",
"countryCode": "MX",
"dnsSrv": "cube.mx.example.com",
"ccaledc3-5cff-412c-a854-bfb719f603a2

{
1,
""id": "36403797-b401-50c0-cbe5-dc58260d41003

SRV Webex Edge Audio DNS-a oinn nx yap :8 avw

NIX YIA7 1O Xan )'7n2 wnnwin .BroadWorks-2 SRV Webex Edge Audio DNS-n DINN DX ' Tan? w!

Rp'hl

.Cisco Partner Hub “x 01>'n .1
QN 7737
.BYOPSTN Validation Enterprise nx 1na
.ni7'a nox N2

Jniwns/omnw 737

2

3

4

5
.N7700 7NN W niwaesn "Nk Nk N .6
ONKD DX YTAN N, NTTYD NAZnn ennn a7

Jny nnTan / nxim nnman N .8

.Lua vopo qix 2 1 Edge Audio , 7w n'w'x nimxnm nir'7a17a nin'g oon yopn nnn- .9
0

"CCAX URL oy mann% p1v --" 77wn nx woen yopmn ji7na .1

CCAX MAIMD DY NINIY TV --
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Local 0ldTol = msg:getHeader ("To")
0ldTol, "<sip: (.+)@Q@(.*)>", ) Local newTol = string.gsub

("<"<sip:%1@ecccspx.amer.webex.com
msg:modifyHeader ("To", newTol)

., €cccspx.amer.webex.comnnalT? ,waTmn wn nxryn 11

.BroadWorks-1 7' Tan? w'w SRV Webex Edge Audio DNS-n Dinn 1InT

QnIYY BroadWorks nixn npoox :9 1w

D'AXINN NYADT NNTIN RPN IRNPN 'WNIN DY AXINin BroadWorks NIIXN DX IXNA DT q'V0
,0M90n .0TIZN 9'W0o2 axvinn JSON Y2al7a DRININ 7Y NI00IAN NNIXNN NIRNAAIT .NVN7 0'M'YIn2
.ONIY 197 NINWNY 019X DI 07'9N9 ,NINTA L,DN'WIN 210 NIXAR/DIIANK 7Y NiNY 00T

BroadWorks Detail- Meeting Join — Call in - Registered Phone

~ (8]

Vehex b
VeDex

~
Lo

4]
[4¥]

1. User diaks the meeting number publiched in
the meeting invite

2. Call i routed to BroadWorks

3. BroadWorks identifies the call asa User ca
and creates a3 session for the user and
proceszes the call

4.  EBrozdWorks in the session processing
tranzlates the disked number toa
BroadWworks Webex Mesting Edge enterprize
VoiceXML Service and routes the call to the
WoicsML service.

5. The webex Mesting Edge VoleXML Service
Broadwarks routes the call to the Cube
bazed on the static contact configured in the
zeryice/device assodiation

6. CUBE routes the call to Webex Edge

7. call i routed OTT

8. ca3ll handled by webex for the SP specified
phone numbers and user joins the mesting
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BroadWorks Detail- Call me (Callback) - to Registered Phone / PSTN
L)
I‘J:l-_-\-“‘.- - \I | o

Broadworks

1. User reguests call back, Webex inttiztes 3 call

back
2. call s routed to Broadworks OTT
:;f:::_'f": 3. call reaches the CUBE provisioned in CH.

CUEBE routes the call to EBroadWworks

4. Broadworks identifies the call 3z websx Edze
WVoiosKML Service ofgination and creates 3
zezzion for the serice and processes the call

5. The websx Mesting Edge VolcedML Service
processes the call and transiates the dizled
number to a BroadWorks user

&, Ercadworks routes the call either to the wser
sxzocizted to the device|7) orto PETN (B)

User's phone or FETN rings and when answersd
Joins the mesting

PSTN / own 19917 - (SIP X-Cisco-Meet-Info nant myxnka nann mawpni) o) awpna - BroadWorks v

-
Cube 0

0,

o ) Broadworks9

webex oTT

by CISCO

0 o= Broadworks
B

SBC i
Webex Edge @ o

)
(@ (= (@ (@

SP Published

|
\
|
{
|
|
|
|
|
\
|
|
|
|
|
|
|
|
|
|
|
I
\
|
|
| Phone numbers
|

|

[

[

|

|

|

Business NYC Business SF

SW e
.NTN NN ot , Webexnitna awpnin? wpan wonwnn - .1
.BroadWorks OTT 7x nanin nn'wn 2

.BroadWorks-7 nn'win nx anin CH. CUBE-a n¥pmn CUBE-7 nyan nn'wn 3
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.NN'WA NIR TN NYIA9N NIRN UNNWNN 11V 7090 X1 AYA9N NIRA IPNnd AN'wn DX nnt BroadWorks .4
.NYI9N NINN YNNWNN DYLN 2I'N NNIYY NIXD L0112 .AYINY 19010 NIK NN NN'WA DR NTAVN NYaon DR wnnwn 7w nwaon .5
PSTN (8)-7 1x (7) v'wdn? 11wnn wnnwn? nn'wn nx anin BroadWorks .6

.NYI9Y7 q0¥n mwn nyal 7x7xn wnnwnin 7w PSTN-N X (19700

7'NNN NNXY 194

,NNAIT? .)7¢ nwIn NIYAT? DXNNA TCP I UDP 7un nirn'? n71>' CUBE-Y7 BroadWorks |2 SIP miwpn
MITIN NNYPNN I NTNYPNNN NN (NXP DT IR DWW ,NNAT?) NWan 27NN IX NINYINN 770 DX
INT DIn2a UDP-2 wnnwn'? W' TCP,-2 0'Dnin D' BYoPSTN v

XTI TCP,-2 wnnwn? *1> .nIANNN 71101093 TCP-1 NIWYNNWNA 1T JTAQ NIAXIAN NIRAAITA NNIXNN
“TCP 112y DNIY DNTAINM NWIN NI BroadWorks 7w Nirp'7o8N nwy

_CLI/Interface/SIP> get
networkProxyTransport = unspecificed
accessProxyTransport = unspecificed
supportDnsSrv = true
supportTcp = true

oMmiv' My

2'won 7'91Mo alo/'In't

,NUN7 D'NAN D'"'9NNN DX Y TANYT TOpN .CUBE-N NN AX'"7 T2 V'WON/NINT 7'91N9 7w wTN 210 1IN Wt
7NN NN DY RYIN? 071D DNNRY TIVA

ANDN 'OPIND NAIMD 7 YTAIN—NIN'R NAMD A0 =
2yom 7 yTAn—nm'x -

[nion—Re-INVITE-1 UPDATE-2 ninT2a "d'nn =

2yoIn 7 7T — 7a10n DIYA 'VVO -
navin 7 1Tam — Video Capable -

.CUBE-n NX ax"7 1 ¥ "VXML_profile" wTnn |[nn/ninth 7'9119 210 ,nun? nnaima
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Options:

Identity/Device Profile Type Modify

Modify an existing identity/device profile type.
1= 1= 1= 1 I

Identity/Device Profile Type: VXML_profile
Signaling Address Type: Intelligent Proxy Addressing
[ Obsolete

B Identity/Device Profile Type

Standard Options

Number of Ports: Unlimited Limited To 0

Ringback Tone/Early Media Support: () RTP - Session

_/RTP - Early Session

@ Local Ringback - No Early Media
Authentication: @) Epapled

isabled
Hold Normalization: () Unspecified Address
- Inactive
® RFC3264

[] Registration Gapable [] Authenticate REFER
Static Registration Capable [] Video Capable
E164 Capable [J Use History Info Header
] Trusted
Advanced Options
[] Route Advance [[] Forwarding Override
(] Wireless Integration Conference Device
[C] PBX Integration Mobility Manager Device
[C] Add P-Called-Party-ID Music On Hold Device
[] Auto Configuration Soft Client [[] Requires BroadWorks Digit Collection
(] Requires BroadWorks Call Waiting Tone [_J Requires MWI Subscription
[T Advice of Charge Capable [] Support Call Center MIME Type
[C] Support Emergency Disconnect Control Support Identity In UPDATE and Re-INVITE

Enable Monitoring [] Support RFC 3398

Static Line/Port Ordering [ Support Client Session Info
[C] support Call Info Conference Subscription URI [J Support Remote Party Info
[T Support Visual Device Management Redirect Link [J Bypass Media Treatment
[] Support Cause Parameter
[T Verstat In PAI Header [ Verstat In From Header

ResetEvent: () regyne () checkSync () resetString ® Not Supported
Reset String: restart_now
Trunk Mode: @) user () Filot C) Proxy
Hold Announcement ® . .
Method Inactive () Bandwidth Atiributes

Device Category: ® Generic () Hosted () Client App ".i.'Trunklng O Local Gateway

Unscreened Presentation Identity Policy: @) profile Presentation Identity
() Unscreened Presentation Identity
() Unscreened Presentation Identity With Profile Domain

Web Based Configuration URL Extension: ‘

Device Configuration Opfions Not Supported  Device Management  Legacy

VoiceXML Yv 781011 1an

VoiceXML voin 11X

NIMAY191 wnnwn? N1 BroadWorks,-2 "78107'1 10 T 7y axi'rn PSTN Webex Meetings 190n 75
7w DUIRIVYIN DTIAN 72 Y DUTIVY AXIARI IR WNANWNY? Y'mim VoiceXML 7w "7RI1001N 1anin
NIV WnNun 7w 0T 10 72X VoiceXML, 7w NI71D' DIW 0Y7¥IN wnn X7 NNIRY 17 In'Y .VoiceXML
.CUBE-n DY N'¥7XI01'RY7 D'RNN
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NN v nN'waYi "VoiceXML" nifnd 2'oon v [I'wn7w XTI VoiceXML, NN'WA wnnwn? nin 7y
.NUN7 NNAIT? NIMN2 AXIMY '9D NNIAPR? NXPIM VoiceXML NN'WIL,AXIARNL [IAARD

QE Webex for BroadWorks

Help - Home

System > web4brod > web4brodgroup

Resources
Services
_ Call Center
Communication Barring
onferencing

Q Webex for BroadWorks

Options:

" Profile
Resources
Services
Call Center

Assign Group Services

Assign or unassign group services for the group.

Available Services

Intercept Group o
Inventory Report

Meet-Me Conferencing

Music On Hold

Music On Hold - Video

Outgoing Calling Plan

Preferred Carrier Group

Route Point

Series Completion

Trunk Group

Voice Messaging Group -

Welcome Default Administrator [Logout

1= 1=

Assigned Services

VoiceXML

Remove <

Remove All

1= 1=

.PSTN 1901 72 112y yom 1x1 VoiceXML 1N, 0NN <- nXip nnn

System > web4brod » web4brodgroup

Services
Basic

Exchange Integration
Configure the Exchange Integration settings for client integration.

Help - Home

Welcome Default Administrator [Logout]

Advanced

Advice Of Charge
Configure the Advice Of Charge settings.

: Communication Barring
e Conferencing Integrated IM&P
Configure Integrated IM&P settings.

BroadWorks Anywhere

Extends your services so you can make and receive calls from any specified fixed phone,
mobile phone or soft client just as if it were your primary device.

BroadWorks Mobility
Extends your services transparently to a mobile phone.

VoiceXML
Configure a VoiceXML user to support VoiceXML script scenarios.

Collaborate Bridges
Create and manage Collaborate Bridges.
Flexible Seating Host

Create and manage hosts that users with the Flexible Seating Guest service can associate
with and use the host's device with the guest's device profile

Group Night Forwarding

Configure the group to redirect calls placed to a user during hours when the group is not in
service.

VoiceXML niaimd 1N

:VoiceXML NN NNN D'X2N DNATN DX 790 VoiceXML, 7w yoin 73 111y

.(, 2403332200NNAIT?7) Webex Meetings TNKRN 112V AI'NN 190N NX [TN—(19'70 190n =
anihy -

q'y01 XNV 7NN 210 N0 W (, VXML_deviceProfanaiT?) TNX yoIn MIx—1wdn/nint 7'9no =
NNAN NMIXNN DX [TN1(Nnarma VXML _profile) nTin

NO'NX ,UNIID <domain>@<nW'an 190N> NN [Tn—aRNXYiE =

, MMAIT?) (JSON yaipn |'mt) Webex Meetings WTNXN 7¢ nwan TiZ 1900 XIN<NWnA 90N> -
(88631321777971704941

, NNAIT?) NTN NWA9N MNXR Y I'TIK Webex Edge ¥ "nITn XIN<|"'Im™> -
(ecccspx.amer.pub.webex.com

00 webeis
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W2 YTamN Request URI Dy n7w' INVITE-n ,NWan 19017 waon NIN'Y Nin'y 11ay—Contact sip =
Sip contact>;<Locale>;<Meetings Site UUID>;<SIP > 0T un1192 SIP TN WK NIX TN .NT NTY 7w
NWND transport>,

CUBE-N N2IN27 MNISY SRV-D ["nITn DY X NXR'NYIPN NTYN <number>-n XIN<<sip contact -
(, 88631321777971704941@cube.internal.localnnart?)

(, locale=he_USnnaIT?7) ynnwnn Dipn? DXNN2 NOWN NNTAN DX a¥'n<<Locale -

, X-Cisco-site-nNnaIT?) JSON yalpn "X 7w UUID Xin<<Meetings Site UUID -
(uuid=abbd70f6c519fb1ee053ad06fc0a038b

.CUBE-7 niyTIn ni7wY 15 TCP-2 wnnw' AS-nw 'O transport=tcp NI'n? 1¥<<SIP transport -

VoiceXML Niamd 7w nNTan? nnaiT 707

VoiceXML Addresses

ASdrenaes alows you 4o vie
= 1 =

Prone Numter | 2600532200 w | Actvaned

w and mantain your phome momber 8nd ofhet ierfities Tiat dre taed 12 male and receive ol

Extaenion: | 1000
® idwetty Davice Protie Nore
ioernr, Oeva e Prdie
Mooty Device Profle Name | VXLL cewceProf (Sysiem) v LorSyoaaent: Ouie Prose

Q@ CCCCE AT DD WO COM

MG cube vtemal ca x- Pas

2haver wp 8 | M 0OYOCAInG 1U2 webex COM v

- @ | 225 pr0aty0psine 1U2 webex

o @ | 2aspr0dbyopsing 1U2 webex com

= 1

N7 NNIT VoiceXML 7w qo1 *7X107'1 120 1IX'7 W' WINn'W7 N9 o1 Ny 190N 72 111y :nvn
190N VTN YR 'WIRI I TIR'Y' NITYUN DR NNA7 WX [7D0 7'91N9 INIKY wnnwn? N .nwny
V7 aviny 190 nwnan

Ni'oon BroadWorks 7¢ "IRIVY'IN 1102 TN NNXRY NINYYA T2 NIYTA D172 XTH7 19PN 1NN
7w 19700 1901 NIXIAPA NIDoNN BYoPSTN nin'wa 79047 15

VoiceXML y91n7 SIP NIN'R NXj7n

CUBE-nn SIP INVITE NiyTIN NIN'R? wnw' 0T .VoiceXML 7¢ *7R107'11IN '1IN7 NIN'RN NIN'W DR DX
-N TA%n DNKR 0'MIIAN NINY 7277 VoiceXML 7w *2X107' 10 '1aninn yam pa Nt .Callback w'nana
.CUBE

00 webeis

by CISCO


mailto:88631321777971704941@cube.internal.local

G; Webex for BroadWorks

Help - Home
System > web4brod = web4brodgroup > VoiceXML - webdbrodVXML@eccex.amer.pub.webex.com Welcome Default Administrator [Logout]
Options: B H
> Pors Assign Services
_ Communication Barring Assign Services allows you to assign or unassign services for a user. If a service is unassigned the service data that has been filled out will be lost
Available Services User Services
Alternate Numbers Authentication

[Anonymous Call Rejection m

Basic Call Logs

Call Forwarding Always

Call Forwarding Always Secondary
Call Forwarding Busy
Call Forwarding Selective

Calling Line ID Delivery Blocking Add All ==

Call Me Now

Call Notify Remove All

Call Recording -

= 1=

1707 axmw 9D SIP 7w NNo'oNl WNNWNN DY DX [TNETY Y722 NN 2R10701 10 DiRfR 917 110y

G; Webex for BroadWorks

Help - Home

System > web4brod > web4brodgroup > VoiceXML : web4brodVXML@ecccx.amer.pub.webex.com Welcome Default Administrator [Logout]

gplions:
Profile

Authentication

Communication Barring Authentication allows you to use encryption to safely determine that the user at a given phone is who they say they are. This helps prevent hijacking of service in hosted communications
networks. The user name and password must match the user name and password configured on your phone, or in your phone's configuration file.

= 1=

* Authentication User Name: |VSUB\ |

Utilities

* Type new authentication password

* Re-type new authentication password:

= L

INVITE NIyTIin DX 'IX1D NNKRY NI 7Y nno'ol wnnwn o NI oy CUBE-N NX ' Tan? w' :nwn
AS-7 ninviy
:ni77T> X'n CUBE-2 SIP nin'k MTANYT NTIR9Y7 NnalT

<N19XIN X7 NNO'0> 0 NNO'0 VSUB WNNWN OW NIN'X sip-ua
(n'?011 D'V cUBE 7w DM M7A/NNIXM] YY)

Namedefs yaiy

NAMD7 NS DINNN 770 NAW URL-N NN DX '7'on VoiceXML 7w "R101'1 1 7w SIP Ywpn nTY
.CUBE IP-7 m"19n SRV-N NX 1IN97 ' AS-2 namedefs Yalza wnnwn? |nai,'m19 SRV InT .CUBE

T2 5060 nX'¥' 10.165.196.30 NuMdY7 MNIoI cube.internal.local XIn SIP 7w SRV Wwpn K 19w NnAITa
[9IXQ [DTVNN usr/local/broadworks/bw base/conf/namedefs/ yalpn AS,-2 .CUBE-7 y'an?

NAN
_sip.tcp.cube.internal.local SRV 1 99 5060 10.165.196.30

nN'y 110 Webex Meetings

.NYIA97 NIN'YY NIN'WA 719'00 [91X 017WT7 *TD NII'AT NIN'Y TIA'Y NNIXD NIFNWON Webex Meetings
IN [I2IX2 D'NIRNNA NNYPNN 90N DY NIMIX'A NIN'WD NITAIVA DYDY NNYRNN NINY 77NN 1NN
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nIMIoN N7Y5n7 NI0d NPA 7w NI7Y9N N9 770 10T NI NIMIXN NIN'Y LTIV NN 7790
.CDR chargelndicator nTw2a N1'wuY

NI7701 'R [N D ,NIMMD NIN'WI NIYIAD NIRMP TIAWY? NX70Mm0 NIXNN DX N9'01N NXAN NNAITN
.0'w29n7 NO0'1dN NjPA NIN'S02 NIP'71 'R AI'N2

nadN 2y nooann CDR chargelndicator nTw N"0I7DIX true,-> NS Charge Field n95x naTan 1 7y
YN NY? AXMpn aion MmN Charge

Webex Meetings" WXM true true"qoin <AS CLI/System/CallP/WebexMeetings/WebexCallTypes

177 <AS_CLI/System/CallP/WebexMeetings/WebexCallTypes
SAC " 112y '193 NS 7w 2I'n NTY 1"70N §DK7 IR 210 NS DY

[P D1  Webex Meetings WXM

Hxio i VoiceXML Meeting Callback

VoiceXML Meeting Callback '1an 1ix

1 |707) NW29Y NTIN NNYWRNN NNWOKR Webex Dy VoiceXML 7w Ty 2100 a0 Y Tan7 w!
7907 1D BroadWorks (AS) 7w NI'Xj7'798n NMwA YTam Nirn? 11X (MITIN NNYENn Niwaao VoiceXML
AS-] DT 1 7w TTIA YOIN 1 TN [N . Webex Meetings 7@ nThn Nintwa

.CLI niy¥xnxa true-7 102074 n7vu9n7 NININ MIDNN DX TN ,NMIDNN DX 7'won7 '

102074 nX '7won <AS_CLI/System/ActivatableFeature

Lkkkkk *kkkk

MNTX
|10 ARITNN 170 17002 71 NIYYRT7 NdMX IT NI7'WO

D12IM1 7w NI7IM NIfmd 7w np'nn/f'w/nooin? nna? 71y nr
0VINLI'X '9T 2V NSOV |07 Y'Y NN .WIXAY? AT N¥P NNR7 1YY AT
IV 7aNNNYI PNINNYT N> 701 D'wnnwnn UnT?

?7'wnin7 N¥N NNXY NIV NNX DRD

yv:(a,87,',pP)wxI N
yxyA...

71j17 <AS CLI/System/ActivatableFeature

NINNKXR NT hnnin V91N NNTA IR

|PICI UUIDYav O mMn 102746 BroadWorks
CallIn true-lCallBackay 102074 BYO PSTN aI'na nd'Mn
Wy v'7Nn NNO'0 NIN'K NN'Y 104256
CDR false-1 NI9IV¥N 702-NI9IVX¥N 21970 TN |210 112V Nd'MN FAC qoIn 104073
APY N9 NMIYNI N'ONIVIK NAIYN NIQY NNTan? nann nXpP NTLH 103542
7Y NNLAX N'VANY7 T2 NINNO'0A NIANINNI WIN'Y napa 104255

-2 nNd>'AN" NdNA n17n "Callin-1 CallBack NaidN 12y BYO PSTN arrna nd>'nn"y [1'n :nyn

D'019%7 .(102746) NIDNN NX 7'voOn? DA 7w (102074), NadNN N7y9n 197 Cl UUID", N1ay BroadWorks
."(CI UUID 112y Broadworks 7w n>mmn) Cl User UUID [1N21'0" §'vo1 |y D'901

INIX 2"N X BYOPSTN VXML 7w 0" 78107110 1107 NniT VoiceXML N9 NITIN NNYPNNT 'nn
INIX OY 1TAIN VoiceXML NW'IAD7? NN NNWRNN 1N ."NNTIN DNwpnn Nwao Webex" YW wTn 72T Dy
.DNIY'R DNIX DY NIN'RN NN'W 02112 BYOPSTN VXML, 7w D' "7R10711I0 'R 1D 1'wOn 7'01no
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707 naxm nnarT

Help - Home

System > webdbrodent > webdbrodgroup > VoiceXML - WXM_VoiceXML Welcome Default Administrator [Logout]

Options: VoiceXML MOdlfy

» Profile
Communication Barring

e T~ T F -

Modify the selected VoiceXML user.

Webex Meeting Caliback (&) on O oft
VoiceXML ID: WXM_VoiceXML Change User 1D (Also saves current screen data)
* Name: | WXM VoiceXML |
* Calling Line ID Last Name: | VoiceXML | * Calling Line ID First Name: | WebexMeetingsCallback
Department: | None v | Language: | English v
Time Zone: | (GMT-04:00) (US) Eastern Time v|  Network Class of Service' | None f’,‘

1= = 1= I

Y9N NIRN WUNNWNN DR NIRNN AS-2 0'pNn7 27N Voice XML 7w nwiao? NN NNYWRNN7 1ann
Call--n ynnwn NX D2 MNX? NO0M NIN ,NWA97 INVITE 7 nITh NNWRNNN WP DX 7270 AS-N TWUKRD
TNX QN DX .NN'YN NN 17002 AS-2 NN NN WNNWNN NIX DAl VoiceXML 7w nwiaon back
.NNT'N AN'YWN ,XXYN XY 1770 D'wnnwnnn

Yaon NXN Avin

727n X-Cisco-Meet-Info, Cisco BroadWorks Application Server NnidN Dy NTIN NNWPNN W'NIN2
NN 7w Cl User UUID NIXAN 10N NIYXAN] NWIADN NIRN WNNWNN DX nnml SIP INVITE nwpa
NN'YUN DX TAVY? T2 NNXI NWIA9N NIXA UNNWNN Dyon nN'Y N7u9n N1xn .SIP X-Cisco-Meet-Info
NNTA .NYI9N NN WNNWNAN DY AI'N NNRIYY NOXI L9002 .WANYAN 7Y NN 719119 NN VX171
AI'nn NnivNa 0171 SIP X-Cisco-Meet-Info 7w nnidnn ANk 7w UUID '0191 nwaon

:I7n'7 naxin SIP X-Cisco-Meet-Info NnANI7 nnarT

X-Cisco-Meet-Info:hostCIUserUuid="52f4c6cb-c6a3-4283-alab-
04cc8828b7cl";meetingid="26551128462";siteUUID="ecpi112330755003202ecafc00320240
755503202407550000000000000000000000

D'MIY" NPOOK NNIIDVY7O

(C1 UUID 112y Broadworks 7w nd>'n) Cl User UUID Sync
.Webex N2'202 D'wnnwn 1A't FTINY Anm Xin ClUUID wnnwnin

,IN210"7 wnwn Cisco BroadWorks Application Delivery Platform (ADP)-2 Nt nX¥pN [IN21'0 DIW' Webex
DY NNIY NI'YPRIVI'RY 1D WNNWN? [N D BroadWorks n'mwna Cl UUID wnnwnn 7w [I0NKI 197N
MY jntrbjzbi#-1 Webex-1 Webex

Cisco nX wnwn CI User UUID-n I'v 12w [9IXN 7V "nwra9h nAtin nnwpnn Webex twox™ |y
.nw Cisco BroadWorks Application-1 BroadWorks Network Server

'WNNYn NX Y7 nyn |DTY71 1707 Webex Provisioning Sync DIY'"N X DN'TaN O'N2N D7D
.Cl UUID-n ny BroadWork

spark- 'n Dy OAuth MIW'R NWAIT Webex NRXN [IN210 NUX2'79KR
NN'W NYURA DXV T 7Y 1'wn? Nl Cisco 7w NINT 790 112y admin:broadworks_subscribers_read
7Y NI9NLVXNN D10 DY
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NYpa NX7¥nY 0'9011 0'V19Y7 'Cisco BroadWorks 112y 77w Webex 112y OAuth MWK Nawn' gyol 'y
:N2IMd] NN'WN

‘N2N [OIX] D'RNN QNIY DY DY [IN'OXN NN q0INn
ADP CLI/System/CommunicationUtility/DefaultSettings/External
custBYO refreshToken OIN <Authentication/CiscoIdentityProvider/Partners
nYTnh Nno'o

NYTN NNO'0 UTNN 'r'7|7n
ADP CLI/System/CommunicationUtility/DefaultSettings/External

72j7'7 <Authentication/CiscoldentityProvider/Partners
qNIY DY [V [IN'ON

FederationPartner ****xx*%

custPart *****xx*x%

*kkkkkkk custBYO

Webex Provisioning Sync Diwn T v 1017 W' 0'oNIwn NneN? OAuth |In'OXR'7 1Iwnn 9nIvn DY DX 901N
Mtrue"7 7T "72vom' aTnwd

AT A0 NiNNA Clwnnwn 7w UUID [N210 Y¥1Y7 7'NN AT NRYZN [ND2'0 DIY'" Webex 97

Q0IN <ADP_CLI/Applications/WebexProvisioningSync/GeneralSettings/MonitoredPartners
custBYO true

'wnnwn? Cl UUID-n 7w I'win NIk y¥27 Nwd 710' Webex Provisioning Sync Diw*n aniwn N'7'7n NKY?
.BroadWorks

NN NITRON NIYXNXA 112Ny AN NN DX NIV

2TAaN <ADP_CLI/Applications/WebexProvisioningSync/GeneralSettings/Controller
requestTimeout 30000

yxia ...

'71|7'7 <ADP CLI/Applications/WebexProvisioningSync/GeneralSettings/Controller
requestTimeout = 30000

http MN0'Y7N <ADP CLI/Applications/WebexProvisioningSync/GeneralSettings/Controller
NTAN <ADP_CLI/Applications/WebexProvisioningSync/GeneralSettings/Controller/Http

Timeout 300 AN
q7IN? 102" D"I'WAWY "D Broadiorks NN WTNN 77W90Y7 W' ;TR ***

*k%k

'71|7'7 < ADP_CLI/Application/WebexProvisioningSync/GeneralSetting/Controller/HTTP

00 webei
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide/wbxbw_b_SolutionGuide-PDF_chapter_01.html?bookSearch=true#Cisco_Generic_Topic.dita_0e1beabc-80ae-4e8d-b177-17108ec5daed
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide/wbxbw_b_SolutionGuide-PDF_chapter_01.html?bookSearch=true#Cisco_Generic_Topic.dita_0e1beabc-80ae-4e8d-b177-17108ec5daed
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide/wbxbw_b_SolutionGuide-PDF_chapter_01.html?bookSearch=true#Cisco_Generic_Topic.dita_0e1beabc-80ae-4e8d-b177-17108ec5daed
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide/wbxbw_b_SolutionGuide-PDF_chapter_01.html?bookSearch=true#Cisco_Generic_Topic.dita_0e1beabc-80ae-4e8d-b177-17108ec5daed

connectionPoolSize = 5

300 =112'NY7 AT 709

connectionIdleTimeOut = 300
maxConcurrentRequests = 10
maxCookieAgeInHours = 24

2T 91N ' DR 7'WON'7 n71>' CLI manualSync NTIzoN 1T IX 'ONIVIN [9IN NIYYT7 710' AT 'Y

ADP CLI/Applications/WebexProvisioningSync/GeneralSettings/MonitoredPartners>
manualSync custBYO

Webex DIY™N MIUXIN )I'WN 17002 .0N{P0N NINNA )1IYNn DX 0'Yxan 'true’-> 1 Tam “voin' oy 0'onivy
D'wYNNYNN 73 112y Cl UUID NX D'7'onn DRIMIN NIX ITNRYT T2 Webex API '1nin IR 7RIY Provisioning Sync
DOI'wN )Iwnn ClUUID-N oy pTIva BroadWorks Wnnwn 7@ 1IX'NN NNTAN .QNIvN T 7V 0'NIRNNAN
.D7UIN |N210N OX NIXY7 1D 01VVON NTIPOY YNNWNT [N .9NIY7 I901IY D'UYNNYN 7V D'V'DSYN O'RIN

010YO <ADP CLI/Applications/WebexProvisioningSync/GeneralSettings/MonitoredPartners
[INNX [1IN210 [AT 9NIY DY 0IVVO

custBYO |IN210
custPart 2023-01-29T15:36:43.873-05:00 110"
.0V 2 IN¥N)
[AT" ANXY7 QNIYYT 1900W D'YNNWNA 7V Y¥ANN XN [N2100 11017 NN NINWN 2¥NN ,[N210N NN7WN TNKY
N RhaN[pkilehl

MIX'NN NNTN N2 YTAamN Cl UUID-N DX A'¥n XN RN

Options:

Profile

Prafile allows you to view and maintain your profile information. The information filled in specifies your primary phone number, extension, and device that are used f
section allows your mobile phone, pager, and other information to be visible to other group members in the group phone list. Some of this information can only be r

= =1 - I

Enterprise ID: MilASDev

» Profile
Incoming Calls
Qutgoing Calls
Call Control
Calling Plans
il 19
Communication Barring

. Group: Morth_as77 Move User to Another Group (Also saves current screen data)
ATiies User ID: northoo Change UserID (Also saves current screen data)
External ID: 6970e6bb-7439-4ffb-ad34-d3f0167ddad Change External ID (Also saves current screen data)

Y2Iz¥29zcGFyazovl 3VZL1BFT1 ~

Person ID: | o o o O TewZTZiYi03NDMAL o Change Person ID (Also saves current screen data)
*Last Name.lhnr‘th | * First Name: | johno
* Calling Line ID Last Mame: | north * Calling Line ID First Name: | john0
Name Dialing Last Name: Name Dialing First Name:
Department: | None v Language: | English ~
Time Zone: | (GMT-05:00) (US) Eastern Time v Network Class of Service: | None v

nva Ny

nnN'Yy 110

NIYXNNA NRT A'WN7 [N .NIYA97 NNWENN NIN'Y 11ay CDR 07 XY 'Y DN, NIFTIEAI'N NiNLNY
NN MW 7w PreCallTyping nirrrn

210 NIX N9'0IN NXAN NAAITN .WTN NN'W 210 01N System/CallP/CallType,/ nnn NS CLI-a ,n'wx)
MWXM" wTnn ARMpn
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"WXM LOCAL true false "Webex Meetings QO0IN <NS_CLI/System/CallP/CallTypes
calltype WxM 72j? <NS_CLI/System/CallP/CallTypes
DI7YUN E164N2'NAN q2'N NNIAVPZ JIN'N CallType

WY 'NMMMX TN UNNYN  WXM Webex Meetings LOCAL

wnnwn 7 2M1an 7'919n P70 XInw PreCallTyping ¥y9IM2 nN'win 2102 NN (N1 |21 WNKY
22N Wi Policy/PreCallTyping CLI/ nnn qon "wxm" wTn PreCallTyping yoIn ,IT nnama .BroadWorks
YINn'ya X¥N1 1210w 0" PreCallTyping yoIn nirn'? 715' nt

wxm true CallTypes ALL §OIN <NS CLI/Policy/PreCallTyping

wxm 22777 <NS_CLI/Policy/PreCallTyping
PreCallTyping: wxm Y9IN NI

CallTypes:
{ALL} = mM'Na
{pCsS, ALL, TRMT, LO, GNT, DP, WXM, LPS, OA, TPS, EA, FGB, POA, SV, SVCD, = QNXn
IN, MS, CSV, EM, SvVCO, SMC, zD, NIL, CT, TF, GAN, TO, DA, OAP}
supportLCABasedNormalization = false

Enable = true

AYU7N2 DM190N2 AI'NN 73 1Ay PreCallTyping ¥9in7 D'y N90IN KIN XN 27N
:NNAIT? .Policy/PreCallTyping/DialPlan CLI/
7'M wxm 1 dflt 12403332200 12403332200 fOIN <NS_CLI/Policy/PreCallTyping/DialPlan
11 11 WXM 0 0 Webex Meetings
wxm 1 dflt el64 12403332200 12403332200 9OIN <NS_CLI/Policy/PreCallTyping/DialPlan

11 11 WXM 0 0 Webex Meetings p'I'

wxm 1 '71|7 <NS_CLI/Policy/PreCallTyping/DialPlan
DialPlan :N720 PreCallTyping: wxm Y9IN NI TN
QX' DN'Y DT N71V9 naiT'R NN'Y a10 DIN'OZN DINI'M NNXRNN TV-N CC AI'N NDIN

11 11 {WXM} 0 Webex Weetings {j?1'TQ} 1 dflt 12403332200 12403332200
11 11 {WXM} 0 Webex Meetings {j71'"TQ} 1 dflt el64 12403332200 12403332200

wnnunn 7v 01170 aman 7'9119% (121 ovp X7 XInw 'Kana) qon PreCallTyping 7w yomn ,|pn Wnx?
:NUNT NNAITA AXINY '), NIzNN

Profall PreCallTyping wxm NK OIN <'7'DI19/]']I'J'TYJ/NS_CLI
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Profall 7'9N9 72 <7'9N9/NI'Tn/Ns cLT

29119 7'91No

ni"Ym ysin

CallTyping
CallScreening
SubLocation
FarEndRtg
NearEndRtg
UrlDialing
MediaSrvSel
SIMPLE

DstSvcRtg
NumberPortability
RCBasedRtg
NetVoicePortalRtg
PreCallTyping

DefaultInst
DefaultInst
DefaultInst
DefaultInst
DefaultInst
DefaultInst
DefaultInst
DefaultInst
DefaultInst
DefaultInst
DefaultInst
DefaultInst
WXIM

PSTN-2 Ninw nin'y .BW "1nna NIimy nin'y 1 2y 71 ninxn BroadWorks-2 Niyme CDR's :nwin
7w NI 1N 1Ay 0'non CDR A M 701 .01 CDR's Ny X7 AS-n 7w "nwn"n T¥nn
.VoiceXML

NE2Inn

AWK LIT INTA .CUBE-N NX a¥"7 *T2 "wpn System/Device/RoutingNE CLI/ nnn NS-2 RoutingNE w1
2"y .NS-2 po10nw RoutingNE 71w%? via-n NN DX O'RN' XN CUBE,-nn INVITE-n NX 727 NS-n

NO0IN [9IX 7V 0'01D NPT
.RoutingNE

.CUBE IP = 10.165.196.30-n N2IN> WWKXD RotingNE "WebexMeetings",-n N90INYT NITIZO7 NnaIT 707
|IN"2 X RotingNE,-7 11'w7 7'91n91 OrigRedirect 7w D'wTN D'WOIN N7 NITIRO DA NA'YN NNAITN
.0'M"p 0'Y9IN1 DA YNNWnY

NS CLI/Policy/OrigRedirect> add wxm Inst true CallTypes ALL
supportTrunkGroupLookups disable applyAccessSideRules enableRestrictive

wxm_Inst NN 5Jﬂ <NS_CLI/Policy/OrigRedirect
OrigRedirect: wxm Inst Y9IN MNI'1'TN

Enable = true
CallTypes:

{ALL} = n0'N]a

{pCS, ALL, TRMT, LO, GNT, DP, WXM, LPS, OA, TPS, EA, FGB, POA, SV, SVCD, =nNNXn

IN, MSs, Csv, EM, SvcO, sSMCc, zb, NIL, CT, TF, GAN, TO, DA, OAP}

supportTrunkGroupLookups:

{hmawn}=n1rm

{disable, enablePermissive, enableRestrictive} = NNKN

00 webe:2
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https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Config/NS/BW-NSCLIAdminGuide.pdf

applyAccessSideRules:
{enableRestrictive} = NO'NA

{disable, enablePermissive, enableRestrictive} = NNKN
wxm_routing OIN <7'ON9/NIN'TN/NS_CLI
wmx_routing OrigRedirect wxm Inst §OIN <'7'DI"|9/]'\I']'TYJ/NS_CLI
wmx_routing SubLocation DefaultInst fOIN <'7'DI"|9/]'\I']'TYJ/NS_CLI

wxm_routing 7'9N9N NX 72 <7'9N9/NInm/Ns crt
wxm_routing :7'91N9
NI YoIn

OrigRedirect wxm Inst
SubLocation DefaultInst

WebexMeetings 1240364 1 99 wxm routing false ©OIN <NS CLI/System/Device/RoutingNE
OnLine AccessRoutingNE

WebexMeetings 10.165.196.30 1 99 tcp fOIN <NS_CLI/System/Device/RoutingNE/Address

72j7'7 <NS_CLI/System/Device/RoutingNE
WebexMeetings NYI 20N

1240364 = DIP'M

1 = N'0VO NI

99 = 'VVO 7PYn

W =0
voin = OpState
[ = 2¥n

wxm_routing = 219119
Attributes Signaling= AccessRoutingNE

'71|7'7 <NS_CLI/System/Device/RoutingNE/Address

701 "ann 71%0n 7pwn ity N2IMd NE 2IMA
WebexMeetings 10.165.196.30 1 99 - tcp

:(D1ITR2 D'MiIon DAIYN NITY) XN 7707 nnimn NS INVITE-7? n71iw CUBE-N ,NnaIT? nIXNN oy
INVITE sip: +19991111111@domain.com:5060 SIP/2.0

SIP/2.0/TCP 10.10.10.10:5060;branch=z9hG4bK7C7BIER: T
Remote-Party-ID:" BroadWorks
"<sip:886222222222@domain.com>; screen=no;party=calling;privacy=off

BroadWorks "<sip: +12403333333@10.20.20.20>;tag=958BDDF4-1AB ":NKN
<+19991111111@domain.com :DIA7>I7R
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2022 12:39:58 GMT 1analma, 03N KN
75D3B642-5AAB11ED-AC82BA3C-276254A1@10.20.20.30:NN'Y 'IN'T

7 sdp—anat'-]"?ﬂ)’.\ ,DARYN NIOTY ,IN"V 100rel, \NN]

Min-SE:14400

Cisco-Guid: 1976459008-1521160685-2893855292-0660755617

X-Cisco-Meet-Info:hostCIUserUuid="52f4c6cb-c6a3-4283-
alab04cc8828b7cl";meetingid="26551128462";siteUUID="ecpii210845723314f40ecac033
14f404ecac3314£f400bcc03314f40bcfc

X-Cisco-0rg-Id:82e2eb35-1610-44e7-9b20-ab607e026270

Cisco-SIPGateway/I0S-16.12.2s :¥WNNWnN |10
1667479198 AT NNNIN

:N7Y9N NNtN
el3cc71£24ae400669d5247d8306ac23; remote=00000000000000000000000000000000

ovn'n, yTn, yTin, D, |y, DTV, ?7X19, N00pK, 2101, "2, NI'NYOR, |ATNWORNR
CSeqg:101 INVITE

<sip: +12403333333@10.20.20.20:5060; transport=tcp> YU WU'X
180 :qpIn a9

DI'\'N-|I9'7UZD'_UI'1'N-'1WE)N

68:0'TINI9-0N

UKD

NITN NNYWPNNN 1900 DX 700 INVITE Request URI =

.RoutingNE 7'91"9 n1'na? wnwnw CUBE-N 7w IP naIndn NX 7'Jn :Via header -
.hostClUserUuid, meetingid & siteUUID 'In't? nwnwn :X-Cisco-Info-Meet nAnp =

N2’ NN N7 ."RotingNE "WebexMeetings-7 D'XkNn'%? '1D Via NNNd2 wnnwn NS-n INVITE,-n N2 oy
.OrigRedirect-n 7w "wxm_Inst" yoimn nx 7'onn "wxm_routing" 21man 7'o1nsa

X-CISCO-MEET-INFO nni>? o'kxnn NS OrigRedirect ni'1

X-Cisco-Meet-Info:hostCIUserUuid="52f4c6cb-c6a3-4283-
alab04cc8828b7cl";meetingid="26551128462";siteUUID="ec665998720e4531ca3103820e4
531ca30301005301a

.NTD 1NN DR NINNN AS-N 217 302 N190 N7wI VoiceXML 7w X101 1202 NNYTamnN 17N NX'X' DY
NN NYTINY NIt 302 NYTIN

1107 |DINQ NAVIN SIP/2.0 302

SIP/2.0/TCP 10.165.196.30:5060;branch=z9hG4bK5452684: 1T

Webex "<sip: +12403332200@10.165.196.30>; tag=8EEAA586-1675 ":NNN
sip: +14519615001€10.155.6.172>;tag=394411970-1602687588994>:"7

ABC5CCA2-D6411EB-8AD6D92D-EE20F768@10.165.196.30:NN'Y "IN'T
CSeq:101 INVITE

sip: +14519615001@hs2-bwks-v-as0l-alpha.bwlab.org:5060;user=phone> >Wp WU'X
;g=0.5, <sip: +14519615001@hs2-bwks-v-as02-
alpha.bwlab.org:5060;user=phone>;g=0.25
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0:PIM NIX

112

72V 70 nIrn7 2N NS-7 CUBE-N T 72y n7waw (bw.myenterprise.com N7 ,nnaIT) INVITE URI-A *mITh
:NNAIT? NS_CLI/System/Alias, TWna |"ITn NO0IN *T* 7V NRT NIWY7 N1 .NS-n ' T

bw.myenterprise.com fOIN <NS_CLI/System/Alias

,N7U9N/21'N Ny TY' NNN XN 9'vol CUBE-1 INVITE URI DINN DX ' TAN7 NTIRON NIX KI¥XNY? N1
NNAT?

23401 voip ?17-AI'N
dns:bw.myenterprise.com NY'asn TY'

HostingNE

NIN'RN NIRIDN ,N7Y90 N0 NNjZA1 AI'N NIV NIN'Y TIA'Y NNIXN DI'NWOX Webex Meetings-1 imn'? '
2voIn nIrn? 2''n  RequiresChargelndication 1 CallTypelnfoRequired nmiw"™n Nw 7w Hosting NE 7w
:NNAIT? .NS_CLI/System/Device/HostingNE Twpzna

NS CLI/System/Device/HostingNE> set broadworksASHostNe signaling El64Compliant,
CallTypeInfoRequired, SourcelId, RequiresNetworkIndication
RequiresChargeIndication;

NYI97 NITIN NNWPNN Webex TWON

nYInN NYY NXPN NXR n71w CUBE-n SIP X-Cisco-Meet-Info, nni> oy NITin nNYpnn ¥'nina
WebexMeetingHoostLookupox n N0 7y yap1 AS-n X .AS-0 AIT? pnn 7¢ wTnn n1on7
.JNDYnN 0vnN1S

727 <NS_CLI/System/CallP/Options

accessSideRoutingNeDeterminedViaSignaling = false

disableNdcValidationForCalledNumbers = true

forceRoutingNEProfile = false

skipPrivatePoliciesOnEmergency = true

maxReturnedContacts = 10
enableWebexMeetingHostLookup = true

Cl UUID nwnsn NIXN wnnwn true,-> 1 TAIN Ndynn f10n19 WebexMeetingHoostLookupwox 'mn
.NYISN NIXN UNNWNn DR NORNN AS-N Ty 1n'T7? wnwn X-Cisco-Meet-Info naninda

sip: +19991111111@domain.com:5060 sxp/2.0|'nrn5

SIP/2.0/TCP 10.10.10.10:5060;branch=z9hG4bK7C7BIEB: T
Remote-Party-ID:" BroadWorks
"<s1p:886222222222Q@domain.com>; screen=no;party=calling;privacy=off

BroadWorks "<sip: +12403333333@10.20.20.20>;tag=958BDDF4-1AB ":NKN
<sip: +19991111111@domain.com™>:7N

00 webe:s
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mailto:sip:%20+19994212099@bw-alpha.broadcloudlab.org:5060

2022 12:39:58 GMT 1analma, 03N KN
75D3B642-5AAB11ED-AC82BA3C-276254A1€@10.20.20.30nNN'Y 'IN'T

0 sdp—anatq"?n)’_\ ,DARYN NIOTY ,IN"V 100rel, NN
Min-SE:14400
Cisco-Guid: 1976459008-1521160685-2893855292-0660755617
X-Cisco-Meet-Info:hostCIUserUuid="52f4c6cb-c6a3-4283-alab-
04cc8828b7cl" ;meetingid="26551128462" ;siteUUID="ecpii23307550032040bc0032024075
50032407555003200555002000000000000000000000000000000000
X-Cisco-0rg-Id:82e2eb35-1610-44e7-9b20-ab607e026270

Cisco-SIPGateway/I0S-16.12.2s :¥WNNWnN |10
1667479198 AT NNNIN

rilbhiahli)
e13cc71£24ae400669d5247d8306ac23; remote=00000000000000000000000000000000

ovn'n, yTn, yTin, D, |y, DTV, ?7X19, N00pK, 2101, "2, NI'NYOR, |ATNWONR
CSeqg:101 INVITE

<sip: +12403333333@10.20.20.20:5060; transport=tcp> YU WU'X
180 :qpIn a9

DI'\'N-|I9'7UZD'_UI'1'N-'1WDN

68:0'TINI9-0N

()7wn SBC IX) CUBE N{790K qNIY 10 17w

NW9N 71220 172> Cisco Unified Border Element (CUBE) NX 0197 TX'D NNNIXA NIXN 7901 0T §'W0
.Bring Your Own PSTN |Inno 112y (SBC)

Cisco MNI¥N 1Ay Webex nnaiTn Dy N'TTA N TIAv? nixinan CUBE NNIXNA Tpnnn AT §'vo
0'>" TN |y CUBE, 7w NMIIWUKRY MIIXNIEN0MD 72 NI Y775 |1MT7 .0TIPn 9'woa Navinn BroadWorks
:0'NaN

n7wn SBC NnNWOXY 019

790N 12'X 0T JNONY 17 D'Y ,NINT DV .)7wn SBC 0N97 NNWoX 17 W' CUBE, 0N97 NXIN J1'X DX
.CUBE Ta7n SBCs 112y NNnixn NIx¥n

[120 MIXXPN ,NNAIT?) NNI2A NN CUBE NMIXN NIWAT INK 217 710' NNX ,)7wn SBC 0119 NNK DX
17w SBC-n TIv'MA "'V ,IRT DY .7 NMIXNN DR DININY 12 (0NWWI 00191 DAY D'PwNn ,DINNN
.CUBE-n Nii¥ nX113 I'n' 17w SBC-n 112V 2V19] NITIPON DY NTIZ9N MNIYA NVIISN NITY 1777

JINT DY 0019 ANX SBC NT'R Miwn X7 Ni7n 10 27w NIXNN DIWAIT IRY NINK X OX K78 0N
SBCs 112y .0"NX SBCs 7y n'7n nnaITnw |'IX DX X7X , 7272 CUBE-7 NITyIM nTIoN NIY NIRNAIT
.MIXN NITIPO 1y 17w SBC TIy'Na |V ,0INX
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html
https://help.webex.com/en-us/b6vrdc/Cisco-Webex-Edge-Audio-for-CUBE-Customer-Configuration-Guide
https://help.webex.com/en-us/b6vrdc/Cisco-Webex-Edge-Audio-for-CUBE-Customer-Configuration-Guide

NIIYXRI NIXN
.NNO0'0N NX |TN ,WPANN DX .'A7'2M190 EXEC-n ax¥n N 7'von? v CUBE, NX ' Tan7? '
n7yon

N'72172 NN axnt 012107 M
qlonn NX MY

"IN DX YTAN

ip myenterprise.com |'IT DY

:(MSS) 'ann 0'N790 771 DR TN
Ip tcp mss 1360

nvn NIXN

:CUBE 17w nnaIm .'u1on1 "Nia'yn PYnnn DX TaN

GigabitEthernetl p¥nNn

N7'O0N "197 NN PYnn IR

<SUBNET NJDON><ip<CUBE PRIV IP NIAIND
'ONIVIN | NNI XWUN

2voIn 2an X7

T'00'0 22N |'N

GigabitEthernet2 p¥nNn

WEBEX-7 NMI9N WNN JIN'D

<SUBNET NJON><ip<CUBE PUB IP NAIND
'VNIVIN NN RKYUN

2voin 2an X797

T'00'0 2An 'K

]

1'0N9N1 MIA'XYN TXN 11AY 2IN1 [P 1Ay DNyYn DR TN

<ip 0.0.0.0<PUB SUBNET MASK><CUBE PUB GW IP 7170n
<ip 10.0.0.0<PRIV SUBNET MASK><CUBE PRIV GW IP 71701

:SSH WwoON

00 webes?
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ip ssh DIYM 'VN'X

2 N0MA Ip ssh

!

<NNo'o>nNNo0'o 15 7NN NXYIN WnNNwn DY

q'vo NXY .N27ND DMTAM WX Nnin *77 oy DMZ qima nirn? an (17wn SBC Ix) CUBE-w 17 D'w
JIIX'NN WRD DNIN2 NN9'Y NIRY' W nn'wn? Webex NX niwnwnn Nix'y!

7w nwnn MwY (17w SBC-n IX) CUBE-n IN7waw NNTIN DNWRNN NIN'Y 112y SRV Nimiwn 1Tan
:bw.myenterprise.com 112y SRV-n ,nnaIT? .BroadWorks

ip sip. tcp.bw.myenterprise.com srv 1 50 5060 nsOl.myenterprise.com NINN
ip sip. tcp.bw.myenterprise.com srv 1 50 5060 ns02.myenterprise.com NIXN
<ip ns0l.myenterprise.com<NS0l IP NONN
<ip ns02.myenterprise.com<NS02 IP NONN

:DNS mw nx Y1an

<ip<DNS_IP address NINY MY

N?'TaN Ok DNS ax N7 y'an 'n19n DNS 12w 19 DNS ' Tan? X'n DNS N'oI7n NNWOK :Nvin
N7w21 N'on

NiN'Y TIA'YV MIXN

i)

770 01 VoIP nn'w? nwa? nidpnxw IP niundn 75 oy (17w SBC-n IX) CUBE-N NK 1 TaN
.MS-1 BroadWorks AS, NS 'mIw 112y '019 ¥ SIP NNk NImd - -

TIN I'MYWN 112y Webex Edge Ny niMmia ¥ namd - -

:CUBE nIXxN7 nnaIT 707 XN

VOIP "7 NN'Y
NNN'N ip NN NN'WA

------- (Ms-1 BroadWorks AS, NS 7¢ NIN'RN NIAIMD 72 NX 71727 71¥) '0190 T¥2 TP NIAIND -------
ipv4<NSOl IP>
ipv4<NSO02 IP>
ipv4<ASQ01l IP>
ipv4<ASQ02 IP>
ipv4<MS01l IpP>

707w NILN Webex IMTIRN N'MYN 112V NIMIAYD NIUNIN [N N7X) NI2ND T¥A TP NIAIND -------

------- (.m72 nnaT NN
ipv4 64.68.96.0 255.255.224.0
ipv4 66.114.160.0 255.255.240.0
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ipv4d 66.163.32.0 255.255.224.0

I'TIND 'MW 1Y NIMIRAYXND 1P DIimd 7w nnonn an'vA? .anaiT XN 707 1P niauman nnio :nvn
IR 112y Webex,

Y'oIn NIZIDYRN 2N 1Y [P Damsn nny — .
212V NIN TAX 2N . NIWAS NN Cisco Webex NN D'wNWAN NIAIMD v 1P 4w nan'wa Nnn
“N2N I V91N NHON DIAVY L|'0 NIZIDUN

T DX NRYWY? O .Nimw 20 XN DTN RINY 1197 TCP 11a'n 1ix'? CUBE-N 112y 7Thnn 1NNa Nty

<(nMv) ip tcp synwait-time<5-300

D .NIMY 6 XIN 2N X7 W2 NN DMIYTY DY 7w a1xp a7 2Thnn 10N o BroadWorks, Tya
DT DX DYy

<(nMw) terminationAttemptTimeoutSeconds<1-157Tan <AS CLI/System/CallP/AccessRouting

7w NnaITn DX 707 XY .(17wn SBC IX) CUBE-2 RTP nyiNY? '01901 NIaNN TXN '‘7YUnn DX NINSY7 v!
:CUBE

VOIP 71 NN'Y

pass—through-'?)ﬂ Rtcp

disable-detailed-stats NN

------- NIRX' NIV —------ CUBE public IP +

CUBE PUB IP><CUBE PUB IP> port-range 10200-28000=> N'TN NIAIND NIV
------- NIR'X' NIV IP +'0YO ------- CUBE

CUBE PRIV IP><CUBE PRIV IP> port-range 10200-28000> n'Tn NIQIND NIV

UKD
CUBE-n 7w IP n"a'¥n NAINdN X'N<<CUBE PUB IP -
CUBE-n 7w IP n'019n Namdin X'N<<CUBE PRIV IP =«

28000 Ty 10200-n NX'¥' NI ,NNAITA AX'Y' NID =

TLS Client's -2 N7 NX ny'xn , CUBENNWPNN 17nNn2) NIXaN TLS n1oxnn Ni?ana qjnin CUBE-n
:(Handshake Hello

TLS ECDHE RSA WITH AES 256 GCM SHA384 =
TLS _ECDHE ECDSA WITH AES 256 GCM SHA384 =

TLS_DHE RSA WITH AES 256 CBC_SHA256 =

TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS _ECDHE ECDSA WITH AES 128 GCM SHA256 =
TLS DHE RSA WITH AES 128 CBC SHA256 =

TLS_RSA WITH AES 128 CBC SHA =
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TLS EMPTY RENEGOTIATION INFO SCSV =

:(NMarT? CUBE nNIXNY? 707 NX1) MTan'? NINNK N0 nnTan

YUTN DAT XXX

n'Aln 77NN 11N NIMKR? NN2NNN aaa
nmipn 77NN NN exec NRYIN aaa

!

ip scp MW N'7V9N

!

VOIP 71 NN'Y

NaImd NNon

nNn'a77 nna%? DNN-YOXR
nIAT NNy X7 07N nN'Y Nt niv
NN'Y NID'N

2 NM'Yl DIN'oM
max-reorder 2

nnay
yan nnayvn

:D'MMY AN NI INIRND WIN'YYT KXY 0101 AI'NYT NIX DR ' TAaNT W

NNA7 uri INEdgeAudio 717 NN'D
x—-cisco-webex-service=audio OIO9T
|

NNA7 uri OUTEdgeAudio 717 NN
Host cube.internal.local

N2N 210 DN TR DR YTANY W' .G711alaw-1 Codec G722, G711ulaw-2 nIn I'TIX Webex Edge
2AI'N7 D'NMYA N NI YNty

Codec class class 3

codec 1 g722-64 NOTYN

codec 2 g71lulaw NOTYN

codec 3 g7l1llalaw NO9TYN

SRTP n19¥nn N'7'an NX n¥j7n SRTP-crypto 71pn Npynn .SRTP-2 wnnwn I'TIX Webex Edge
MI¥N DX 7'Nn7 W' .ATOoN '97 NIKAN N19¥NN NI7AN NX YTan .Edge Audio 112y win'y? noTyvinn
.Edge Audio Dy 112'n7 D'wnwnn a'nn 'my 7y srtp-crypto 710 Np'7nn

srtp-crypto 234 I7I|7 ]']|7'?I'IYJ
1 AEAD AES 256 GCM IU9"M)?
2 AEAD AES 128 GCM I0U9M)?
3 AES CM 128 HMAC SHA1 80 IU9"M)7
4 AES CM 128 HMAC SHA1l 32 1091y
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NM'X? NNO'0 'TANT 72100 NI'NYT 'O 'UXY NNON UXRIN OTAN

<YNNYn DY>YnNnNYn DY NIN'K Key config-key password-encrypt Passwordl23
aes NNO'O N19Xn

112V .AR2N NTIRON NIY¥NAXA AS-2 VoiceXML 7w '7X101 10 1100 1Ay 7910w SIP NIN'K NIWIK NIX [T
(17w SBC-n IX) CUBE-nw INVITE-N NX 1ANKN AS TWUKD IYNY' N7X DNIYW'R ,DTIN NNYPZNN 'W'NIN
AS-7 niv

NIR-NN'A7
------- NIN'XR TYOKRT? T -—-----
<NN0'0>0 NNO'0 <YNNWYn DY> NIN'K YNnNvn v

"NIIXN-n¥M axA" 2TIEON Y NUOX NYA NNNOoIM NN NNO'oN L NIN'RN NNTAN TNKY

NIR-NN"AY
------- NIN'R TYOKRT? T -—--—--
\6 [GFIXXXXX[YYYYYY\ZZZZZ] NNO'O <UNNWN DY> NIN'K YNNYN DY

NXAN N'7a17an SIP-n NOIXN DX DA y¥a7 v

_______ AIY N0 ------- Max INVITE
31'nTn7 AW No)

------- TLS-2 WNNWN , 77NN N1M2d -
Transport tcp tls v1.2

ATIN WIN'Y-11a'n
------- MANINA mTLS TWXD WNNWAY [INK DT IT'RY -------
<trustpoint>[INN NTIj7 109 NIN'X 7¥ 7NN NN

DIANN '7'91ND

-0 NIYTIN DR NNRY? 7Y 21907 11X A7 .nwa97 nnupnn nin'w? wnwn SIP 2340 NiIyTIN DIAN 7'9119
.DITNA NUNY 11 NnaITn 7751 avin '9> Edge Audio, 78 nn'™wn 197 BroadWorks-n nio1din SIP
——————— BroadWorks to Webex -------
2340 717 NN 7w 0'7'91ND
"Zsips:" "sip" NN NNYY7 INVITE sip-header SIP-Req-URI NWUpl 1 7'D
"7 Nma%" DR NNYY "D INVITE sip-header NWPA 2 77D
"NIMA7" NIW NXN INVITE sip-header NWiA 3 779D

"Zsips:" "sip" NX NIY INVITE sip-header Remote-Party-ID WP 4 7'D
":n7" Nt 11'Y INVITE sip-header P-Asserted-Identity nWpa 5 77D
":ACK sip-header From modify "sips:" "sip WP 6 7'
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%dc%d2%d9%de%d4:

":nn7" :ninnaY" NIYW REINVITE sip-header P-Asserted-Identity Wpd 7 7'7)
"REINVITE sip-header From modify "sips:" "sip YpPd 8 7'

"<sips: (.*)>" "sip:\1;transport=tls" NV QYR U'K REINVITE sip-header WUpPQ 9 7'
"% "nmaY" MY WR UK INVITE sip-header N2 10 7'D

cube.internal.local™ " NKX NNWY? INVITE sip-header SIP—Req—URI-'? nYpl 11 7'

n
"ecccspx.amer.pub.webex.com

1210 Y'wOn 7'91N9 7w Contact 1Y DX N7 W'y BroadWorks,-n N0101n Uri NWpa NX nonn w7 11 975
:(N7w Nnarma VXML _deviceProf 2'wonn 7'91192 Contact nTw 7w 71y) CUBE '7X10711IN

88631321777971704941Qcube.internal.local;x-cisco-site-
uuid=abbd70f6c519fblee053ad06£fc0a038b; transport=tcp

ynv Nin'y 11127 0'knnn Webex Edge ['miT7?

88631321777971704941Cecccspx.amer.pub.webex.com;x-cisco-site-
uuid=abbd70£6c519fblee053ad06£c0a038b; transport=tcp

.sip-profile 2340-7 no0on N1I¥xN NWAT 'ovo NAT "INkn Ty (Dd7wn SBC IX) CUBE YWXOW 17 In'Y
19011 Y'Y Kan W Y

7wn SBC-1 0'IT 0770 ' Tan? 10XN )7wn SBC 0119 NNK DX NN

-1 NN NMIXNN NWNTI Webex Edge, I'TIN? n1Tha AS-n T v IN7wWIw NIVTIN 486 1'avin'? nan 7y
("Ty N727 17w SBC-n Tiy'na |y ,)7wn SBC 11ay) CUBE

VOIP "7 NN'Y
ip2ip UTNNA N1907 nYTIN X'7Y7
nnna?
0'0121 0'7'9N9-NN"AY
!
1717 NN Y nna? oo
NNYY N1'o 486 sip-header NAIAN
"DIpN 702 D710V 486.*" "600" '11'W 486 sip-header SIP-StatusLine NAIAN

nn 7 n

.N72uN7 NNAIT NNIX NKR APy Webex Edge, I'TIX? DNINNKR 4xXX DY TIN DT 1avn? IX W' DX

o'n'ny ar'n

7Y NIy AWK NI INIRA A'ND MMy win'y'? (17wn SBC-1 Ix) CUBE-1 717 NN AT yMan? v
:D'NAN DIM0PN
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.N'70 MUN'O-X [YUN NX YTAN TR RTP-NTE DTMF, NI 1y [yon 2 "7 NTAYA IX 'R -
."no update-callerid" 7y NX A TANYT W' 27 wpnn DT DTV NN 'R Edge W ITIR -

D'nMy7? 0'kNNY 1 call-route URI-N DX 7'von? w' .URIs 7y 0olan I'TIX NIN'W QN1 Webex Edge =
.URIs 0'02 7y a1'n%?

234 917 NN T
NX7n Mon'o-X |yun
callerid-|IDTV |'R
NONN NNavn
sdp-N'Y'X DXNIN [2IN 12YN |'X
nn'y 2170n 7w ANX NaImd

NN 1Tan .Webex Edge Audio-1 BroadWorks |'a nin'y Tay? CUBE-7 "'W9X? DMTAIN D'XAN AI'ND MMy
(17w SBC-2 nYTam NI'n? 70¥N AnIT NNi¥N) CUBE-2 NXan MIXNN

23411 voip AN

NMy-a'n nNX'X' IX NXpP2 I'TIK N0'D Webex 'IX'N NIRRT
sipv2 N7Y9N 270N
dns:ecccspx.amer.pub.webex.com NYAON TY!

tcp tls NNAVYN |YON

INEdgeAudio NO1J] URI NWp2Q

72N y'¥n N7 NNN2 Codec 3

N'"21I7 NN'DA NNA7 ANKR NAIMD NN'aY

2340 717 NAT2 NN'A7 *7'91ND

234 71 NATA DA77 T

srtp-crypto 234 NN 71 NNAY?

GigabitEthernet2 717 NMNT2 NN'A77 NIzn pwnn

class sip bind media source-interface GigabitEthernet2-7Ij?

72YN NYAIT D71 NN NNt

217 N2 717 N y'7IRn

dtmf-relay rtp-nte

srtp

!

23401 voip I-AI'N

NMY-AI'N AR'Y' IR D¥P I7TIR NO'D Webex M9 O™ 2XN NIX'N

sipv2 N7WON 77101ND

N7uN%? MTAINY srv NIYA7 D'RNN7 2N - (9TVIN) DNS SRV NIY¥AN]A ----
---- (_sip. tcp.bw.myenterprise.com)

dns:bw.myenterprise.com n7Y9N TV

tcp NMNIANN [WON

INEdgeAudio TY' Uri

OUTEdgeAudio NO1J] URT NWjA

00 webes3

by CISCO



3717 NANTA  Codec

NN ANX NAIMND N7 NN NNy

2341 717 NANT2 NN'A7 *7'9ND

0121 1 N'7I7 NN NN'A7 "7'9N9

234 717 NATA DA T

GigabitEthernetl 717 N2 NN'A77 NIpn pwnn

GigabitEthernetl dtmf-relay rtp-nte pP¥WNN-class sip bind media sourcefﬂﬂ

nimiir CUBE nin'w

T .70 nNXINN CUBE-Q NIXRXIY/NI012] NIN'Y NNMAIT 'WNNNT7 NINNAIT 7'W7 nhwyay nIxnn oy
.N7uNn7 NAINN MMy Yax Nietd NIX7 MIX WWPN '9'¥90 17¢ 7y yax¥n

SBC-n DY NIN'W NINMIT 7V 0'019 N7277 17w SBC-n Ty | ,)7wn SBC NX 0119 NNIX DX :Nvn
W

:Webex-7 BroadWorks-n nw'a9? nx"p v w'nn?

:0Y '"N190 pwnna BroadWorks-n N7apgnn Noadl nantn - =

INVITE sip: 88631321777971704941@cube.internal.local;transport=tcp;x-cisco-
site-uuid=abbd70f6c519fblee053ad06fc0a038b SIP/2.0

VXML Virtual"<sip: 88631321777971704941@ecccspx.amer.pub.webex.com;x—cisco—wb
site-uuid=abbd70f6c519fblee053ad06fc0a038b>

URI ("cube.internal.local") N01210 NW{22 NIXNAN N0 7V 1N21 23401 010N AN Ny 7'9N9 =
."OUTEdgeAudio n0121 uri NWpA" NIXN? NNIXINN

-7 "cube.internal.local"-n NNINWNY URI NW{722 NOIXAN DY 1I¥'NN PWNN NNYW1 DRX DRt =
Nyl XY "2340 n'7ip npnn” Ny TInN DN 7'919 nivynxa "eccespx.amer.pub.webex.com”
2arnn
INVITE sip: 88631321777971704941@ecccspx.amer.pub.webex.com; transport=tcp;x-
cisco-site-uuid=abbd70f6c519fblee053ad06fc0a038b SIP/2.0
VXML Virtual" <sip:

BroadWorks-7 Webex-n n7in NN w'nInY

:ny CUBE 7w a1x'nn wnni Webex-n 'nrmn oM INVITE =
INVITE sip: +14519615001@cube.us.example.com; transport=tls;x-cisco-site-
uuid=abbd70f6c519fblee053ad06fc0a038b; x-cisco-webex-service=audio SIP/2.0

+l4519615001@cube.us.example.com;type:carrier_sbcZDH5525
X-Cisco-Meet-Info:hostCIUserUuid="52f4c6cb-c6a3-4283-
alab04cc8828b7cl";meetingid="26551128462";siteUUID="ecpii233075500320053caecabc
aae4d403cacacaec

00 webest

by CISCO


file:///C:/Users/stlawson/Downloads/%3csip:6882403332200@ecccx.amer.pub.webex.com;x-cisco-site-uuid=abbd70f6c519fb1ee053ad06fc0a038b
file:///C:/Users/stlawson/Downloads/%3csip:6882403332200@ecccx.amer.pub.webex.com;x-cisco-site-uuid=abbd70f6c519fb1ee053ad06fc0a038b

NYz22 Nndin "x-cisco-webex-service=audio” N'1aNN N0 7V 1N 23411 oI A'NN Ny =
."INEdgeAudio n0121 uri nwja" NIIxn 2v 0oanna URI nodin

NP1 Nn''n "x-cisco-webex-service=audio” N'1aNN 7Y 001NN2 0'N2) O'RXI' AN D'NAY Y =
."destination uri INEdgeAudio" naixn 7y 0oanna URI

302 ny7a'n -
23401 ny?a'n -

"dns:bw.myenterprise.com Ty' N0"2" 7V 00Ian SRV WI9'N) NWIN MIYY NN7WI NRXI' AT =
Mn1190 pwnna (Arnn Nyl

INVITE sip: +14519615001@10.155.6.172:5060 SIP/2.0
X-Cisco-Meet-Info:hostCIUserUuid="52f4c6cb-c6a3-4283-
alab04cc8828b7cl";meetingid="26551128462";siteUUID="ecpii210845723314f40ecac033
14f404ecac03314£400bcc03314£f40bcfc

Webex " ;tag=B91821B7-561 " :NKXN

:CUBE 7¥ "7X101'I0 '1N0 MR NONNAN AS-N TAX NIy AYR 'WIRATIND N My =

1107 |9INQ NAVIN SIP/2.0 302

SIP/2.0/TCP 10.165.196.30:5060; branch=z9hG4bK880BD: T
Webex "<sip: +12404540887@10.165.196.30>tag=B91821B7-561 ":NKN
sip: +14519615001@€10.155.6.172>;tag=1829261807-1603395221529>:7

3C88DF6A-13D411EB-8EE3D92D-EE20F7680@10.165.196.30:nNN'Y 'IN'T
CSeqg:101 INVITE

sip: +14519615001@hs2-bwks-v-as01->Wp U'X
alpha.bwlab.org:5060;user=phone;transport=tcp>;g=0.5,<sip: +14519615001@hs2-
bwks-v-as02-alpha.bwlab.org:5060;user=phone; transport=tcp>;g=0.25

0:PIM NIX

:302 NYTINA TNINY YWD U'R 7V 002NN 7'von AS-7 nn'win NX 2N CUBE-n =

-+14519615001@hs2-bwks-v-as01 :NIATN DIA7Y?
alpha.bwlab.org:5060;user=phone; transport=tcp SIP/2.0

SIP/2.0/TCP 10.165.196.30:5060;branch=z9hG4bK8812341 T
X-Cisco-Meet-Info:hostCIUserUuid="52f4c6cb-c6a3-4283-
alab04cc8828b7cl";meetingid="26551128462";siteUUID="ecpii90097455733120ecaf"

Webex " <sip: +12404540887@10.165.196.30>;tag=B91821C8-1AF5 " :NKN
<sip: +14519615001@10.155.6.172> IR

MTLS nxn

Webex Edge |27 (3'7un SBC IX) CUBE "2 mTLS Mia'n QWOK? T2 0'XAN NMIXNN A7 DX y¥a7 v
.Audio

.Webex Edge Audio |27 (37wn SBC Ix) CUBE |'2a mTLS NX Y'Tan? nain :nyn

00 webess

by CISCO



Wildcard nITivn no>'nn

7w 'mIT? D'k (, *.us.example.comnnaIT?) MA XKW1 DY D'YNNWN 0775 0N 7y 0minn onive
.7wn SBC IXx CUBE

CUBE NI0™M9 112y NidANI 'R X NIZIDWUX 'ann SBC IN CUBE NI0™MS 1Ay 0'DnNna 097 0NN NIYNR
TN nnix 7w SBC IX
Trustpool

nNn'wN 7 MR nnx' CUBE-N L,19W 1IW'RN NXR N71W Webex Edge Audio ©"wxD TLS, T'n N¥'N7 717nna
trustpool-2 D*721MN DMIYWRN

"Cisco Trusted Core Root Bundle"-n nTn ' 7v Cisco Root CA Dy trustpool-n N'2'an Nx pTV7 Wt
:NTIR9N nivxnxa /http://iwww.cisco.com/security/pki-n n1>TVN

<url>nN"{71 URL NAIND KRIA" Crypto pki trustpool

IdenTrust Commercial " MW'Rw XTI .IdenTrust *T* 2V D'minn Webex Edge Audio *T' v IN7wiw DMIWRN
:D'9011 D'VI97 DT WP DX .|PNIN "Root CA

pem. UNII97 N7'ANN DR 1MNYT 221N X2 N DX D7WNYT 710" J2'R1,)7wn SBC-2 wnnwn NNX DX :Nvn

:NNAN NTIRON DY hydrantiD NITIVN wnnwn? 731N ,nnaiT? OpenSSL. 12D ,NIND TI7 *75 NIY¥NKXA
openssl x509 -inform der -in certificate.cer -out certificate.pem

Trustpoint

TLS "ia'n 1Ay nintan CA MWK NIYIN D'AIMND DDIYR Y'¥n? 17w CUBE-N NX 2''nn Edge Audio
DMIY'N .[N7V NI0 170'0W DNIY'N NINYA 7w NN y1ant 1 Xan 1Y wnnwn .0 TTn (MTLS)
AYWONN' M2'NNIED'DPN DAWN] IT NI NIMYA T 7V DmiInnn

CUBE T1'n* nnix

NIXY NN L1979 FQDN-7 *TIN'N Xwiln DY DY NTIVN X' (17¢ SBC-n IX) CUBE-NW 1wIN'® TTI2 Nnix
(M990 nTyn X7 ,nNNX 0'7'N2) IMIK K217 2210 X7 "NR CUBE qrY

:CUBE 1y (Ww'R 7y nn'nn nwj7a) CSR N W7 ' -

(|IYJN|'1 D'I'I|7]'7 AV AT NINNSN JIT) NniNNSN TNx Y -

N'X! <rsa general-keys <key label N'IN XY 109" )7 NNON #cuBE (config)
J1'775 NNUN7 NINNONN TAX DX MIXY7 W'Y |"¥n - general-keys o

N7 DX .D'RXI'M DN TWKRD RSA NINNON AIT 112y wnwnin ow ("71'¥9IX) - <key-label> n'in o
NN 7w (FQDN) X7 |"niTn DY wIN'y NYY1 ,NN9N N'IN NI
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https://help.webex.com/en-us/WBX9000008850/What-Root-Certificate-Authorities-are-Supported-for-Calls-to-Cisco-Webex-Audio-and-Video-Platforms
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.AN2 120 NX Cisco 1'won7 RSA NINNSNN TAX NIX K¥"7 [NIY |'¥N (*72I'¥9IN) - K¥"7 N1 o

72j7' CUBE-N ©wK) .CUBE-1 Tax'7 72IXN2W MIW'RN NIX N'7'0n trust NTIj71) Create trustpoint -
(NOYIXNN RN NTIRY 7Y IYWIRD DY 212 KD IWR DY

CUBE (config) #crypto pki trustpoint<trustpoint>
CUBE (ca-trustpoint) #

1721'YOIX crl

pem NNYAN §ion
fgdn<fgdn>

<CN=<fgdn NYIIN DY
<nNoSn N'in> rsakeypair

N'70"'T DNNAE YA CRL-N 1701w DMIWR 7w nn'wn X' (CRL) DMiw 71012 nnen - Crl
NIN N1 79210 YR 72 'Mn 0MIRN 790 CRL-N .0MIWIRD NN IZNA 7'91nW CA-N T 7y
A9

T PATN-PNYVN) MW'RD NWRAY7 (PEM) NI'01D 191Un IXIT NI7IAA 90N - pem NNy §ion
(END CERTIFICATE REQUEST-? BEGIN CERTIFICATE REQUEST-n

CUBE-N 7¢ X'm nom |'"niT ow - Fgdn
DINNY? XWIN DY - <CN=<fqdn XN ow
DTIZN 27NN XY NINNO9AN TAY - <NN9N N'IN> Rsakeypair

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15- :n*19n)
(mt/sec-pki-15-mt-book/sec-cert-enroll-pki.html

CSR: X -

<trustpoint>DIYI7 CUBE (config) #crypto pki
.NTIVN DIwA 7nnin %

X7 :[X?/]p] ?xwiin oW 2NN 7w Imon 1oonn DX 177 %
X7 X7] ?7xwin owa 1P N2MD 71757 %

[2 :[K7/2] 791007 MWK WA AN

NIYRD DY 707

—--NIY'RN NWPAN 770 NN IT NIY - §10---

N7 ([N7/)2] 7nnwninin nwpa N TN ANy

00 webes?
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CA -7 (END CERTIFICATE REQUEST-7 BEGIN CERTIFICATE REQUEST-n) CSRNX N7 =
(Certificate Authority)

DINN YR 7'9' CA =
72wun%) wiziann N1wRN DRI (DigiCertCA. crt Ywn?) wniwn MWK DX 1790 DN CA,-7 DXNN -
(cube.crt

CA-DYURNDX VO =

YYD 7Y IYIRD DY |MXN NTIZ2] DX NNDX , N'URY -

<trustpoint>NIN'N CUBE (config) #crypto pki
.64 '0'02N TTIPNN CA WX NN [TN
NNYY 191 MW "Rx" 07N IN NP NNIva 0'o

:D'N2N D'ONNN DX W' NTIVNY

40065311 FDB33E88 0A6F7DD1 4E229187 :YAXN NY'IL
2 :[X%/]3] 21T aTvn 7apn NNk oRN %

2PNN Trustpoint CAMIYW'R

NN7¥na XA YR %

[MXN NTI717 CUBE-N 7w NIW'RN DR XAY DN NK7 - -

NTIVN <CUBE (config) # crypto ca import <trustpoint
... ATIVNA X'Min |'"'MnITn DY %

.64 0'0Q TTINN MIY'RN NN [TN
NNYY 191 MY "RY" 07N IX NP NNIv1a 0'o

NN7¥N2 XAl amn YR %

.CSR NX 1I¥'7 ¥ 0'VI97 17w SBC-n Tiy'M2 |y )7 SBC-nN NIX 0119 NNIX OX :NYN

N1 X7 - (NTIVN2 079170 Ninwa win'y) Multi Node CUBE Cluster

917NN DY win'yn .NNX CUBE NOM5N NI 112V MWK INIK DX XA"7 7511 CUBE-NW 1w Multi node
:Va1D N1 1'R CSR N'v'? kwny
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(pkcs12 VN9 D''77D DN DY DINN Y'Y WIN'Y) Multi Node CUBE Cluster

NINI (, *.us.example.comnnNAIT?) MA XKIN KYIN DWUY W'D 77D IN2 NNINN NTIVN NIVXAN] 21 NN
.(07"w SBC-n DINNY7 IX) CUBE-N 7Y |"nIT? D'RNN

.(key) '0190 NNONNI (.crt) D'MIAND D'¥APN DX 12190 ,0000 0770 DN WK 7 W'Y NN -

cygwin-2 wnnwin) :key.-I crt. yalp 7710 PKCS12 (.pfx) 0nIoa qIi¥n yaiz i OpenSSL, NiyynNa - =
https://iwww.ssl.com/how-to/create-a-pfx-p12-certificate-file-using-openssl/ :n119n - (Windows-2

Openssl pkcsl2 -export -out <pfxfilename>.pfx -inkey <privatekeyfile>.key -in
<certfile>.crt

(CUBE-? Linux nawn scp) :CUBE:bootflash-a pfx.-n yalp nx 1ayn - =

Scp <pfxfilename>.pfx <user>@<CUBEIP>:bootflash:<pfxfilename>.pfx

:pkes12 yalp DX KM IR DTN -

CUBE# conf t

CUBE (config) #

CUBE (config) # crypto pki trustpoint<trustpoint>
CUBE (ca-trustpoint) # revocation-check crl

NN'X' # CUBE (ca-trustpoint)
trustpoint> pkcsl2 bootflash:<pfxfilename>.pfx> NIQ" CUBE (config)# crypto pki
<password>nNno'o

CUBE MIY'R MIXN NX NNKX

SBC 0119 nnX DX .CUBE 112y NIN'X NITIZ9 NA'¥N AR2N NNAITY .nTIVN2 N717 NMwwn Dw XTI
7w SBC 7w ni7nn NITIR91 wnnwn 7wn
CUBE (config) #crypto pki certificate validate<trustpoint>
NITIYN 2 Nw1Y
QN <trustpoint> 1IQY DNIY'R MYV

crypto pki v |INXN NITI7] CUBE#show

Trustpoint<trustpoint>:
ATAIM CANIYWR N79In

RYNDN DY
cn=HydrantID SSL ICA G2,o=HydrantID (Avalanche Cloud Corporation), c=US

MD5: 1135E326 56ES5AADF 53A4DD32 C8D5590F YVAXK MYV
SHAl: AC4A728B 4DFC3560 1FA34B92 2422A42C 253F756C YAXN NYL
NTAIM 2NN 7Y NI nNVN'Y? NIYWKR

NYIIN DY
cn=*.us.example.com, ou=Webex, o=Cisco Systems, Inc.,l=San Jose,
st=California, c=US

MD5: 756E4C83 CF36311A 7839FA51 7FATABAO YAXN NY'10
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SHAl: 8268817F 79EF91E0 3BA976Al 5C9D97F3 E834EB54 YAXN NY'IL
;NN

(RIx"7 M X7, N9 o) P NINN9N NXN

(I NNIRN CA 7'91N

[? ....0TIYNY NIV

|'AX NTIRI2 win'y? SIP nin') 11N

NNX OX .CUBE 112y nnaIT 707 .CUBE [IMXn NTIj71 DY SIP UA NX 7907 T3 NNAN NTIR9] WNNwn
.NTIE92 NITY NP7 7w SBC-n Tiy'na "y ,)7wn SBC 0119

CUBE (config) #sip-ua

<trustpoint>|INK NTI7] 77NN NN NINX IUD'WP#CUBE (config-sip-ua)

CUBE e

D'™7U9IN D'ANA 19" 10N NIRYYT '

D'aX2 '191 A¥N #CUBE

(MIxNAIT) DR 191 0N V' TANYT T

ccsip NIVTINA D'AN] '191 #CUBE
MNAYN ccsip '191 #CUBE
ccsip NIN'AYW D'ANA #CUBE
VYT'N ccsip '191 #CUBE
voip dialpeer inout DO'ANA #cuse
voip ccapi inout D'AXA #cuse
VOIP DIY" 191 #CUBE
ip tcp N70OY] D'AN] #CUBE
(MarT) naxa 191 Mon 7w MmN NX 7017 '

ccsip NIVTINA D'AND MIN'R X'77 #CUBE

01 MANN ITA71 N7 1D

a1’ nj71 #CUBE
>>> |I'0 NN'Y Yy <<<
[nI* a¥n #CUBE

.0 NI WIN'YN 91X 7V 0'019 1727 17wn SBC 11y Tiy'na |y CUBE, NX 0119 J1'K OX (NN

NNNX NI'YIN'Y NITIRD
N'NDIN MIXNN DX 21727 ' 1D

(CUBE# show run {0 IX) CUBE# show run-config

7INNXN NY2 wnw' TR ROM-2 NIXNN DX IMy? '

2INdY #cuBe
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BYOPSTN ~www:11 29w

2V NP N pn 7w nvEap 1yt wam gnivn BYoPSTN, [INND W NRXPANE NIXNN NN7wn TNRYT
AWORN'WIN' QNIYN 7w BYOPSTN-W D WO AW INT .0N7YW |INNON DX TWUX? Nin

-2 Cisco BroadWorks /2y Webex 0>7wn PSTN n'7aj7 7011 Ixan JnoN2 D'0IISN N7270 1Nan pgn

.N2NO0NNI NIDIVXNN NIXT7 NN7¥NA IWXIAW 17270 INQN 7 NIRXINN NIX 7907 9Niwn 7y

N0"07 N¥PINY Webex 21NN DNIR QNW7I 07270 NPT i VINKAA DIRXINE DY NI7RY Y DT e
Oniwh

DNS SRV GFOUp NITIN NNYPNN/NN'WA 1970 19010 NXIAR 7V DTV 7nn

ONIY T 7Y 1[7910W NNYPNN M950N NIYXAKA NIZ? NANY D¥PIN NP' T2 DI'RY NINRYY yaia
:D'YNNWN DNINY NI'AT NWA9Y 9I0X¥N7 NINAN NITNYONN

(19700 M90N NXAPN NI IX TR 7T 1NN (1970 1901 NI7710 nwaD? Nnntn e

[1970 MDON XN NXIAPA NI IX TAXK 77NN NNM2A (1970 1900 Naryn NUY'79X Webex o
NY1A9Y7 NIDIVYN NINWOND

nx[pn ANt IR TNX 7Tnn N2 |I9'70 190N A'¥N NYASN INK 7Y wnnunn 7wnn Webex o
NY'97 NI9DI0XN NNWOND |ID'70 950N nxpn

"IN AWPNN' NNWOKRN NR N7oon Webex N9 ,NIZ70 N'ANA N7V91IN DITIN NNYPNN DX @
MTIN NNWENN DNS SRV N¥APA 1XYW NINIYINN NNKY? NANRAN TN DNNYRNNN YR Ny
NNY¥PINY

-2 'Y IR IXPINY (1970 90N NXIAPA MY IR NIF7 N'AN 11AY NWIAD7 NIDIVXNN NIFNWONL 'Y

D'7N DI'X 1770 D'1I'WUN .77 NWA9T7 NIDIVXNN NIMNWORN 7V v'own 071D Callback DNS SRV Group
NIYION NN TN |9IN D'OPNWN 1770 DYII'WN DR IXY' IRXPZNY D'WTN NINIE? IR DM NINRY 7y
197 'UKXI [INNO [IOX NIYXAXR] NNIXR' DT 'Y 70V TINNA Ymin 37 .Premium-1 Standard ni7'ana onv
Callback 110191 DK) Callback DNS SRV nIxXIAj7 IX 1970 901 NIXIARZ , NN NINRY? NINAN 7y nrry
.(DNS SRV Groups

D2IDTY N7NN IX/I NI NYAN 1Y NYR29Y7 NIDIVXNN NIFNYOK [IDTY NYA 0'XAN DAUN DX VX7 W'
.DNS SRV Groups NI7TIN NNYPNN IX [1970 N90n NIXAp 7y

YIN'ya NIX¥N1 SRV NixIaj DNS NITIN NNYRNN IR 19700 19501 NIXIAR NINE7Y NINAN DX 17 0'Y
[PN* ."221'¥9IX RIN DT )70 BroadWorks Enterprises, NIz T2 IX/1 n*T1a BroadWorks NN'Y 790 '*T' 7y
N1R DX PIM7 IR NPT BroadWorks 7w NN'wN {790 NIX 2INNYT LIYD NIF D'RNN DY

IX [1970N M90n NIXIAP ,NNDTIVAN NINIEZ7N NINAN NIYXAXKA WUTNN DNIX 79071 BroadWorks Enterprises
.SRV nix1ayp Callback DNS

:Ta7a (1970 MD0n NXxIAP [PTY
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.D'YNTIN DIDTYN DY NYWTN NAIAT 1970 M90N NXIAR OIX

NX¥IQP2 YIN'Y NYY1 DX .AYTNN 19700 MD50N NXIAPA NYNANYAN NYTN N'AT N7 N'aN iy
.NaNY DNIN DYPN L, NXIAPD OY TN NNt (1970 10N

TIX 71T IN D' TA7 BroadWorks 'MN'Y 790N 111 NIRXZN T 72V 0'02 NNINND [N 1IN

[IAOX INTY 27 D'Y .AWTNN NIR7D N'AN NIYYAXKA N'0ITIV0 N7'an Dy BroadWorks Enterprise
.BroadWorks-1 7 Tainw UUIDNWMADN INKRY 12TV WA X7 ,9Un [INND

[1970n 190N NX 7'on XIn BroadWorks Configuration (BYoPSTN), 7w JSON-n yalz NX TN
19700 MD0N NXIAPA D'YWTNN [1I970N N90N 1Y TIR '19'N7 nwa?

7¥ N'VITIVON N7'2ANN 7Y NIYA9N INX 112V SRV Webex Edge Audio DNS-n DINN DX yap
[1970N MD0N N¥IAP N1AY [27 OTIR YA7IW YN '1'Y X727 NIrn7 X 01 .Seed-n NINND [2X
Jnipnn

BroadWorks Configuration 7w JSON-n Y2l NIy¥nX2 BroadWorks 2y n1IXNN 20TV DX 7Nn
.(BYOPSTN)

Seed-n 12X 7¥ N'OITIVON N7'2ANN INKR NIYXARD NIYAD [INTN T 7V NNIXNN DX NN
JNYPENNT (19700 M1950N NIYXNAXRA NWA97 NIV

DI'XY NINIPY? 112V NN'WA DY K¥N] '1'YN .DNIPAN (19700 M%0N NXIAP 2y (1DTYn DR 70N
.0'pT1]

DI'X N7X D27 .NIF70 NANI DMIATA 19700 D00 NXIAP IPAN [INND [N DX 2INNY7 N1
JINI7NAN (19700 900 NXIAE [IDTY INK? TIY D'YAT

i

:Ta2a SRV nxiajp Callback DNS D1V

.D'YNTIN DIIDTYN DY NYTN NTIN DNYPNN DNS SRV nant nxp iy .1

nxn7al nwTNN Callback DNS SRV-n NXI2j7a NWYNNWYNN NYWTN N1'AT NIRY7 nan Y .2
,N¥IPN DY TN' DNS SRV Callback Group N¥IApa D'UNNWN DX .DNYPN [19700 150N
J1N2NY7 NNT N¥EN

X 71T IX D' 1727 BroadWorks '"MIN'Y 790N 110 NRXZN T 7V 0'02 NNNNO (AR IY .3
INTY 17 D'V .AUTNN NIZ70 NN NIYXNRA N'VUITIVO N'7'an DY BroadWorks Enterprise
.BroadWorks-2 1 Tainw UUIDNW9N INKYT [IDTY WITI K7 ,9n [INN9 [IAKR

Seed,-N [IAIX 7Y N'VITIVON N7'2ANN MK NIYXNKA NIYAD [INTN T 72V MIXNN DR NNX- .4
JUINAYRNN' NNYONRA WIN'YI NNYRENNT (19700 150N NIYXNNKA NY'A97 NISTVXN

NINIF? 112Y NN'WA DY K¥ND 1'WN APt DNS SRV Callback Group 7y [pTVN DX 7N .5
.0'7T2) DI'RY

.Customer Template-1 Seed, DNS SRV Callback Group-n NINN9 [IAIX DX 7INn7 N1 .6
.MInn Callback DNS SRV Group-n [I2TY INKY? TIV D'WITI DI'R 17X 02D

:SRV nxiap DNS n7in NNYPNN DX DAl |I9'10|'\ A950nNn NKX DA DTV

.D'YNTIN D2IDTYN DY DNS SRV Callback Group-1 wTn "ar 1970 190on iy .1

nwTNN Callback-a1 NWTNN 19700 M0N0 NXIAPA NYNNYNN NWTN NYAT NIR? nan iy .2
DNS SRV Callback Group IN/I nn*'j7 1970 "1901 N¥IAPA win'y nwyl DX .DNS SRV Group
J1ANY7 NRT NX¥pN ,N¥Apn oy TN

X PIT2 IX NP'T27 BroadWorks 'MIN'Y 790N 110 NRXPN T 7V 0'02 NNNNO AR IY .3
INTY 17 D'Y .AUTNN NIZ70 NN NIYXNAXRA N'OITIVO N'7'an DY BroadWorks Enterprise
.BroadWorks-2 1Tainw UUIDNW9N INK7 [IDTY WIT1 X7 ,9n [INND [1INX

[1970Nn 190N NX 7'on KIn BroadWorks Configuration (BYoPSTN), 7w JSON-n yalp X Tin .4
1970N MD0N NXIAPA D'YTNN [1I970N 950N 1AV TIR '19'™M7 N7
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N7 .Seed-nN NNINNO 12X 7 NIWA9N INK 112y SRV DInN Webex Edge Audio DNS nx vap .5
JNIEAN (19700 M90N NXIAR 1Y D7 0TIZ YAjIY ynn 'Y K77 nirn Ny
BroadWorks 7@ JSON-n YaI niy¥xnxa BroadWorks 7y n1ixnn 1Ty nxX 7nn .6
.Configuration (BYOPSTN)

Seed,-n [IAIX W N'OITIVON N7'ANN INKX NIYXANRA NIYAD [INTN T 7Y MIXNN DX Xk .7
JUINAYWPINN' NTNYWORA WIN'YI NNYRNNYT 19700 N190N0 NIYYANL NWADYT NIDIVXN

NY> X¥N1 '11'win .DNS SRV Callback Group 7y1 \iman 19700 19%0n 2y [1DTVN DX 7N .8
.0'PT21 DI'RY NINIRY 112y NN'vA

, DNS SRV Callback D"t 19700 M90n N¥Iayp Seed,-n NRINND [IAOX DX PINn? N2 .9
[19700 MDON N¥IAP [IDTY INX7 TIY O'¥IN1 DI'X N7X 0D .Customer Template -1 Group
.Callback DNS SRV Group-I n"ljmn

-1 VAN WTN 'WURY 0'02 [INND [12IX 1N2) DX X7 'WUNIN Seed-n [INND |I2IX DX 7INNY ['RY 17 D'
212y BYOPSTN [INN9 17N 12w siteUUID-n IR NN'oNn 'UXIN Seed-n [INND [IAOX Nj7'nn .BroadWorks
DINNY NNYWPNN NIYYNNA NWA9Y7 0'910¥N 7NNl DX .Webex Edge Audio-7 SIP nyTin Nin'
LUt qniv T Y 7910W NNYRNN 19002 D'YNNWNN

Trun SBCa wnw nua G722 Media interoperability

['a CUBE 'T' v NI7910n 722 1NTaW N TTN n71V9 D710 NI'va 1awnd 1Ng7 ' )7wn SBC ' nya
NNYPNN IX NNYPNN X'N DNXK nnalT .Webex Cloud |'27 Cisco Partners BroadWorks Infrastructure
NL7PN NN'YWA WIN'Y Ny ,NnaiT?) BroadWorks 7w nvTan N nX 77100 G722 codec NIY¥NKA NITIN
17w SBC-n ."a=fmtp:9" 17 oy SDP nitw?7 1wy Webex Edge I'TIXN ,NT w'NN2 .(BroadWorks 7w nin'w
1997 "a=fmtp:9 bitrate=64" N'N'Y 73 NIA'ON 2¥P TVNID NX 9'0INT *TD ITN MIYWN NIX [DTY? 0N
.BroadWorks backend-7 inn'7v

NIWIT NI7aan

NNYPNNN Mona IX Cisco 7W NNWRNNN N90N2 ,NIR7 NW'AD7 NIDTVXNN NNWONKI 'YW 7D =
DIXWI NYAN] D'YNNWNAN DAY NINRY? .ARXZAY D'WTN NINEY7 72V 70 1710 QnIv T 7V 177910W
Y XYY

N 171N SRV nxiag nNTan DNS NATIN DNWRNN IX NIR70 NINAN 7w (19700 MS0n NXnj e D -
IX UITIVO N7'AN] DN7Y [IWRIN YNNWN? 0791000 DA NINRY 7V IR DINNKYT IX7INY NINNRY7 7y
'Y N7 DINWI DI'NIS IX DITIVO N7 AN 'WNNYN DNY Y' 120w DM NINRY? .0m="o

1710 NINEZ? NMANYT 1¥pIing SRV Nixiap DNS NMATIN DNWRNA IR (19700 90N NIXAZA 'Y 7D -

IX UITIVO N7'2AN] DN7Y [IYRIN YNNWNYT 0'P910nN D'MYR NINIZ? 7V I NTAINY 0'WTN NINZ? 7Y

DI'N"M9 IX NI'TIVO NIZAN 'WNNWN DNY ' 121OW NIDIYA NINANYT IXPINY DM NINR7? .01MmnNo
'Y R77 NINRe)

[NN2 NN'YW 150N NYR9YT NIDIVXN NNWOK IX 1j70'0 7¢ NNYPENN 190N NdNIN NNl NI? nnan -
NN 'R NNAN NNIKY NIPNYWORD MY Y 217"y qniv

2V yT'n N7710 NI'R NTIN DNYPENN NWA97 NI9TVXN 7W Mpna IX "R Wwpnn' Wy SIP-n nyvTin - -
.9I0XNY7 W' IR NWRON IR NIRNN WNNwnn IR N7
9 [
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