00U webex

by €ISCO

Cisco BroadWorks 1l Webex @ PSTN
V) a—TgraMBICEA

ZEEH: 2024 4£ 1 A 10 H




LB

PR3 Hft (Dat
EIVZ e)

ZEHENZE (Change)

1-35 2024 41 H

=L 4 N BT a7y A 7 v aAlBmEhE Lz,
10 A
1-34 2023 4 12 H [a— Ny 7 % LSS (47> 32)] . [RoutingNE) . [Webe
22 H x ODFMb) . &= —nny ) EHRTa77A40) B %o
—7 a—) Tua—] BraryEEHLE LR,
1-33 2023 4 7 A A= Ry VEER LI =T 47BN (K7 vay) B2 ar a8 L
4 H F L,
1-32 2023 £ 2 H WEEILT 7 U B OFH LR A A W Webex T—)b —F 47 RAA
2 H O FIEBMEShE LT,
(257 w7 9! NR—FF— Tu—RU—7 2RO To ey a=7 ) 123
—T 4T KRARN vy vartTr TV r—va 5Ty 7 — %8
mLE LA,
1-31 2023 4 2 H (o —CREBIEEZR R N—TF/a—nL Ny 2 DNS SRV Zv—7| &V 3
2 H VCEH AT AT LE LT,
1-30 2023 4= 1 A (7 7V r—vay =] OTFIC [TFVr—va 577y b 74—
31 H L] B YVarEBEMLE L
1-29 2022 4 11 A (% b U —2 $—3T Webex DFEI—NANNv I 2HNTH] ®7av
29 H ZBINLFE L=,
(77 r—3gy H—_TO VoiceXML 2 —F 4> 2 a—)L w7 H7
AT TANDIERL] 7 Y a rAEBEIMLE L,
Webex =—) L—F (27 RAALLOF® DNS SRV La— RZHH L F L
77
1-28 2022 7 A A F =T v T T — |~ Webex (o RS SH— | R— FELA AR
27 H T H=,
BrlZAR— b 5065 232 L 512, CUBE 775 Webex Edge Audio ~dD kT
T4y 7D SIP TS R—brEEHFLELE,
1-27 2022 7 A SBC @ IdenTrust FEWAEEEEffA SCBd25 7o OIFEA ESf 2 T8 L E LT,
18 H QuoVadis 1T HHR— b SRR E LI,
1-26 2022 4 3 H HHLELE X776 T~ = VU a—g HGEF T
8 H 3 v— Nk Z AIBRT 235G OIS &
1.25 2021 4 10 H ME D SBC ZH L TWT, FTEDFEDPKERE LZRAWEAICHEHELZ o — R
29 H TLROFEICETEAEEBMLE LT,
Webex Zt—/L JLb—F 4 7 KAA % leccespx) [CHHFHLE L
2

00 webex

by CISCO



ZHENZ (Change)

Lzt 2021 4 10 H | o fEE&SHIE Bdge A —F 4 A& H— Ml Febex THIEHE A — F
15 H o UTOEAZWMICT 57 DICREICETFOmEL A E LT,
o T— FHMMOMELERHLE Lz
o TmbtVa=rl XAV Ju—%RWEHL T, a—I Xy I EF 7 n
A LW AERMBA D SBC 257 VA $h587kE, A7 arn
G A Bl L& Lz,
o MHA® SBC ZIEMFT ABEOEMZMHEICT HDICAT v 7 10 &
HHLELE,
o TANKI— REAEICEET 52 v a v &EBN
o TLS & mTLS #Ff:E LTHIMICTH7-0IT XA MaftELE L=
122 2021 = 9 H o F—ALTUTEL=a—T—=TF L FANFIZ Webex m—b L—F 47 KA
30 H AU EBMLE L,
1.21 2021 4 8 H e CUBE IP 7 RLAHPHHTED A EZMmELE Lz, JTLERY 7 ZHIBRLE
13 H L7z,
1.20 2021 4 8 H e CUBE #pko> IP 7 FLRAHPHAZEHLE L, H#Ho 1P 7 R L REPHIZHS
10 H W, M Webex FLERA2ZHL T 2S00,
1.19 2021 T H | o OBIHEEFIEE HED PSIN DZIFANFNE
14 H
1.18 2021 £ 7 A o VWebex DT T REED-OOa A Z2FH LFE L=
13 |
1.17 2021 & 7 J e A CR BLUEvIvay F7RIviary arybho—/LoO@itmghiEo
2 H B A ol — 2 — % 572D Webex Meetings @—/L X A TREH
BIMLE L,
116 221 -6 A | RXaALhEEHLT, 2=y 2 DNS SRV ZA—T%HEALTI—F
22 H A TEBMTHa— ARy 7 FERE T a L ThH I LEMRFALE LT,
o VWebex DT T REBED-OIZZA MLVAEEBELTCEFLELE
e IdenTrust /L — REFBAZEZ Trustpool FFFAEIZEML £ L7~
L. 14 2021 £ 6 A e CUBE TigKREZ ALK A4 X (MSS) ZRTETH-OOMKEZBEMLE L
18 H o JHHE® SBC ZFIHTHLHED 6. 722 MHAJERMEICET 222 2 9 &2 BN
113 2021 6 H | o RHET LT L— FOMEREIIEERHIC 2 — Ny 7 BB T D T IEO
9 H AEMUE L,
1.12 2021 4= 5 A « T LE LT Webex =2—sb J—7 122 N X172 DNS SRV ZfifH45121%
28 H sips. _tep. < NAA 2D
s DATF S FEHGLELE SR =2 MAD SBC FIEHTHA S
3 UEEDDHITIE
- EHLELE Ry FU—2 Y= PreCalllyping A VA Y ADAT » T HK
ELTNWD hE Y

00 webex

by CISCO



ZHENZ (Change)

1. 11 2021 % 5 f a—)LNy 7 SRV I A—T7DOfIfRE 200 [CEHLE LD
5 H
1.10 2021 4 4 A DNS SRV Ozl LT Webex 2—/L b—F 47 RAAL U ZHH LEL
22 H 726
UDP OHYAR—FZBELTAT Y7 9 O MEHDHAENZ] ZEHLE LT,
1.9 2021 4E 4 A T mILS #mk &7 2 a 12, Webex Edge Audio IZfifl X415 QuoVadis /L— k
14 A AL EAOZAZ BN L E Lz,
1.8 2021 4 3 f Contact sip ~y ¥ —lcalr—/) ¥ 7 #BMLEL-
30 H
1.7 2021 4 3 A BINULTe YV =z —2 g A OMZE v — FEEOERICET 2R b G EnE
16 H 7T
1.6 2021 4£ 3 A Tu—RU—7 A0 TCP EH& D HENBMSILE LT,
2 H I NI = REICEGEENDMGENIL ST 27 v 7 F v+ 572z, [mhFHLL
B oRHBLAE: FIcBELE LT,
HLWTF P L— R EERTAEOOEEE AT 7 5 \BIMLE L,
ftE Sz CUBE AN— b 3iff
AT w7 2 A\ZTEEBN
74— Ry 72532 CUBE #ERL DRI 2 & 1
1.5 2021 4 2 J] SIP a7 7 A VEfEZBML £ Lz,
21 A CUBE B4 HH L LT,
1.4 2021 4 2 A BYOPSTN FEFEFNE~D Y > 7 B0
10 H
1.3 2021 4 2 J] BYoPSTN FREAT » FZiBMLE L7
5 H
1.2 2021 4£ 2 A FNZARNKA L MBS aD Webex V7 H#HHLELE
4 H
1.1 2021 4 2 A CUBE AERZIT 3 2 BN D4 & Bk,
2 H
1.0 2020 4 1 A PR
20 H

00 webex

by CISCO



CHANGE HISTORY .o e e e e e e e e e e e e e e e e e e e 2
CONT N TS et e e e e e e e e e e e e e e 5
DR IN L T LON S e e e e e e e e e 7
OV R L W oo e e e e e e 8
ARCHITECTURE « . o o ettt ettt et et et e et e e e e e e e e e e e e e e e e e e et e e e e e e e e e e et 9
MEETING JOTIN USING CALLTIN ottt et ettt ettt e et e e et e e et e e e et e e et et e e et ettt e eeas 10
MEETING JOIN USING CALLBACK (OPTIONAL) v v v vttt ittt et eee e et e e e e e e ettt e e e ee e e e e e e e e e 11
SOLUTTON CONFTGURATTON OVERVIEW. + + v v v e e et e et e e et e e et e et e e e e e e e e e e e e e e e e e e e 13
Seed Organizations. ...ttt et e e e e e 13
BYOPSTN CONFTGURATTON ELEMENTS . . v vt ottt ettt ettt e ettt e e e e et e e e e e e e ettt e e i e e 14
PHONE NUMBER GROUP (PNG) . .\ttt ettt ettt ettt ettt e e e e e e e e e e et 15
CALLBACK DNS SRV GROUP (CDSG) . .o v ettt ettt ettt et e et e e e e e e e e e e e ettt 16
CUSTOMER TEMPLATE . « & ¢ ettt e e e e e e e e e e e e e e e e e e e e e e e e e ettt e 17
BROADWORKS CALLING CLUSTER .+ v v ot vt e et et e e e e e et e e et e e et e e et e e et et e e et ettt eas 18
BYOPSTN CONFIGURATION ELEMENTS EXAMPLE. . . ... e e e e et e e 18
PORTS USED BY WEBEX . . .ottt et e e e e e e et e e e e e e e e e e e et 22
TLS AND SRTP CTPHER SUTTES. &+ v v o vttt et te e et e e et e e et e e e e et e e e e e e e e e e e i eie e e 22
AUDTO CODECS SUPPORTED . « + + v e vt ettt e et e et e e e e e e e e e e e et e et e e e e et e e e e e ee e e 23
SIP AND RTP PROFTLE REQUIREMENTS . .« v v o ettt et e ettt e et e e e e e e e e e e e e e e et e e ie e e e e e 23
WEBEX CALL ROUTING DOMATINS . . vt ittt et e ettt e et e e et e e et e e e et e e et ettt es 24
CUBE REDUNDANCY . .ottt ettt et e e e e e e e e e e e e e e e e e e e e e e e e e e e et 25
DuPLEX CUBE DEPLOYMENT FOR BROADWORKS DEPLOYED IN STINGLE STTE .t v vv vttt ettt ee e eeeaeeeaeeenn 26
STMPLEX CUBE DEPLOYMENT FOR BROADWORKS DEPLOYED IN MULTTI=STTE . . vvt vttt it ee et i e eieeeeaenns 26
PROVISTONING . ..ot et e e et e e e e et e e e e e et et e e 28
STEP 1: PARTNER PREREQUISTTES .+« v v vt e et e ettt e e te e et e e et e e e et e e e e e e e et e e e e e 30

5 00 webex

by CISCO



STEP 2: PROVISION PHONE NUMBER GROUPS (PNG) IN PARTNER HUB . . ... ...ttt 30

STEP 3: PROVISION CALLBACK DNS SRV GRouPS (CDSG) IN PARTNER HUB (OPTIONAL). . .........eeuuneeennn... 33
STEP 4: ASSOCIATE PNG AND CDSG TO CUSTOMER TEMPLATES IN PARTNER HUB......... ... . ..o, 35
STEP 5: PROVISTON SEED SOLUTTON ORGANTZATIONS . . v v vt v v et e e et e et e et e ettt ettt e e et e 37
STEP 6: SELECT THE PRIMARY SEED SOLUTTON ORGANTZATION . . v v vt v e et et ettt ettt e e e et eee e aeeeaenn 38
STEP 7: DOWNLOAD BROADWORKS CONFIGURATION (BYOPSTN) . . ..\ttt ettt e e e e e e e 41
STEP 8: DETERMINE THE WEBEX EDGE AUDIO DNS SRV DOMAIN . . vttt ettt et et it et et e e e e e 44
STEP 9: PROVISION PARTNER BROADWORKS CONFIGURATION. . v v v v v e v e e e et e et et e e e e e e eeeeaeeenenns 45
Before you Begin. . ... 47
APDPLICAtION SOIVeT . . ottt e e 48
VoiceXML Meeting Callback Virtual Subscriber ........... ... e 53
Meeting HoSt SeSSIon. ...ttt e e e e e e e 54
Application Delivery Platform. . ... ...t e e e e 54
e R R 70 o QT c T o 57
STEP 10: PROVISION PARTNER CUBE (OR YOUR OWN SBC) ..ottt ettt it e e e e e e e i e e 63
Initial Configuration. ....... ..t e e e e e e 63
Networking ConfigUuration. . ... ...ttt e e e e e e e e e e 64
Call Processing Configuration. ... ...ttt ettt et ettt et et et e et 65
MTLS ConTigUration. . o vttt e e e et e e e e e 72

CUBE Logs 77

Other useful COMMANAS. . ...\ttt et ettt e e e e e e e e e e e et e 78

STEP 117 BYOPSTN CERTIFTCATION . . v vt vt et e e et e e et e e et e e e et e e e et e e e et e et et e e 78
APPLY UPDATES TO AN IN—SERVICE PHONE NUMBER GROUP/CALLBACK DNS SRV GROUP...........coviiinnnnnnnnn.. 78
G722 MEDTA INTEROPERABILITY WHEN USING YOUR OWN SBC. . .. ottt e e e et e e 81
KNOWN LIMITATIONS . ettt ettt ettt e e et e e e e e e e e e e e e e e e e e e e e e et 81
6 00 webex

by CISCO



o 2
NS

B B
YAANR—= T — VAR KO — B A EEICRTET 2 FHE (BT —EA Ty
—) .
T RAAFZ~— VAT NR—h =G Sy Aaflf B IO — X 2T 52—,
Fa—7 Cisco Unified Border Element
23— ki Webex A= /= — L ZOBFICETHIEREZERT S ID BIOH—E R

FHYRT N,

N= =T AT SN— R P LB NEET HERIC ID Y-t RXE T e Ya = s
BHI2OD Web R—H /L,

ALk Webex =Y RERIZEHT A HAREFT S ID BLXOV—EREFEHY KR MY,

Ta—RU—J R =H T a— KU —27 RZ8B1T B KR O/ HE,
— 7T RETY—E A
TanNg H—) T —T

’ 00 webex

by CISCO



M=

Bring Your Own PSTN (BYoPSTN) Y VU a— = %45 &, Cisco BroadWorks #h—tE R Fm 34
H—D Webex 7%, —H%0 Webex Meetings IZBMT B L EIEATEDLLHIZ, ATATHEFE %
TRV a=r I TExET, TV a—a i, R— 3 R a RN AR A E AT
HOTE7eL, MAD PSIN *y hT—27 ZIEH L, PSIN 'r (X —LOREFORRGRERIATES X
TR FT,

IDRF2 AL MDY T7 LA T—%77F %L, BYoPSIN 7 gDy RY—x 2 RREta#2
LEST, ZOT—FT 7 FXITT AL > THRIAESNLTHE Y | BroadWorks & Cisco Unified Bord
er Element (CUBE) % BroadWorks & Webex Meetings DFOEEE N T 7 4 v 7 Dk g R—F—
oy bha—7— (SBC) & LT LET,

=T A4 TBMA T a DFBER
HILE. Cisco BroadWorks @ Webex %, EEDEIHFEHEFEZ 7 a by a=r 7457200 2 DO g

VEYR—FLTWET, H—bERX FufF—F KO 2 SOF T a rDONTNNEIRIRT 54
ERHY ET, AEDLEIITR—FINTWEREA,

= Cisco 1—/LA &E (Cisco PSTN) — T XL, EBSMENSBIISNT A0 TE 5
BB SR L ET,

« NS EDa—1 A FS BYoPSTN) — +—ER Fu g XL DESNEDNZHEICS
M43 & EIERTL2MAOEFRE S 2RI L T,

BYoPSIN Y VY =—¥ g v~

[N— b F—fkoa—L 1 &S (BYPSIN)] 473 v &RINT 53— hF—IF, MMED PSIN E:
HBE R T2XLERNH Y Webex & DB THEEENL—T 4 V7T HDIIME R Xy NT—0 A7
FANT IV F a7 a e ra VI AMERLY £9, BYoPSIN Y U =—3 3 %, BroadWorks »»
5 Webex ~DNRT VY w7 LU X —Fy MREAOA—/— ¥ by 7 (0TT) @FEON—T 4 VT 2R
WZLET,

BYoPSIN # 7' a & iBIRT 2513, ROLENEHINET,
Aa N—rF—i, BEOT RN IAEZ—IZx LR CEEEE LT NH Y £,
INLOEIEE I, NX— b F—NEETLHLEOETHHEHTEET,
BYoPSTN #7'3 = > Tl&. Cisco BroadWorks FHZ AT D Webex O—{RHR A R—F 47 7n
T RAEEETHLETDY AL
BYoPSTN |ZiZ A2 R—FF— L TOFREY s = PR METHY . BYoPSTN 2NEIE L 714
W= F =BT 7T 4 T LT R AR~ —IXHBIICHENI Y 9,
BE—MICRIAAEER Y V) 2—v a r ERERIC, BEOREYA MIUERT oY a = 73T
_RTHEITY,

8 00 webex

by CISCO



AR UE—R RNoylr—U LT VIT A RNRolr—V0W %7 7T 4 7L LT B 28— hF—I2id,

AR — R 2—FHOYA R FLIT A 2—FHOY A FD 2 2OI—F 427 A FBDH
DEST, WMEFDOHA KT BYoPSTN BNEINI 2> TWET,

DI T LEHEBNEIL, A X —Fy MEATET AL ar T oYy oG2HHT 5 2 L 2%
WTxx1,

ANR—ALFELE PR 2EOW TOS#ESINGEASNnNEdT, AX—2Z I—7F 47 DHA, PSIN
T AETEZITERAIZIE, Webex S —F 47 HA MEREA > Standard F721% Premium =
—PILL O TAR=AMER SN TWALENH D Z LICERE LT EEV, Basic 2—H(2k - T
ERE SN T- 2 ~_— 213 PSIN 77 B ZAHKEE2Z T 5 A,

ZORF=2 A FMTIE, CUBE % SBC & L CHEMT 2MGEEA DML EZIRML L E3, 7751, CUBE
EHEA LIS RWEAIL, B O SBC #EHTE £ T,

s
Cisco BroadWorks BYoPSTN Y U =—3 g > D Webex %, Webex Edge h—tE 2 v b, XV BRI
X, EBENFIATE 5 Webex Bdge & —F 4 4 —BERAZHE SV THEREINTWEST, 07—
XTI F vk, VA2 R— | Fr—DT7 B —KU—F R L TTFTAFNTZF v L Webex Edge Audio %
FATAEIICHAINTEY, ZhickY v Rra NS—hF—Fx=r K BRX~v—RMEHT 2 EEE
HFOEy Nl ETEH L IR £,

T =% T 7 F v DERERITROEBY T,

BroadWorks—Cisco Partners BroadWorks £ 7 T A KT 7 F ¥

Cisco Unified Border Element (CUBE) - A2 /X— hF—DF—& Lo X —|ZEBAINEYY =
—Yar oty ary R"—F— ar ha—F— (SBC), CUBE (X DMZ WNIZHHVLERH Y F
9, CUBE ZMA L=< aWaid, MED SBC B TE D Z LITHEE L T EEW,

Webex Edge A —F 4 A : Webex H—bE X, 223 R— s F =2+ H5 40 T7F X NTF 7 F v 52F]
MTDEo2a—n V=T 4 7 %EFTLHI LT, PSIN & Webex MOUIVEEL £7,

) SRT@

Mobile

Cisco Partner Webex Cloud

Premises/DC

SIP(TCP

) RTP SIP(TI

Webex Meetings

e e e

Customer 1 Customer 2

00 webex

by CISCO



SINEC L DEHBA~DBIMOFONTIL, 77— KU —27 2%#H LT CUBE Iz, &5 CUBE
MHA L HZ—Fy MEHATZ 77 RRD Webex A V7T AT 7 FXIZRELET, ZOETVIL,
WOW T OEHESML TV AcEA T Ed,
FEORT- 2EiL, 7 u— F‘U—ﬁx IHFEINTNDEN REY b, XA TARAL R F2
% Webex 77U OWTNMNT, RikOHFPRICTEH SN TV D EMEZICHA YL LET, #EEEIE
77— RU— 72_;0T%%émi¢o

- e Z2a ¥4 (ﬂ‘7°‘/a V) - ZMEL, Webex MEMENRM LI EFEESICERFRENTDH I L
ZERLUET, HEEIT Webex ICX o TRt ENE T,

NR—=r = AV TFANTITFYHNOT O —RKU—T A5 CUBE [CV—T 4 7 ENDHiEHEIL, 2 —
v 7T T SIP TCP AL, A5 4 712 RTP M LE£4, CUBE 75 Webex ~D=—/L
Tix, ¥ 7Y 70z SIP TLS BMMEHA S, AT 4 7IZ sRTP MMEH I E T, CUBE 205 WebEx -~
Da—)p =T 4 U T1FA 2 —Fy MERTITH, SIP N7 U7 I3RS EREA,

a— A /=Ny 7 F ) FOARREREITRD LB T,

= 23 N— L F—i%, PSIN EIFEFE (2403332200 72 L) L. BE#ET S Webex 77 EZX =— R (8
8631321777971704941 72 ¥) ZHi> TW\WE1,

s VA3 = M=, CUBE TS RZHGT AR T AT G4 RN eTu—RU—7 A EIZ7 el
Vaz=r I LET, NR—FF—iL, BHEEEETI/EBA a—RiZ~vy BT L, FOHHITWNE
R

SIP A v E—T Webex ICEEENDT 7R a— KL, Y Aa RSX— b F—CEEMTONT-S
YA FEFESIL £,

=K vy BV IIET /AT B0 FROGHEEFE-ERR S, TRTOTY K hRs v
—RHYA MCHETT

DB T HBINE X, BINTHREOSHEEZHNT D, e T D2 1D (123456 72 E) AT
THVLENDY £3,

N b=l BRI T D ICRMEET MDY Z 2B/ LE T,

a—b A U LTRSS 5

ROKNT, 2= R T =N VLS TRHEIIBMT D7 m R ZR L THET,

10 00 webex

by CISCO



Webex Cloud

Cisco Partner
Premises/DC

Webex Meetings

o Meeting scheduled
with id 123456
and phone number

2403332200
Customer 1
@ User dials 2403332200 from Phone to join
meeting 9 Invite received by Webex Edge from BWEED
S tranelatae y o INVITE sip: BBE3132177797170484@eccespx.amer. pub.webex.com;
9 S\SA%K?H g;qﬁ;ﬁ;;ﬁ%ﬂ%ﬁ%zcc o x-¢isco-site-uuid=abbd70f6c5 197 122053ad06fc0a0380
7 Iag From:  ip:

_ _ B o To: Sip: 005 132177797170494 1 @eccczpx.amer.pub. webex_com
@ User enters the meeting id 123456 ta join
meeting

ZMEN =N A TI—=T 4 TIZBMTDHIZOOFEIFTRDO EBY T,
1. 22— Webex TRiEEZ AV a—/L LET, Webex 1TR5E 1D (123456 72 L) ZEIV ¥ TET,

2. —YiE, SHICEEMIT LN TWAETES (2403332200 72 ¥) (¥ A ¥/ L%+, SIP INVITE
T, SFBICEEMTONZEEESE LTV 7= A IRI 2k LET,

3. 7u—RU—7 AL, BIFEEFEEEYA MIBEEMTFONZT 78 A a— K (88631321777971704
941 72 L) B L, Y/ AN RI 7 7%A a— K& L Ca—1% CUBE [ —F 47 L%
KR

4. Webex |X SIP INVITE #fE L. @EHIINELET, 7FHU o 2ADEEEIL, Cisco Partner Hub B
L O BroadWorks TR E YV a =7 ENDEXICEBHREFICEESNTEZSEICLTHRED ET,

5. =—HiL, DIMF ZfH L C&ak 1D (123456 72 &) 2 AHLET, Webex (FTa—HEMBL, =—
VERHEIBMSEET,

a— NNy 7 EEH LTSRS (7Y ay)

ﬁ@nu\:~WAy7c;ofxm BT 52— 7ratRAERLTWET, =—FiL, SEl
ST B7281Z Webex MO O@EFEAZER L E T,

1 00 webex

by CISCO



Webex Meetings

“'
uit

\
Wit

\
) - - -
w

BINE N =Ny 7 TEBICBNT E720OFEITRDO EBY T,

1.
2.

I —WL Webex TRELZ ATV 2 —/L L E T, Webex 1F23 1D (123456 72 L) #FH|Y Y TE4,

a—WL, Webex 77V EHFII—T 407 7747 FE2FEHRAL T, Webex MOLFHLEDE S (+16
504441000 72 ) ~D@FEEV 7oA L, S—=T 4 7B MLET,

Webex X, Cisco Partner Hub 3 XN BroadWorks T mr bV a= 7 &Sh/-a2—/,L 3> 27 DNS SRV
TN—TVHSNT, CUBE ~ SIP INVITE #BR#EL £, SIP INVITE V7 = A k URI (Zi%, i@
SEEZET ANEND HEHHE S (+16504441000@cube. example. com 72 F) NEENTWET,

CUBE SBC %, SIP INVITE V /A h& 7 —KRU—27 A NS [ZXELET, NS 1. DA A b
KA NTBHTr—RTU—7 R AS ([Z#HEE Y XA L7 FLET, Broadworks AS | CUBE SBC »5H
SIP INVITE #3{§ L %9, Broadworks AS %, X-CISCO-MEET-INFO -~ & —0¢ CI UUID Zffif L
TEEHTMEEH#HILET, 61, 7r— KU —727 &A%, VoiceXML Webex & —/L/ 3y 7
TATFGANRBPUAT A EIZEESNNTWEINE ) D EMHRLET,

Z—YRER L EREE S ICEEE SR S, 2P IEEEISE L TERICBMLET, o0&
FERTIX. T — RU—7 ZAMAFEE PSIN BHIZTHIENTEET, FRINEZEFESD PS
N BZBEZDOERE, 7u—RRU—J R I7obya=r V&N A2 HH L C@igs PSIN ([2v—T
ST LET,

I— N Ry F T arORE RO 2 OOWEET 7T 4 72T 5T ERMEATT,

12

e 102746 - CI UUID 7 mr— KU—Z7 A HHR— |

00 webex

by CISCO

eeting scheguied




e 102074 - CallBack & Callln @ BYO PSTN gER¥7A— k

ZHIZLLFD X 912 CLT i Tx F 1,

AS_CLI/> A7 I/ActivatableFeature>f5 2

ID A 77T 4 TMESNTRBEEREADI A LAZ T

102746 CI UUID @ BroadWorks ¥ — k true

102074 CallBack XN Callln @ BYO PSIN F&sRY¥-A— k true
INEDOMEEE T 7T 4 R_X—2 a3 VOFEICOWNWTIE, ZTORF2 AL D [WoiceXML = —F 4 7
I— NNy IEEYT AT T4 ] B varasRL TN,
E: (2= ANy 752 FHLTEREICBNTA] 7 a v E2BELARVEATH, 2—WFiFa—n A v

A7 a EEHR L TEE ?Bbl]ﬁ‘é_kfb\ = :L‘—&@El?g‘(;}/%jjuﬁ‘é;&%)f%ij‘o Z DY
4. DNS SRV 22— Ry 7 T —TF 5 R T HANEITIH Y FE A

VU a—a RO
V) a—a I OrORR a3V R—R U MRHY, VY a—Ta VRIERIZEET 5121
ENENBNELEE SN TV DOIRENDY £9, arR—xr MIROLEBY TT,

e TH—RU—IR

e CUBE (E/13fED SP RBiEL Yy 3y R—F— av ha—F— (SBO))

e Webex Edge A —7 4 A

INGDORLD R —3 2 FOFEEFIITHAERGFREGRR S 570D, M8y U a—v a3V ORR &
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2) HERDOKIE: > — FHMEAMHH LT, BYoPSIN Y U 22— g3 U BN TR EN TV DN E
IMEHWLET, RN ET AN —VEHEHL T, X—= =2 kT 53— A R L
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|

|

|
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i Test C A Callback DNS SRV
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I

|

|

|

|
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eeea'
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Phone Number to Access Codes: | \ +1 9863502478 > 88672693772924908359

+1 4156551000 > 88652789466280320324 }
|

+1 9863502478 > 88672693772924908359

Primary siteUUID: 491db0821791441a96c233fefb6c6dfc
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|

|
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VI =T 4T DI=TFT 47 YA FUWID I, 7O —RU—7 ATHRETILENHY ET, D
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DU A MX, A MCBEEM T ONTHET, TXTONR=YFLEEHE PR &, ZOoEHT
A FPNTATZ Y a— /L ENEEEIT. BEMfFoN-EFESZ2EALET., UTFNIEFES /L —7
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FI7 4N NOBEFEES EHEIL, BEESIN—TRNOBFEESIC, TIA~Y, B LFY . E£-
R LDa— A ERIENZEID S TEHZEnTEET, BRIBUAT T4~ EEeh 20
AR BN T 74V NOBEFEEFTT, 7 74/ NOEBEEFIIREBOHFEA —/LTEE SN, SNE
NEBICBINT D72 OIEHT 20BN HBEINEMTY A SN TWET, 774/ hOEFEEF X

FICEIZHHREITHY AL, TIA7VEFERETZRIRT OLERNH Y £, BH &) EEE
FEAT v a T, TIANNOEFEEF SO LD 1 DX, Toll A4 7 THHZMLENRH Y F
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TR WAF~w— 2=, ZFETA FD Web A o H—T = A ZAEFEHLTHMADT 7 4/ hDOEGE
BT EIEET DL ABIRTEET, :n%w%%i ZDO2—HFLZOBMENZHBDOEMETH S
BARICFERENET, 2—VRHFEE L LTRRIISMT DL, ZO2—FIIxH L TOARERINE

7

FRoplo X sz, A3 N—= N F—EEHEFEZX RKEAV—-FUF 2774~V & LT, XKEZ7r]Y
H oAy L CTFueya=y7LEdT, Z0BIET 740 FOEEESTT, =%, 7
FA=V & RKE=a2—T—7 (IEEL, B X V% REAV—F L NIIERTHZ LT, 2FETZ
NEA—NR—F 4 FTHZLEZRBINTXET,

YEDEFE T/ NV— 7 DEME T ORREIL 98 T,
HE: H—ofEICH L THADESFEZHBR T2 L FR— S TnERA,
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RBEOSMENA— NNy 7 FTa U EBRINTEXHX51CTHITE, v A3 NX—FF—DFxv hT
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—
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= TLS_RSA_WITH_AES_128_GCM_SHA256

= TLS_RSA_WITH_AES_128_CBC_SHA256

= TLS_DHE_DSS_WITH_AES_256_GCM_SHA384

= TLS_DHE_DSS_WITH_AES_256_CBC_SHA256
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RTP 8000-48198
AEAD_AES_256_GCM
. AEAD_AES_128_GCM

SRTP R

AES_CM_128_HMAC_SHA1_80

AES_CM_128_HMAC_SHA1_32

6729 a—F v 7 i3YAR— SR TVEREA,

DMEND Y £,

G.729 ZEHT I IHEAIE., MTrRAa—FEfHT

Webex @a—)L JL—TF 47 KA AV

DNS SRV

T4 DDA BHY T,

KX A > (Domain)

_sips._tep. < KA1 2> Webex Edge A—F 4 ANCBIFET 720 INET, HUIRIZS T

T AU JKE

ecccspx. amer. pub. webex. com

AXVA AT 7S

ecccspx. emea. pub. webex. com

T VT ARV

ecccspx. apac. pub. webex. com

A=A LTVT [ ==
—P—F Lk

ecccspx. anz. pub. webex. com
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K2 A > (Domain)

PR ecccspx. euro. pub. webex. com

DNS SRV iX, I A4~V A e XY B A FERETWOND A La— FIERINET,
WDFRIL AMER #lkOFl 2R L CEY | [FREF SN D AREMERH Y 7,

#—% v b (Target)

SRV _sips. _tcp. eccespx. amer. pub. webex. com eccespxprl. amer. pub. webex. com Webex Edge #

—T 4 FDFRER,

SRV _sips. _tep. eccespx. amer. pub. webex. com eccespxpr2. amer. pub. webex. com Webex Edge A
—T 4 A DI

SRV _sips. _tep. eccespx. amer. pub. webex. com eccespxscl. amer. pub. webex. com Webex Edge A
—F 4 F DR,

SRV _sips. _tep. eccespx. amer. pub. webex. com eccespxsc2. amer. pub. webex. com Webex Edge A
—F 4 F DI,

) eccespxprl. amer. pub. webex. com 207.182. 174. 101 Webex Edge A
—7 4 4 AMER
T4~V 1
T

) eccespxpr. amer. pub. webex. com 207. 182. 174. 102 Webex Edge A
—7 4 A4 AMER
TI7A4=V 2
EHET

) eccespxscl. amer. pub. webex. com 207. 182. 174. 229 Webex Edge A
—7 4 A4 AMER
N S
EHET

) eccespxsc2. amer. pub. webex. com 207. 182. 174. 230 Webex Edge A
—7 4 74 AMER
v FY 2
i-wn

CUBE oL EM&

Cisco Unified Border Element (CUBE) 1%, Ao T 4T 4 LINER Y hU— 27D SIP B2 &8
THRY NU—27 Tl ay RA—F— arho—UBEZAENILET, CUBE OIEMIZONT
X, UTo TRHESME] B2 a v 2B LT EE N,
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PAR—=FINBAZTEETNVIL, VA2Aa RX—= b F—lCmaftaRftL, B —EELS2RT22¢42H
e LTERSINTVWET, 3 DOBRGLHZEFTVOBMELYUTFICRLET, 23 S—F—iF, H
HOBEICHATEXAEFTNLVEAEATALERNL Y 4,

AUR—=T 47 TakRd SN= Rl IOP T A VS —E NS DB Y T
Bt MZBEAShZT r— KT —27 A0 5 CUBE A

Service Provider Webex Cloud

Premises/DC

I Internet
Site 1 CUBE-S1-1 Webex Meetings
Broadwaorks [
CUBE-$1-2

Broadwarks DNS SRV Webex DNS SRV
cube.example.com PSTN cube.example.com

« cube-s1-1.example.com + cube-s1-1.example.com

+ cube-s1-2.example.com Mobile + cube-s1-2.example.com

DNS SRV used for Webex
side and Broadworks side

2 NVFH A NMZEAINTEZTe— RU—27 Z[[IFO Simplex CUB
E EA

Service Provider Webex Cloud

Premises/DC 4
Site 1
Broadworks

Broadworks

Internet

Webex Meetings

Webex DNS SRV

cube.example.com
+ cube-s1-1.example.com
» cube-s2-1.example.com

Broadworks DNS SRV

cube.example.com
* cube-s1-1.example.com
+ cube-s2-1.example.com

DNS SRV used for Webex
side and Broadworks side

Mobile
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H9 1 DONEETFT NI, CUBE BT RTOY A MITHE— FTEAINTWAESICAETT, 7
00— RU—J ARHBATESEZHEL CTRBESN TWAZEZ2EETDHE, ZOETI/VILEDLHY FH
Mo
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oY=y

A3 R— R F—iL, BHOFR Y hU—27 T BYoPSIN ZG%hTT 572 0|

-
=~

BIRDOMEIR A VT T A

N7 TFx BB IOERTZMERHY £, Cisco 73— FF—IZx LT BYoPSIN 27 m b s

= LTAHAMIT IR, ROFIERLETT,
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1.Partner Prerequisites

2. Provision Phone Numbers in Cisco
Partner Hub

3. Provision Callback DNS SRV Groups
in Cisco Partner Hub (Optional)

4. Associate PNG (and CDSG) to
Customer Templates

5. Provision Seed Solution
Organizations

6. Select the Primary Seed Solution
Organization

7. Download the BroadWorks
configuraion (BYoPSTN)

8. Determine the Webex Edge Audio
DNS SRV domain

9. Provision Partner BroadWorks
Configuration

10. Provision Partner CUBE (or your
own SBC)

11. BYoPSTN Certification

29

eDeploy BroadWorks System
*Deploy CUBE for Webex Edge Audio or leverage your own SBC

* Provision Phone Number Groups to be associated with
Customer templates

¢|f you want to deploy Meeting Join via Callback, provision
Callback DNS SRV groups and update your DNS settings.
Otherwise, you can skip this step.

eAssociate Phone Number Groups and Callback DNS SRV Groups
(only if Meeting Callback is deployed) to your Customer
Templates.

eProvision a test Service Provider or Enterprise for Webex For
BroadWorks using each of the Customer Templates

® Provision a subscriber with a Standard package that uses
Partner Provided call-in numbers meeting join option

eSelect a single primary seed solution organziation for BYoPSTN

eDownload the JSON file from Cisco Partner Hub which contains
the information needed to configure BroadWorks

e|dentify the Webex Edge Audio DNS SRV domain

*CUBE Virtual Subscriber Configuration

*Apply the Phone Number to access code mapping, from
downloaded JSON file, in Virtual Subscribers

eNetwork Server Configuration

eFollow validated configuration to provision CUBE as your SBC

eAlternative. If you don't want to use CUBE, provision your own
SBC using the CUBE configuration as a high-level guide

eComplete acceptance tests for certification.
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AT w7 10 RX— N — ORI

BYoPSTN # 7 u b a = 7T A121%, ROFMHRFEMEEZHILZ L TWAMERHY £9, LRI AT A
FMEE, = h =R ONEZE T Cisco BroadWorks HAHDH LN Webex ZFfo T D Z & &Rl
BELTWET,

= MEBEJT D BroadWorks AT A - |[ZE#EHSINTWAB LEEBY Cisco BroadWorks 2V = —32 32 U0
RN Webex

s R EED WoiceXML] Yr— B R % 2 7= BroadWorks AS 7 A & A& (PSIN HEHIT&IZ 1 D)
s TR —RU—27 2Oy FRNETT
- R22 M :
o AP.xsp.22.0.1123. ap376935
o AP.as.22.0.1123. ap376935
- R23 H:
o AP.xsp. 23.0.1075. ap376935
o AP.as.23.0.1075. ap376935
- R24 M :
o AP.as. 24.0.944. ap376935

= B AXN7- Cisco CUBE System (I0S /X—< =3 16.12.2 LIFE) @ https://www. cisco. com/c/en

us/td/docs/ios—xml/ios/voice/cube/configuration/cube—book. html

N—= R 27 _R—R LM CUBE OGNV R—FENTWET, RATFr—J3 VT 4L RKREDa—
VOB D= DT, N—R 7 _X—2ZD CUBE Z#BEID L £7,

= Webex /N— h—#f - ITHERTH I N TWHET, Cisco BroadWorks YV = —>32> U1 F
D Webex

PR—=F = LWEBRRZZEIT L TWAEEIE, ROVEEZ MG DH1IC, Webex for Cisco BroadWork
s YVa—vary A FORREGEZ TN TR TTO2HERDHY £,

AT w7 20 N—= = NTTCEMEEF I NV—7 (PNG) & 7'H
EYa=r7r9%

AT SR—= b= Webex R —/VA VEME S ABIMNT S OIENT L FIRITRO LEBY T
7,

1. Cisco Partner Hub (Zu A > LET,

2. 147< ®IES

3. ¥FCA/u— A LET Fr—KRU—IR a—)7,

4. KBWBSMBRE BYoPSIN) . BINT 5 RBEEHEEF S NV — T DIERD.
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book.html

5. % AN BEBBIN—T LiaT TOBR K,

6. & ANJ) BEES FPMAERL T EEn K,

7. BERGFIN—TOFMOMBEEMR L, BIRL ET R
8. BMTHBEBHEELI/N—TTLICZOFINEERYE L ET,
UTDAZ Y —rvay MIFEZRLTOET,

BroadWorks Calling Clusters

2 active clusters

View Clusters Add Cluster

Templates

7 active templates

View Templates Add Template

Meeting join configuration (BYoPSTN)

When providing Webex meeting call-in numbers, phone number and callback DNS SRV groups must be
created. A group will become active when assigned to a template.

Call-in phone number groups

3 active groups

Callback DNS SRV groups

3 active groups

Partner Configuration Resources

Download Webex CA certificate @

31
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Create a call-in phone number group

Cali-in phone number Group fiame

Enter @ new, uniGue name for the aroup.

US Easy

e————O

2 numb

Call-in phone numbars

A ) all-in phone numbers for ex meelings. Add at leest one primary defaull call-in numbe:

Phone number name Country [ region Country Code Phane number
US Maryland United States of America 2403332200
US Florida United States of America N 9049002303
US New York United States of America 8056504578

+ Add another call-in phone nu

Create a call-in phone number group

Annauncement

English (United States)

English (United States)

English (United Statas)

Toll type

Toll

/| Toll

/ TollFree

Call-in ¢

viority

 Primary

¢

Secondary =l

Nena v

Summary

Please raview the call-in phane numbers group settings to make sure they are correc

i

2" to confirm or 'B:

make changes.

Call-in phone number group name
US East

phone numbers

nite:

@

Create a call-in phone number group

PRIMARY

32
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27w/ 31 N—|KF— NTTa—jLNv 7 DNS SRV 7 )L—~
(CDSG) #Fmveya=r4hA (72 9))

E: ZOFNEE., (2= NNy JRBATEREICSN] A7 a v 2ERTIGAICORRETLET, £+
NWUANDEEIT., ZORT v FEEMTEX F1,

H: ZOF T arvaBZELRVES, a—WPida—nAy 7 a2l LTRECEMTS 2L
H, AL E2a—HDEFEFRTEMTHI L TEET,

SEa— NNy Y FTF g AT HES. Webex 205 CUBE (23— L& L—F 1 74 BHI21%, =
—)LsX> 7 DNS SRV ZL—TFMYEC, A3 R— ]\’j‘*ﬁ CUBE DNS SRV L =z— K% Webex |Z
BT A0S 2FIEIRD LB T,

1. Cisco Partner Hub (ca 7/ A > LET,

2. 1TA7< RE.

3. [ BroadWorks Calling] £ TAZuv—/LLET,

4. [LBBINRE (BYPSTN)] T, [=—nA v 7 DNS SRV ZA—7FDIER] 2BRLET,
5 ==Xy Z7 DNS SRV IA—THEASNLET,

6. [k~ (Next) ] ZEIRL £,

7. ==X 7 DNS SRV OFHIEZANLET,

8. [k~ (Next) ] ZTIRL £,

9. Callback DNS SRV ODFEMIMEZ 2 fesB L £,

10. REFZBINLET,

11. DNS SRV Z/L—T7 D L\ b a— R KBd 572012, 8 g NS (27 nbeya=v7LET,
12, B3 2% =2—n 37 DNS SRV ZN—7Z LI ZOFIEEBEVIE L ET,

UTDAZ7 U —rvay MIFIEZRLTHET,
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Create a callback DNS SRV group

o

Group name DNS SRV records

Callback DNS SRV group name
Enter a new, unique name for the callback DNS SRV group

Global CB

Create a callback DNS SRV group

L @)

Group name DNS SRV records

Add callback DNS SRV records to the group

DNS SRV name Country / region Country code
US record United States of America / ...
MX record Mexico N
RoW record All other countries v

+ Add another callback server

x

DNS SRV record
cube.us.example.ct [u]
ube.mx.example.com [m]
1be.row.example.com| [u]

oo
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Create a callback DNS SRV group

@ L o

Group name DNS SRV records Summary

Summary
Please review the callback DNS SRV group settings to make sure they are correct. Click 'Save' to confirm or ‘Back’ to make

changes.

Callback DNS SRV group name
Global CB

Callback DNS SRV records

DNS SRV name Country / region Country code DNS SRV record

US record United States of America [ C.. +1 cube_us.example.com
MX record Mexico +52 cube.mx example.com
RoW record All other countries cube.row.example.com

- €D

AT w7 41 PNG & CDSG Z/X— hF— NTOEET T L —
MBI T 5

BYOPSTN /' U = —3 3  OY MM & FREEICIE, BREEFI/NV—T & 2—A3y 7 DNS SRV 77—
7 (F—nAnNy 7 DHE) O—BOMAEDEILICY— FEESLETT, ISNEATT)., Likis
T, YAa SN—= b F—bEBRIC, BRlEH /L —F L a—s3y 7 DNS SRV Zb—F D—EOMBE
bEZTLIcH LW BETYSV—b BERTAZEEBEO LET, KEET T L— REHEAL
T, %G5 o — Rk EERT 2 HERH D £,

BYOPSTN ##Rk23 s — K& v, ¥— R AZERA L TRt D &, MBS L TCEFEZ /N —T7 L o
—/LsXw 7 DNS SRV JN—T7 % AEOET 7L — NMIEHATE £,

T UL ER ENTBET 7 L— MIBEFEOIET 2 MNEZIZ L » THEA STV 2, BYoPSTN #E
ROFENRFEI L RIFEH T 5 2 LITEB L TLE &V,

E: a— ANy JIZKDEESMERERBE L CWRWEAIE, =2—A4/Ny 7 DNS SRV JNV—T 58T
T L— MCEREM T AMRETH D A, L. [ 2= Ry 728 HTTD] Z2RINTHINELD
D E£7,

HLVWEET 7 L— b E2BINT 2120%, ROFIEEZETLET,
1. Cisco Partner Hub (Za 7/ A > LET,

2. BREICB#HLET,

3. BroadWorks Calling £ TAxZ m—/LL%7,

4. FUFU—FT, TUTL—brOBMERRLET,
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5. 7L —rOFEMEANLEY, Noir—¥ AT BT
s RNy b—U EAT & BELLTERLET,

. [2%aMBE] 2 N— b F—#iftoa—n A4 &S (BYoPSTN) & L GEINLF9,

- Tnbeva=rr sl BEESIN-TEERLET,

. a—/Nw 7 DNS SRV ZA—F T [&Fa— NNy 7] A7 ar s G TAE451F. 7
pbEYa=r &N a—A Ny 7 DNS SRV A —7FBIRLES, FRLSAOEEIT. [ =

=Ny 7 HEHT D] BBRRLET,
6. [k~ (Next) ] ZTIRL £,
7. BOOT T L— FOFEME AN LET,
8. Ty L— hOFFMOME AR L £,
9. RIFZBEIRLET,
10 BT 2MERHHBET 7L — N EICZOFIAEBEVIELET,
UTDAZ7 U —=rvay MIFIEZRLTHET,

Add a new template

Template Provisioning Package Type Authentication User Preferences
Name Mode Verification

Basic
© Standard
Premium

Softphone

Meeting join configuration
Select the default call-in option for users joining Webex meetings.

Cisco call-in numbers (PSTN)
Use call-in numbers provided by Cisco

O Partner provided call-in numbers (BYoPSTN)
Use call-in numbers provided by the Partner

Phone number group
Assign a call-in phone number group to this template.

US East v

Callback DNS SRV group
Assign a callback DNS SRV group to this template.

Global CB v

Cancel

Summary

-

w QD
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WA O@E T > 7L — h e BT 51203, ROFIREZFETLET,

1. Cisco Partner Hub a7 A4 > LEd,
BRECBBILET,

2

3. BroadWorks Calling ¥7 v a v FTCAZ7u—nLE7,
4. FUTL—LFT, TUFU—FORFERRLET,
5
6

BHT o7 7L — M E@ERLET,

[ £BEMBE | BV arvFTARAZu—ALLET,

 NR—=pbF—REDa—1 A FEE (BYPSIN) ZBIRLET,

- UANCRE L BEESFI/N—T2@RLET

. a—nNw 7 DNS SRV ZNA—F T, Da—N vV T arEHNCTIE8T. Iu
EVa=mr M nma—n 3y DNS SRV Z—FRBIRLET, FnUsAAOEASIZ. a—

Ny 7 BEINCT B AR L £,
7. REEERLET,
TR V—rvay MEIFIEEZRLTWET,

Meeting join configuration

Cisco call-in numbers (PSTN)
Use call-in numbers provided by Cisco.

O Partner provided call-in numbers (BYoPSTN)
Use call-in numbers provided by the Partner.

Phone number group

US East W (i)
Callback DNS SRV group
Assign a callback DNS SRV group to this template.

Global CB v |

Select the default call-in option for users joining Webex meetings.

Assign a call-in phone number group to this template.

AT w7 5 —RK VY a—Tg oo e ey a =

BYOPSTN VU =2 — g i3V OB LA R—R 2 "3H0 ., VU a— a UNIEFICEET

DIE, ENENDRELSHERS N TV OLER DY £,
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DHIBLD 1 DiE, VY a— g OGERRERICKLEREFRES LEHET /A a—RDv v
IBELIOSHEYY A NOWHE—-EBYT (A4 - UUID) FAEKTAZETT. H 95 1 >0 HMIIHERD
KEECd,

R+ 5EFER T NV—TL a—sy 7 DNS SRV ZL—FD—EDOMAEbE T LI, T 5%
T 7= NEEANERT 2MERHD £9, ZNOLOBET L — &I, =K VY a—
valfifgE T e e a s VT ARERGY ET, b0y — R T o va = s 95 L,
Ta—RU—7 ZOERICVNEREGEEELESET /A a—F o~y B 7B8IO0E#EY A b UUID
DERSNET,

VARTNCHERR LTe B BE T v 7L — hEfH LT, BERy r—Y a—FE2F 28 LT X | BroadWor
ks —E R Fa A X —F7-13H L\ BroadWorks Enterprise OMAZzZ7ut g =7 LET,
FERELTHELND BENR Y —Y ST M TR, =)= M —Da—LA  F TR
SINA TV arBFEHTAIZMLERHY £9, ROWTHPDOHEEZEAL YT A T4 2T ey
a =7 TCEET,

1. developer. webex. com (ZER# X4 TUv5 L 912, BroadWorks Subscribers APT ZfEH L TCTT A K
YT A TANRNeT o Ya=r 7 LET,

2. Customer Template Z{#fHA9 2 X 9K &7~ BroadWorks T IMP H—EADT Ak TR
TANEENILET, TARN YT R7FTANERERy r—URNE Y Tonbd L O, BRT
VT MR T T AN UTHERER Y r— VR FEH L TWD I LR LTSN, HDHN
X, BCTT AN BT 27 T4 EHH LT, Standard /Sy 7r—TEFFEEDLILERH Y 7,

— K VU a—3 g BT, T A BroadWorks h—E R Fu (4 F—F7/-1ZT5T A b BroadWorks E
nterprise \ZBEATITH I ENHERIND Z LICHERE LTI &N,

AT 7T 6. T4~ v— K VU a— g AR AEINT A

=R YV a—va O 1 oZROMERE L GRRTA2MLERSH Y £5, FERI—F YU
—gUHEkR, ZOTTIA4~Y V—FK VVUa—va UHBROBEMRERy S —Y =T 4T DI —T
47 HA K UWID X, 7r— RNU—J A THETHLENHY T, ZOH—FA K~ UUID I, T
RTOBEFFKR Sy e a—y 7 DNS SRV La— RTHFENET, Broadorks THEEDH A b
UUID fEZFRET HEIXH Y £H A,

ZOHA K UUID K a— A VERESMBERTIRIEN—27 v L L THEEFEEINDI D, ZO&EYA b
NTBREYa =7 INEETHLIENEETT, FEETLISHET A FPbHIBRESN DD, v—F
MR A HIBR L2 T &, v— A HIBR SN =581F, LWz 7 eeya=v27 0, #
LWHA h WID TFr—RU—7 AZHHERTI2LERH D 97,

7?47)%;wfwyﬁ)s»ﬁfYJJ—VEVE%ﬁ\%%ﬁ%k:~wﬂy7lmswvv:—
ROty MRFET A NEFIZEID Y THORDAENC, HEISUTCHIBRTEEd, B mEa—n Ny
7 DNS SRV L zz— Rt v vaku%@%ﬁ% B X Tonsd e, TNHOEFEEFEI— Ly
7 La— RNEIENLOBEDOEEY A MIEEMIT b, a—A A ea—n "y 7 2l LIS~
OZIMERSNET, EHEIIV—ERICEELZEXH200L LTEETLILERDHY 77,
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TI7A4<Y v— R YVUa—va UMEREERT LI ROTFIEZEITLET,
1. Cisco Partner Hub a7 A4 > LEd,
2. WEIIBEBLET,

3. [ BroadWorks Calling | ¥/ v avFTAZu—LL%d,

4. FERRMRFE (BYOPSTN) &7+ 2T, HEVYTEBIRLET,

5. [ Mf&0EIY YT ] Eim T, UANIHER Loy — RO 1 DZ2HRBE L TEIRLET,
6. [HvYT] ZBIRLET,

IR L7y — MRS 77 A~ U — RIS D £
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TFoOAZ V—rvay MIFIEEZRLTWET,

Templates

7 active templates

View Templates Add Template

Meeting join configuration (BYoPSTN)

When the Partner is providing Webex meeti all-in numbers, both call-in phone number groups and callback DNS SRV

groups must be created. The groups become active when associated with calling templates.

Call-in phone number groups

4 active groups

Callback DNS SRV groups

4 active groups

Configuration Validation (BYoPSTN)

Configuration validation is used determine if your BYoPSTN solution is configured in with your 3
It is based on an organization that has been configured for BYoPSTN. The organization has to be configured with at least
one standard package user, one phone number group, and one callack up for validation to pass. We recommend

that you use the assigned validation organization for testing purposes only.

Learn More

equi

Assign organisation

‘alidate your BYoPSTN solution by assigning an organization that meets the basic
BYoPSTN configuration reguirements.

Search W

Only organisation configured for BYoPSTN will be searchable

Cancel

Assign organisation

Validate your BYoPSTN solution by assigning an organization that meets the basic
BYoPSTN configuration requirements.

Seed Test Enterprise ABC 2%

Only organisation configured for BYoPSTN will be searchable

40
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Configuration Validation (BYoPSTN)

Configuration validation is used determine if your BYoPSTN solution is configured in accordance with your requirements.
It is based on an organization that has been configured for BYoPSTN. The organization has to be configured with at least
one standard package user, one phone number group, and one callback group for validation to pass. We recommend
that you use the assigned validation organization for testing purposes only.

Learn More

Organization name
Seed Test Enterprise ABC (I

Organization ID
d927acdd-3d73-4d7f-8506-albc0a221934 [E

AT w7 Tt BroadWorks #pa 4 7 m— 4% (BYoPSIN)

B ED BroadWorks 7 T AX—DT I A4 <Y L —FK VVYa—3 g ik BFEEI7 L —7, BLO
a—/LNw 7 DNS SRV ZL—T O, H—0OEFT T D BroadWorks A% (BYoPSTN) JSON =7 7 A
ALTAFECXET, ZOFEHIL, BroadWorks % BYoPSTN FAICAERKT B 7= OIT M4BT,

JSON #Ep 7 7 A Wix, 774 ~U v—F VU a—Ta SBPERENTZRICOBERR/F T m—
RT&EDZLITEBELTIEENY,

JSON REZ7 7 A NVERE - ¥ U rm— T 2FIHTIUTOLEY TT,

1. Cisco Partner Hub (2w 7oA > LE T,

2. BRECHBBLET

3. BroadWorks Calling ¥ CAZm—/LLE7,

4. JIFRET, JIRFZORREZERINLET,

5. BYoPSIN HICHER S Ic@ET v 7 L— MIBEMIT 6N TWD 7 T A X —ZFIRLET,
6. BYoPSTN @ BroadWorks BXE /v arETAZr—LLET,

™~

JSON #7777 A NEXyrue—FK 227Uy LET,
8. ™ BroadWorks 7 7 A X —|{Zxt L CZOFEAMED KL £,
UToxzJ—rvvay MIFEZRLTHNET,
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Select Customer

< BroadWorks Calling Clusters Broadworks R23

[y W4B Tulla Solut...

© Connection established

) Overview
Cluster Name Vahabon
[y Customers ion
£ Administrators Broadworks R23 Success © Auth Service with MTLS authentication

Auth Sarvice with CI token validation
& Senices

+ Troubleshooting BroadWorks ldp proxy URL

< Organisation He hitps://broadworks-idp-proxy-2 @
@ Settings

XSP URL @

3 collab-ga.broadsoft.

© Connection established

Check connections {optional) @
BroadWorks User ID

BroadWorks password

configurat
Miew or dlowniad the Webex meeting join call routing settings that must
ured in BroadWorks for BYOPSTN functionaity.

uT@#/7wJ%N%&774w%,mbf<téu D7 7 ANMIIL, BEHEEIN—T, 2
—/LsX> 7 DNS SRV ZL—7 ﬁﬁéﬁﬁﬁﬁ#aiMTwiTo7H%F7wyxﬁlﬁ¢éﬁﬁﬁ
HOHRDFEFE LR TEFHEBIIRNTTY—7 INTHET,

= sitelUID: 7R —RU—Z7 A X2 DfE%E SIP A vEB—YTEETILENDY £9, ZiE, Webex
Edge Audio 2833 A2 NR—hrF—DT7a—RU—7 2D ID &, 2OV A2 N— M F—nNEHT S
A%‘H—/I) }\’\0)77'12%%%mh\‘a‘éf:&)k;'f%ﬁﬁﬁ_é ]\”—7 ij_o

» BRI LT 7R R a—- ROy U BT L EICEEM T b Webex T/ EAR 3—
Fa7m—RU—7 ZTRETDLENDY 7,

- phoneNumber
- T77®AI—R

= localeTag: BHHZ S ICHEMN T ONEZFHEDT F U AEHE LT 0 — RU—7 A THRIET DHLEN
HFET,

= dnsSrv: ==—/L N> 7 DNS SRV % DNS TiREL. I/ CUBE A VAX VAR ITH2LERHY
F9,

"% A b~ UUID”: ”491db0821791441a96¢c233fefbbe6dfc”,
“H A k URL”: ” seedtestenterpriseabc. webex. com 7,
“partnerOrgld”: ”“1dal75de—3651-4467-b26b—b0d85a2cb3ad”,
“solutionValidationOrgld”: ”d927ac4d-3d73-4d7f-8506—albc0a221934”,
“customerTemplates”: [
{

"&Ri17: 7US West Std”

7id”: 727fel337-abld-44b0-8b5e—ff1d32f6e3£8”,

“phoneNumberGroupld”: “1bcb05bd-b919-45fd-b30e—71d2abb59e26”,
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”callbackDnsSrvGroupld”: 725392686-a390-49b9-badb-cb47159¢3e992”

TR R E R AR ERLR
7id”: 7070d6682-b64f-46ea—bcdb—b2e1218ba4bb”,
“phoneNumberGroupld”: “12bcOb8f-eald-457f-8fe2-069ccf78907¢e”,
”callbackDnsSrvGroupld”: 725392686-a390-49b9-badb-cb47159¢3e992”
}
1,
“phoneNumberGroups”: [
{
TR TOREVEE,
”id”: “1bcb05bd-b919-45fd-b30e-71d2abb59e26”,
AR L
{
”id”: 7617chfaa—1721-45c¢7-bc70-e6d7c20ccc29”,
TAETT TOREAN R TV R
MEm— R R
“localeTag”: “en_US”,
“tollType”: "7V —X A ¥ )7,
”defaul tPhoneNumberType”: "72 L7,
"EEEE S 79863502478”,
"T L RAa—R”: 788672693772924908359”

”id”: 748fa7¢50-9da0-4c8b—9b2f-307ff435¢c7c7”,
"name”: Y7 T A aKERMHEAT,

"E=— R KIE

“localeTag”: “en_US”,

“tollType”: "EF&EFT”,
”defaultPhoneNumberType”: "7 74~ 1",
"EFEE 5" 74156551000,

"7 RAa—R”: 788652789466280320324”

TAETT T TR E
7id”: "12bcOb8f-eald-457f-8fe2-069ccf78907e”,
TEEEE [
{
7id”: “ca0c622a-8621-4477-91e0-b3e214833568”,
TETT TREA Y — T RN,
E=— R TRE
”localeTag”: “en_US”,
“tollType”: "BHafT”,
”defaultPhoneNumberType”: "7 74~ 1",
"EFEE S 724033322007,
TR a— K" 788631321777971704941”

7id”: 700875574-9a46-4447-a967-350b6176755a”,
”%ﬁ\ﬁ”: ”*7 = U 5“”,
// - F\// . ”}K”,
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”localeTag”: “en_US”,

“toll1Type”: "EtEFT”,
”defaultPhoneNumberType”: “SECONDARY”,
"EFEEE” 79049002303,

T RAa— R 788632627551145646175”

7id”: 7a2¢10316-9266-4423-2669-d67949f99d33”,
THET D TAEE e —T— 27,

TE=— R TKRE

“localeTag”: “en_US”,

“tollType”: "7V —X A ¥ )7,
”defaultPhoneNumberType”: "72 L7,

"EFEB B 78056504578”,

"T L RAa—R”: 788649679020033567943”

}
1,
”callbackDnsSrvGroups”: [
{
417 7CB US”,
”callbackDnsSrvs”: [
{
"R TREIC =Ry 7
YEm— R R
”dnsSrv”: “cube. us. example. com”,
7id”: 7¢b5209d17-Tc2f-45b3-95a6-65d7f5f53cTe”

1,
7id”: 725392686-2390-49b9-bad5-cb47159¢3e992”
1,
{
"44Hi7: CB MX”,
“callbackDnsSrvs”: [
{
CEET Ty MK,
“E == R MK
”dnsSrv”: ”cube. mx. example. com” .
7id”: “ccaledc3-beff-412c-a854-bfb719f603a2”
!
1,
7id”: ”736403797-b401-50c0-cbe5-dc58260d4£003”
1

27 8: Webex Edge Audio DNS SRV R A A L A2RET A

Webex Edge Audio DNS SRV K A A % BroadWorks THERKT AMENRNH Y £9, LATOFNECTEZ k&
ELTLEE,
1. Cisco Partner Hub (2w 2/ A » LET,
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2. 17K BER,

3. BYoPSIN fRAE= o ¥ —7 T RZ&iE#IR L £ T,

4. BRI L BEEZRTLET,

5 17K =R/ I—=FT 47,

6. IRy Fr—VOREA PEBRIRLET,

7. YA RT T MREALDO—FFETAZ7a—/L L, BERLET ¥4 FOEK,

8. I 25 HBERE/FHRE,

9. F Edge Audio DHRZ L Zu—rYb I —A A VES /a2, B Lua X7V F 04
Fo

10. Ry 77 v 7 74 R T [—Update To header with CCAX URL) ##Z L £,

— CCAX URL ZfEH LT To ~y ¥ —ZEH L LT
2 —7 )L oldTol = msg:getHeader ("To”)
Local newTol = string. gsub(oldTol, “<sip: (.+)@(.*)>”, "<sip:%1@ ecccspx. amer.webex. com >”)
msg:modifyHeader ("To”, newTol)

11. =& 2, KFoMEEME LET,  eccespx. amer. webex. com,
UL, 7 — RU— 7 A THRT DN H D Webex Edge Audio DNS SRV R A A T,

2T 9 RXR—hFP—DTu— RKU—7 2fEkE7eeEyg =
vITThH

IDEIarTiE, UTORICRTESHI— LA v BXOa—n "y s F U 4 52EET L0100
BT u— RU—7 ZAERICHOW T L ET, #EEHlX. giots g CTRLE JSON 7 7 A VA
DT —ZIHSNTWET, FE. FAAS Y, BE/TNV—TDLF, T35 AOFE, N v—, 7
07 7 ANREINR—= =L TRERDZ N TPERENE T,
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BroadWorks Detail- Meeting Join — Call in - Registered Phone

(84

Broadworks L W

1. User diak the meeting number published in

the meeting invite

Call is rowted to BroadWorks

3. BroadWorks identifies the call asa User call
and creates a session for the user and
proceszes the call

4.  EBroadworks in the session processing
translates the dialed number toa
BroadWorks Websx Mesting EdZe enterprize
VoiceXML Service and routes the call to the
WoiceNML service.

5. The webex Mesting Edge VoiceXML Service

BroadWorks routes the call to the Cube

bazed on the static contact configured in the

zervice/device association

CUBE routes the call to Webex Edge

7. call is routed OTT

& Call handled by webes for the 5P specfied
phone numbers and uzer joins the meeting

[

o

BroadWorks Detail- Call me (Callback) - to Registered Phone / PSTN
i 9

Broadworks

1. User requests call back, Websx initiztes 2 call
back

2. call is routed to BroadWorks OTT

3. Call reaches the CUBE provisioned in CH.
CUBE routes the call to BroadWworks

4.  Broadworks identifies the call 3= Websx Edge
WoicsdhL Service origination and crestes 3
zession for the service and processes the call.

= R 5. The Webex heeting Edge VoiceXML Service

d processes the call and translates the dialed
number to 3 BroadWorks wser

& BroadWorks routes the call either to the user
assodiated to the device(7) orto FSTN (B}

5 gkl
Ehurs rume

User's phone or PSTN rings and when answered
Joins the mesting

BroadWorks DEEH - EEE L TL &V (SIP X-CiscoMeet-Info ~v X —%fHH L7-a—L "y 7)) - &
FXFERG/PSTN ~
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e e
|
|
o } ? Broadworkse 9
webex | ot '
by CISCO |
|
| o —
|
: @ (5] (6
| _—
I (5 ) - Broadworks
; : b o
} Mobile ‘ —<— ) - _
| \ } SBC
: v J\ Webex Edge
| SP Published 4 @
: Phone numbers :
| | |
| J 1
| . | | %
| P & |
| na— ! (&8 (=3 (@ (@
L e —— Ay
Business NYC Business SF
WEE 7 m—:

1. a—¥FRa—A Ry 7 ZERT B L, Webex Wa—A Ny 7 ZBELET,

2. WEEETE—RU—Z X 0T A —F 4 7 ENET,

3. = ME CHIZFmEYa=rrShic CUBE (ZH#ELEJ, CUBE (Z@lE7r— RU—J RIV—T 4 7 LET,

4. To—FU—7 AL, WFELERBRAMOREELLTHRIIL, 2FBRA L 2—FOtyva VEERL GEFLLELET,

5 [EEREO—Y by a VTEEALILL, A VYV ENTBSELERLET, S50 KEERE—FIIRDoT
RV a— MR SET,
6. To—FRU—Z AL, BahkT A ACEEMNT bhvea—Y (1) E72iE PSIN 8) W—TFT 17 LET,

=Y OBEFEIT PSIN BBV | ISET D LRBIBMLET,

B BRI

BroadWorks & CUBE MR SIP #W{EIX. v NUY—ZE{EIZS U T UDP £7-1% TCP A TITH Z &
MTEET, 72 xI1E. BYoPSIN —/b A Zua—F/-ida—nL Ny 7 7Ja—NO—EDOLxy hU—
I TNRAAEET VB ARA TNRAR (F—=bF TR RARA e l) 2 TCP ¥R —FLTW
WSS, P VIC UDP ZEHTHILERH Y £9,

ZOHA FITRENTWEREELHITIE, FFUAR—F Fr bard LT P 2EHLES, TCP
ZEHT 5121%, BroadWorks 77U r—a v = n"_Lxy hU—2 H—"OMH TCP AITHERL
SNTVNDZ LB LTS ZEN,
_CLI/A > 5 —7 = A Z/SIP> B

networkProxyTransport = f§E AL TR0

accessProxyTransport = 5 AL TV 720

supportDnsSrv = true

supportTep = true
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TV r—g )y =
BB/ TR AT T A NEALT

CUBE ZETH LW ID/T A R TuaZy AL A TEERTHILERHY £, UFTOTa 74
EUTHRELTLLIEEY, ZOMOTaF 4137 7 34V MEOEETHENER A,

TV TT RVARIALATIRE ATV V=2 ba7uexy 7 RLVREE
PRI ICERE AR
UPDATE 33 L TX Re-INVITE T®D ID OHHR— h—F = v 7 FH

BB ERTTRE - 12T B
BT ARG - ICRE R
ROBITIE, CUBE ZERFH L\ ID/F A A2 FaTy AL 447 [VML_profile] 2MEREESNET,
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Opfions: Identity/Device Profile Type Modify

B ldentity/Device Profile Type

Modify an existing identity/device profile type.
1= 1= 1= 1~ I

Identity/Device Profile Type: VXML _profile
Signaling Address Type: Intelligent Proxy Addressing
[] Obsolete

Standard Options
Numier of Ports: Unlimited Limited To 0
Ringback Tone/Early Media Support: () RTP - Session
() RTP - Early Session
® Local Ringback - No Early Media
Authentication: @) Epabled

O Disabled
Hold Normalization: () unspecified Address
O inactive
® RFCI264
["] Registration Capable [[] Authenticate REFER
Static Registration Capable [_] Video Capable
E164 Capable ["] Use History Info Headsr
] Trusted

Advanced Options

[ Route Advance [[] Forwarding Override

[_] Wireless Integration Conference Device

] PBX Integration Mobility Manager Device

] Add P-Called-Party-ID Music On Hold Device

[] Auto Configuration Soft Client [[] Requires BroadWorks Digit Collecfion

] Requires BroadWorks Call Waiting Tone ] Requires MWI Subscription

] Advice of Charge Capable [C] Support Call Center MIME Type

] Support Emergency Disconnect Control Support Identity In UPDATE and Re-INVITE
Enable Monitoring [] Support RFC 3398
Static Line/Port Ordering ] Support Client Session Info

[_] Support Call Info Cenference Subscription URI ] Support Remote Party Info

[] Support Visual Device Management Redirect Link [C] Bypass Media Treatment

[] Support Cause Parameter

] Verstat In PAl Header ] Verstat In From Header

D reSyne ) checkSyne ) resetString (@ Not Supported

Reset Event:
Reset Siring: restart_now
Trunk Mode: @) yser () Filot () Proxy
Hold Announcement ® . i
Method Inactive \_) Bandwidih Attributes

Device Category: @) Generic () Hosted () Client App ':."Trunkmg O Local Gateway

Unscreened Presentation Identity Policy: © Profile Presentation [dentity

) Unscreened Presentation Identity

{_) Unscreened Presentation |dentity With Profile Domain

‘Web Based Configuration URL Extension: |

Device Configuration Optiens Not Supported = ' Device Management  Legacy

VoiceXML {RAEIIAFE

VoiceXML A VA& ZADVERR

£ Webex Meetings PSTN HBHi¥x 7 rn— KU — 27 ZADOREMAEFIZ L » TR I, VoiceXML KAEIMAZE
e CcXx £, TXTD VoiceXML YT A7 T4 NIZH L THAOZ X —7 7 4 B XV
IN—T5MHTHZ E2BEIDLET, EBITIE VoiceXML #HEEZFIH L T2 Z LiziEE L TL
ZE 2L ZOXA T O —FIE CUBE EHFERT D OICH L TN ET
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VoiceXML H—bERZHEHTHIZIL, TA BRI+ 7 WoiceXML)] HENFENTWHZ &, —E
ARBEL VB LIRITNV—T LUV TRAIENTWEZ L, BXOTFOHORIZTRT XL 912, VoiceX
ML —E AR TN —FZE B THENTWNAEZ LR LT EEN,

Q Webex for BroadWorks Help - Home

System > web4brod > web4brodgroup Welcome Default Administrator [Logout

Options: Assign Group Services

Profile
Resources Assign or unassign group services for the group.

Call Center

Communication Barring
_ Meet-Me Conferencing
Utilities

Available Services Assigned Services

Intercept Group o VoiceXML

Inventory Report m

Mest-Me Conferencing

Music On Hold W

Music On Hold - Video
Outgoing Calling Plan
Preferred Carrier Group

Route Point

Series Completion

Trunk Group Remove All

Voice Messaging Group -

1= 1
T In—7 > —E R, BBINTH VoiceXML = LT, PSIN FHH T LA v AX o AEERLET,

Q Webex for BroadWorks Help - Home

System > web4brod > web4brodgroup Welcome Default Administrator [Logout]

Options:
Profile
Resources

Services
Basic Advanced

Services
Call Center

Communication Barring
_ Meet-Me Conferencing Integrated IM&P BroadWorks Anywhere

Utilities Configure Integrated IM&P settings. Extends your services so you can make and receive calls from any specified fixed phone,
. mobile phone or soft client just as if it were your primary device.
VoiceXML

Configure a VoiceXML user to support VoiceXML script scenarios.

Exchange Integration Advice Of Charge

Configure the Exchange Integration settings for client integration. Configure the Advice Of Charge settings.

BroadWorks Mobility

Extends your services transparently to a mobile phone.
Collaborate Bridges

Create and manage Collaborate Bridges.

Flexible Seating Host

Create and manage hosts that users with the Flexible Seating Guest service can associate
with and use the host's device with the guest's device profile

Group Night Forwarding

Configure the group to redirect calls placed to a user during hours when the group is not in
service

VoiceXML 7 KU R DAEER

% VoiceXML A AKX L A|ZDOWT, VoiceXML 7 RLAD FIZUL T2 7 vy a =7 LET,
- BEFEET VWebex Meetings ¥ A FOX A YA L FFHEEZATLET (2403332200 72 L),

- [P#ES (Extension) ]

s« ID/TNRARTRT 7 AN~ {iO®T v aTERLET A, A X247 (ZOFITIE VXML _profil
e) ICHSNWT 1 2OA v AFZ LR (=& 21F. VML _deviceProf) Z/ERR L. IO E AT LE
7,

s B/ BR—b- T ERAFEZKRAAL DDA TANLET, 22T,

- T EBRFEFIIL, Webex Meetings A bDOT 7 A a— F&EESTT (JSON 7 7 A /LH 5 EL
BCTEFET) () 88631321777971704941)
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- (domain>lX, ZDOEFHEY A D Webex Edge HFD KA A TY (fl: eccespx. amer. pub. webe
X. com)
s BRE—O- T BARENORFEI—NA Y a—DEE, TOT7 4 —)V ROEIZERE SN2
Z A K URL &&Hiz INVITE 28&E ENFE T, SIP #HiEMa <(sip contact>;<Locale>;<Meeting
s Site UUID>;<SIP Transport> DX TANLET, 22T, kDOEEBY TY,

- <sip contact>iF[EHR/ AN — 1 74—/ KD <number> T A3, F‘)(/l’ Vi CUBE @7 KL AT
Rk &isd SRV ELTHRESNET (& 2. 88631321777971704941@cube. internal. loca
1

- <Localedld, 22—V Duar— L LSRR EEE LET Wl: v4r—/l=en_US)

- Meetings Site UUID I, JSON 7 7 A /L®DH A ~ UUID TF (/=& % 1L, x—cisco—site—uuid=a
bbd70f6c¢519fblee053ad06fc0a038b)

- AS N TCP AL TAyE®—T% CUBE ICEETE DL D27 5IT1E, <SIP T AKR— 1>
% Transport=tcp (2T ALENRH Y £9°,

PAFIL. VoiceXML 7 KL X DR ERFTI,

VoiceXML Addresses

Addre martain your phome tomber aod ofhat ierfities Pt are taed 12 make and receive caly
l aan. I _

Prone Numter | 2600332200 v | Actvaned

Exteenion: | 1000
®. idwrty Device Prodie Nore
Iderary ODevice Prodie
Meothy Duvice Profle Name VXL _GewceProf (System) v Confyas wente Ouvie Profie

e CCCCS DA™ DD WoDEX COM

*UrefPont 8553 \.1

Contact wp BB 1INTTTET 170454 1 Boube wiemal sl x- Paty
Alsses 3o | Miaspr 0Otyorsing 1U2 webex -
o 8 2500 0ay0 2 webex Com v
e @  2\asprodtyops! ¢ webe mw

BIMDOI—T 47 T RABEEZHHT LN, EFLERRIZIBMD VoiceXML ARV T A7
74’/\%1’%2@“6%%173% DEST, RIUTFAAZ FadrAVEBERATEETN, 40 A—F L
W7 40— Rid, EIORLIEZE DT 7B ABZHRNOMETIVLENHY £9,

E: 77— RU—7 AFHEMAFICERE U2 @ai LB R ) o —HIRA, BEEEE 7 /V—7HNOEBEMD BY
oPSTN J@FEZ VBT D DI+ THDHZ E 2N THERL T IZE,
SIP ﬂ‘LNiIE% VolceXML /r »/X? /Z JD é‘(é

FRE—E A% VoiceXML {RABMAFIZEIV B CTET, i, =—A v F U4 T CUBE 225
@ SIP INVITE A v —U%FBHETH7-OIERHENET, F7-. VoiceXML KAV T X7 T 4308 C
UBE LIt i ﬁ%ﬁ%@nwv%iﬁﬂhé EHTERL 2D FET,
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Q Webex for BroadWorks Help - Home

System > web4brod = web4brodgroup > VoiceXML - webdbrodVXML@eccex.amer.pub.webex.com Welcome Default Administrator [Logout]

Options:
B Profile
Communication Barring

Available Services User Services

Assign Services

Assign Services allows you to assign or unassign services for a user. If a service is unassigned the service data that has been filled out will be lost

Alternate Numbers Authentication

[Anonymous Call Rejection m

Basic Call Logs
Call Forwarding Always -Rgmnvg <
Call Forwarding Always Secondary -
Call Forwarding Busy

Call Forwarding Selective

Calling Line ID Delivery Blocking Add All ==

Call Me Now
Call Notify Remove All
Call Recording -

= 1=

[2—=T 4 VT 4] OFD YT AT T4 REGE] _X—=TIcB# L., LTI RTLHI1C SIP 22—
L ENRAT—REATILET,

Q Webex for BroadWorks Help - Home

System > web4brod > web4brodgroup > VoiceXML : web4brodVXML@ecccx.amer.pub.webex.com Welcome Default Administrator [Logout]

Options:

o= Authentication

Communication Baring Authentication allows you to use encryption to safely determine that the user at a given phone is who they say they are. This helps prevent hijacking of service in hosted communications
networks. The user name and password must match the user name and password configured on your phone, or in your phone's configuration file.

= 1

* Authentication User Name: [VSUB] ]

B Utilities

* Type new authentication password: | sssssssssss

* Re-type new authentication password: | eeeessccsce

[ 1= 1 I
H: AS IZHESND INVITE A v —VA@UNIFERET 21213, CUBE FE La—H4H &R T — T
BESNTWAXLENHY £,

CUBE T SIP FFEARET D~y ROFIIKRD BV T,

sip—ua FRFEL—H4 VSUB /RAU— K 0 <BFB/LENTWVRVWIRT — D
FEHIZ DWW TIE, CUBE OFRE/T—HX ANESR LT &)

Namedefs 7 7 A /v

VoiceXML {RAMAZE @ SIP &7« —/L FIZiX, FAA E8453AY CUBE 7 R L AT S 415 URL
NEENTHET, ZHIEIWNE SRV TH Y, AS LD namedefs 7 7 A /L&A L THNES SRV % CUBE
IP TR TE £,
ZOFEITIE, SIP =% 7 SRV (X cube. internal. local T V., CUBE ([CEET H7-DICT FL A 1
0.165.196.30 A"— bk 5060 |Zfi#R-SEd, AS TiX., /usr/local/broadworks/bw_base/conf/named
efs 77 A MIRDO LS ITHEH INFET,

_sip. tep. cube. internal. local SRV 1 99 5060 10. 165. 196. 30
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Webex Meetings ==—/V ¥ A7

Webex Meetings WBFHULEAE A 7 v a V2L T, &iFka—/VA ViEEONUE HIEZHIE T 9,
?7¢wkfﬂ\:~w4yﬁ%i§%@ﬁ¥iti%~ax7ﬁﬂ4ﬁ—ffxbénék . =ik
I—A a— IS a— L E LTRSS ET,  AMTEERITEE, By vay T RIvya s
avha—LOty g HIEEN, CODR 74—V RTRED T T IR THNES, F+—7
D=5 —,

WOFITIE, DFEIT—NA VENEIFOH LE LTREL, SBEenbRASh, By ary TRI vy
ay aryra—oOATY ERLBRAIND LT EH-OOMRRELBML T,

Enforce NS Charge Field % true \ZERTET D&, CDR 74—V R chargelndicator O AL, HE
SN7z Charge BIEIZHEASWTITONE T, Xy U= F— O L Z A 7,
AS_CLI/3 AT 1 /CallP/WebexMeetings/WebexCallTypes> [Webex Meetings] ZiBAN WXM true true

AS_CLI/> A7 2 /CallP/WebexMeetings/WebexCallTypes>f5 %
LEINS 2=V XA T NS Fr— 74— K FatRrE SAC VTR A4 NONERE L THifil4 25

Webex Meetings WXM E EL

VoiceXML &iga— /LNy ZARAEIIAE

VoiceXML &Fa— Ny 7 BT R7 T A NDIERR

Webex Rk —// Ny 7 X7 a UEMATZFHEHO VoiceXML {RAEH T A7 43 (LLF, VoiceXML
SFHaA— NNy YT AT TANEMERET) %, Webex Meetings =—/ w7 a—LEZUETE D
X 912 BroadWorks 77U r— 3y $—s3 (AS) ECHERTHZMENRHY £9, AS ETHETE D
DX, ZOVT AT TANRND 1 DDA VAL L ADIHTT,

ZOMREA AT AI1TIE. CLI 2 LT Activatable Feature 102074 % true ZRELET,

AS_CLI/ > AT Ah/ActivatableFeature> 102074 27 7 7 4 71235
sk AR ook

IDOTITAET 1%, AT T U AHIBTICORETL T IEEN,
ZAUT KDY, REOT—Z B3 BN/ EL/HIFRS 5 RN H Y £57,
FATITITRRDB DD 255G N DV £, Web _X—VITRELY 5 2 5B
=P LEREEIR T U ML THER A VT 2M0ERDHD 7,
FATLTH XA LWTTN?

BLTLEEY (T, Yo Wz Ny
L&D

AS_CLI/> AT I/ActivatableFeature>f54 2

ID #7272 T 4 T ENTHREEFTHDE A LAZ T

102746 CI UUID @ BroadWorks #7— b true

102074 CallBack 3L TF Callln @ BYO PSIN #sRIAR— bk true

104256 5V \NA T — RFRFEY—E R false

104073 FAC CDR TOa— tr & — =—I = FOBMN/BIEEDOY R— k%380 false
103542 HENLNE S K OGRHEISE IR ATRE/R = KRR A > | false
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104255 /XA T — ROH EEELZHIH L Tex = V7 1 ZfEfR 55 false

7E: [CallBack # X" Callln ¢ BYO PSTN Billing ¥7a— b ##EIX [BroadWorks Support for CI U
UID) #EBEICIRTE LT D72, (102074) ¥RER T 7 7 4« 7L T BN, (102746) #&GEL T 27 7 4 71k
TAHAVENDHY £, FHFMlcoOWVWTIE, CI ==—+ UUID FH (CI UUID 7 r— KU —7 X $iR—
M1 BT araBZRLTIEIN,

VoiceXML &iEa— /"y YT R 7 5 A%, BEfFD BYOPSTN VXML {RAEYS 7 X7 T A4 R TWE
M, B LU [Webex Meeting Callback] 7T 7 MNZ FfHTENTWET, ZD VoiceXML iz —/L
Ny BT AT T A%, BEFED BYOPSTN VXML ARV 7 A7 T A NERUETNA A T a7 7 A )b,
BELOFE UEKEHRE FFORGEY — XA TR SV E T,

UITIChl 2R L £795,

.;l‘.\.ll, Help - Home
cisco
System > webdbrodent > webdbrodgroup > VoiceXML - WXM_VoiceXML Welcome Default Administrator |Logout]

Options:

VoiceXML Modify
» Profile

Communication Barring Modify the selected VoiceXML user.
IT— | T e .

Webex Meeting Callback (&) on O oft

VoiceXML ID: WXM_VoiceXML Change User ID (Also saves current screen data)
* Name: | WXM VoiceXML |
* Calling Line ID Last Name: VpiceXML ‘ * Calling Line ID First Name: '-“/ebe_xl‘deslingsCalIback
Department: | None v | Language:[English v
Time Zone TGWM Oﬂfn‘US]T:‘ais!ern Time v]  Network Ciass of Service :fgoﬁg?\

= = 1= I

VoiceXML 2 a—/L w7 T AT FTANT, D KFA N 2—HFE2KRARLTWS AS FICHEET S
PMENRHY FET, AS IIR#ET— ANy 7 INVITE BEREZETHE, 2— By N7 v 7HIZ AS £
D VoiceXML & —/ Ny 7 =P ERHEARX N 2—YFoWGz o0 LoLLES, b=
—YPNRELL L RONLRVES, WEEES SN ET,

=TT EREE YA

X-Cisco-Meet—Info ~v X —%fH L7ca—n Ny 7 5 U ATIL Cisco BroadWorks 77U r—
g > Y— % SIP INVITE BsR%E52{5 L. SIP X-Cisco-Meet—Info ~v X —®DHR A+ CI =—H UUID
NIA=FEFERHLTEEBERA N 22—V E2FBHLET, DEEMEEINNbo Tt v a3 VU MER
S, WEEEEUE L Ca—F DY —E R In 77 A VEaFETT 52— NMERSNET, BT, &
ZhmE o —PIcfbbo TRk L a— FAEREINET, SIP X-Cisco-Meet—Info ~v & —nbDEE
ID &4 ~ UUID 8L, Rk a— Ry 7Frv IinEz 7,

SIP X-Cisco-Meet—-Info ~v X —OHZLLFIZRLET,

X-Cisco-Meet—Info:hostCIUserUuid="52f4c6chb—c6a3-4283-alab—04cc8828b7cl” ;meetingid="26551128462";site
UUID="ec6659987f473332e0531b04fcOacaec

TV = a G F T — A
CI =—¥% UUID RI# (CI UUID 7 r— RU—Z R $F—}H)
L— CI UUID X, Webex BREEN T —V 2T B720D B O+ TY,
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Cisco BroadWorks Application Delivery Platform (ADP) EdDZ ® Webex Ym b a=rJR#AT
Uor—vavid, 7a—RU—27 2D Webex BE Webex &N FEIFxtFFECHEATE D L1,
2= CI WID 27— RU—J A A T7FALT7F v |ZF#, vy 7 BIOMRGET D720
WEERESNET, =B A,

Cisco BroadWorks v hU—2 $— BB L Cisco BroadWorks 77U r— 3 12k 5 ClUser UUT
D BHEEAHT O EIZOWTIX, T Enable Webex Meeting Callback| ZZHE L T 72 &0, H—

Vo

o

wOFNE T, MMX7DEV3%/7H@77)7wVH/% ZE LT, CI UUID 2L CTr—
KU — a—FEEHHIcR =Y 7L, EHLET,

Webex 7 m b a=V7RET 7Y 77— 3021, Cisco ID w34 X —@ spark—admin:broadwork
s subscribers read A= —7F%&F>D OAuth Z LT oo v LR METT, i, FArdhR—F 427 =
—V MY —ER VIR NERITTHZ ETHRETEET,

https://www. cisco. com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution Guid
e/wbxbw_b_solution—guide/wbxbw_b_SolutionGuide—-PDF _chapter 01. html?bookSearch=trueffCisco_Gene
ric_Topic. dita_Oelbeabc—80ae-4e8d-b177-17108ecbdaed TH—E A U V= X K #3473 HEEMIIC DWW
TlE. [Cisco BroadWorks f Webex @ OAuth FREFIEHOEIG ] 7 v a V2R L T 7Z &0,

RO XS, WY/ N\— b= &FfoO =7 2Bl %

ADP_CLI/> AT A/ @E2—T 4 VT 4 /T 7 4V bR E/INEERGE/CiscoldentityProvider//3— hF—> add cu
stBYO freshToken
FLNANRT — R
FLWART — FEFAT:
ADP_CLI/> AT A/IBE2—T 4 VT 4 /5 7 /v "% E/INEERGE/CiscoldentityProvider//X— kF—>
55
N— =V TV ya =TV

A L Ve S N S
custPart sk
CustBYO sekokeioksotok

OAuth b—72 AZEHERMT N/ R— b —% % Webex vy a= JRMMT U r— 32k -7TC
AHEINE /3= F—D VU X MMZ, lenabled] 77 7% [true) IZEREL TEMLUET,

ZD Webex Ik, e Pa=mr JRIET I A— g 03, EEEINEZR—Y 7R T CI ==—3
UUID [RI#AZBEsE L £97,

ADP_CLI/7 7'V /r—3 =3 > /WebexProvisioningSync/GeneralSettings/MonitoredPartners> custBYO true % B
n

N—hF—0EGEN 5 &, Webex Provisioning Synec 77U 4—3 3 0%, CI UUID & BroadWorks ==—
DOBEMT 2 FATTEB LR T,

WDa<y RERALCERI A LTV MEEFRELET,
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide/wbxbw_b_SolutionGuide-PDF_chapter_01.html?bookSearch=true#Cisco_Generic_Topic.dita_0e1beabc-80ae-4e8d-b177-17108ec5daed
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide/wbxbw_b_SolutionGuide-PDF_chapter_01.html?bookSearch=true#Cisco_Generic_Topic.dita_0e1beabc-80ae-4e8d-b177-17108ec5daed
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide/wbxbw_b_SolutionGuide-PDF_chapter_01.html?bookSearch=true#Cisco_Generic_Topic.dita_0e1beabc-80ae-4e8d-b177-17108ec5daed
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide/wbxbw_b_SolutionGuide-PDF_chapter_01.html?bookSearch=true#Cisco_Generic_Topic.dita_0e1beabc-80ae-4e8d-b177-17108ec5daed

ADP_CLI/7 7'V /r—< 3 »/WebexProvisioningSync/GeneralSettings/Controller> requestTimeout 30000 % &%
ELET
S Sl

ADP_CLI/7 7'V /r—< =3 > /WebexProvisioningSync/GeneralSettings/Controller>4%
requestTimeout = 30000

ADP_CLI/7 7V /r—3< 3 > /WebexProvisioningSync/GeneralSettings/Controller> cd http

ADP_CLI/7 7V /r—< 3 » /WebexProvisioningSync/GeneralSettings/Controller/Http>#Eke Z A4 L7 7 b 300
BRELET
ok L IS AT HITIE, T e — KU —7 REHEBTAMLENRH D 7 wkx

ADP_CLI/7 7'V /r—< 3 > /WebexProvisioningSync/GeneralSetting/ =t > b @ — —/HTTP >&5 %
B S — YA X =5

B S A LT U K = 300

BT A BAX A LT Dk =300

maxConcurrentRequests = 10

maxCookieAgelnHours = 24

CORBEMTIIEEBNE T FEICITO 2N TEET,  CLI O~v=aT7 VE#a~vr FE2ERT L. B
HAHT OFELTEINBEIZ h U H—T&F T,

ADP_CLI/7 7V /77— 3 > /WebexProvisioningSync/GeneralSettings/MonitoredPartners> FE)[FEHZEH BYO
(H%h 28 Ttrue) ICHRESNTWAH 3= hF—E, A=V 7k CREEM T SN AF A EIT L £,
FIABSEAT I A, Webex mE Y a =0 JRIMT 7V 77— 3 03 Webex T A7 T A 3— AP |2/ =
VEFEITL, N—FF—NFR MTEHTXTO—HFD Cl WID 257 — % %HE L £ 9., BroadWorks
—HOIES 1D 1L, BEEfHT H4u7z C1 WID THEEHENET, ZO®ROBEMITIL, 2S— N —IZE
Shica—PIZB L £9, Status a~v 2 REfEHTH L, FNZET L E ) hEfl T £,

ADP_CLI/7 7°V /r—3 3 > /WebexProvisioningSync/GeneralSettings/MonitoredPartners>{RHE
sN—= N =B AT —H R IR

custBYO [F3#f
custPart £=# VU 7 2023-01-29T15:36:43. 873-05:00
2 o= U BFEO)Y E LT,
FHINTE T 5 &, AT —F AFERICEY £9, LBRORINEL, TR RN LRI S— h =12
BNEh/ca—HFIo L TEITESNET,

WORKIL, A6 ID NIZERE Sz CI UUID 2R L CTWET,
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Hmm
CISCO
System = MilASDev = North as77 = Users : north00

Options:

Profile

Profile allows you to view and maintain your profile information. The information filled in specifies your primary phone number, extension, and device that are usedf
section allows your mobile phone, pager, and other information to be visible to other group members in the group phone list. Some of this information can only be r

1= =T = I

Enterprise ID: MIASDev

¥ Profile
Incoming Calls
Outgoing Calls
Call Contral
Calling Plans
h ing

Communication Barring Group: North_as77 Move User to Another Group (Also saves current screen data)
Utilities User ID: north00 Change User ID (Also saves current screen data)
External ID: 6970e6bb-7439-4ffb-ad34-d3ff0167ddad Change External ID (Also saves current screen data)
Person ID ;ﬁ:gg:;ﬁg?;ﬁ&ggﬂ ); Change Person ID (Also saves current screen data)
*LastName |horth I *FirstName: |johno |
* Calling Line ID Last Name: | north | * Calling Line ID) First Name: | johno |
Mame Dialing Last Name ‘ | MName Dialing First Name | ‘
Department \:m| Language: | English v
Time Zone: | (GMT-05:00) (US) Eastern Time v | Network Class of Senice: | None w |

X T =27 P—x
a—n A7

FHRBIOLR—TFOHBTIE, SFa—L A2 a—L®D R 2~—27THZENEELWEERH
DEF, ZiuE. Network Server PreCallTyping ARV L — & L CEBTxF 4,

F4. NS CLT @ /System/CallP/CallType ® FIZHFH L\ a—/ XA FEBEMLET, ROEITIE. &
LV TWXM) =2—v XA 7FZ&8IMLET,

NS_CLI/ 3 A7 1 /CallP/CallTypes> WXM LOCAL % iffll true false “Webex Meetings”
NS_CLI/> A7 . /CallP/CallTypes> 2—/VZ A 7° WXM %457 %
CallType #H] #7 =Y i SupportE164 Hié:

WXM Webex Meetings LOCAL —H7EZE true false

FDH%, a—n XA 7L, BroadWorks =—HV D —F 4 7 a7y A )LO—EF Tdh D PreCalllypi
ng { VAXUATHEHATEET, ZOHITIE, HLLV PreCallTyping A > A X A Twxm| 5 /Poli
cy/PreCallTyping CLI 22> 7 F A MO FITEMSNVE LA, T CICEHA ST DHREFD PreCallTy
ping £ Y AX L ATHDHAREMENRDH Y 9,

NS_CLI/AR U > —/PreCallTyping> wxm true CallTypes ALL Z 3B

NS_CLI/AR Y 3—/PreCal1Typing> wxm & AF
ANV —: PreCallTyping £ > AZ A wxn
a—)Z A7
B’ = {(Fx7TY
EfE76 = {PCS, ALL. TRMT, LO, GNT, DP, WXM, LPS, OA, TPS, EA, FGB, POA, SV, SVCD. IN, MS. CSV, E
M, SVCO, SMC, ZD. NIL. CT. TF. Hy>. k. &. F—7}
supportLCABasedNormalization = false
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H%h = true

WDOFNETIX., /Policy/PreCallTyping/DialPlan CLI 227 %A DO TIZHD TR TOXA YL A %
5@ PreCallTyping A Y AHX L AIZ2 MY BBMLET, WIIHEZRLET,
NS_CLI/AR Y >—/PreCallTyping/DialPlan> wxm 1 dflt ZiEAN 12403332200 12403332200 1Ef#E 11 11 WXM 0 O
Webex Meetings

NS_CLI/AR Y >—/PreCallTyping/DialPlan> wxm 1 dflt_el64 12403332200 12403332200 Z3iEf0 11 11 WXM 0 O
Webex Meetings

NS_CLI/R YU > —/PreCallTyping/DialPlan> wxm 1 % Hf5

ARYU T —: PreCallTyping £ > AZ A wxm 7 —7/)L: DialPlan

CC ¥ A ¥/ 7Z > From To Match Min Max 22—V ¥ A7 VLT 4 v I A T vay a—)b LT v 7 A
B

1 dflt 12403332200 12403332200 {1EffE} 11 11 {WXM} O Webex BH 5 L
1 dflt_el64 12403332200 12403332200 {iEf%E} 11 11 {WXM} O Webex Meetings

Wiz, WROBNZ T X 912, PreCallTyping A v AZ U ARFE LI —TDOEYTIHIL—T 7 F o
T A MIBIMENET (FEHFELTWRWVWES),
NS CLI/RY > —/7Fa 77 A N> 1754/ PreCallTyping wxm % B0
NS _CLI/Policy/Profile> Fm 77 A N7 a7 7 A )ik Bt
Iaz 4—): a7 xF—)b
R —A LV AZ A

CallTyping DefaultInst
CallScreening Defaultlnst
VTR —a DT T AN DA AL A
FarEndRtg 7 7 #/V b A ' A X > |
NearEndRtg &7 A4 /L b A VA X
URLDialing DefaultInst
MediaSrvSel Defaultlnst
UTINIRT T F IV b A VAL R
DstSveRtg & 7 4 /L b A A&
NumberPortability DefaultlInst
RCBasedRtg 7 7 4 /L hA A&
NetVoicePortalRtg Defaultlnst
TLa—H AT wxm

E: Tu—RU—7 ZAFED CDR (L, BW MMAENLREINT-a— LIk oToRERINET, A
S®O Ry hU—27 ] flpsb o PSTN RBfEa—/LTlid, %E COR ITARENETFA, EHLLDOEET
t. VoiceXML AN AE 1L CDR AT E L £9,
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N—F 47 NE

RoutingNE X, CUBE #ZF T 7=¥HIZ NS @ /System/Device/RoutingNE CLI =27 F A D FIZHLET
T, ZDOEIIZLT, NS 2 CUBE 225 INVITE #%(FT 5L, NS IZ7VrEVa=r7 I T5 Rou
tingN\E = h U & via ~y X —PREINEST, ZZHL TN,

RoutingNE % iB/9 % HIEDFERIIZ DU
TiX., TRoutingNE ZiEMT %4kl 2L TIEIW,

PLFIX. RoutingNE [WebexMeetings| ZiBIId 5 o~ RO Td, CUBE IP 7 KL-ZA = 10. 165. 196. 3
0 T%, ZOFITIL, RoutingNE IZRIEfHT B5HF LV OrigRedirect A v A& A & Profile A v A&
B ABERT Ha~v L RERLTWETR, BEFOA U AZ AT L TEET,

NS_CLI/Policy/OrigRedirect> add wxm_Inst true CallTypes ALL supportTrunkGroupLookups disable applyAc

cessSideRules enableRestrictive

NS_CLI/Policy/OrigRedirect> wxm_Inst % Hf5
ARYU T —: OrigRedirect A > A& A wxm_Inst
A% = true
a— LA AT
BN = {(FT)
»1E50 = {PCS, ALL. TRMT. LO, GNT, DP, WXM, LPS., OA, TPS., EA, FGB, POA, SV, SVCD, IN, MS., CSV, E
M, SVCO, SMC, ZD. NIL. CT, TF, H>. b, &, F—7}
supportTrunkGroupLookups :
IR = {2}
From = {#Ezxifb.. AZMEFFR. AMEHIER)
applyAccessSideRules:
N = {enableRestrictive}
From = {#x0{k, AZMEFFA. ARMEHIER)

NS_CLI/AR Y ¥ —/F a7 7 A V> wxm_routing % iB/N

NS_CLI/RY >—/7 17 7 A/L> wmx_routing OrigRedirect wxm Inst Z BN
NS_CLI/ARYV > —/7a 7 7 A/)L> wnx_routing V7 a4 — 3 Defaultlnst Z BN
NS_CLI/AY >—/7Fm7 7 A N>7 a7 ¢ —)b wxm_routing % Huf5

7'va 7 ¢ —)L: wxm_routing
R —A VAH R

OrigRedirect wxm_Inst
HTalr—a DT T F VDA AR R

NS_CLI/> AT /T XA A /)V—F (2 NE> WebexMeetings ZiBHN 1240364 1 99 wxm_routing false OnLine
AccessRoutingNE

NS_CLI/> AT I/F_A Z/)v—F 4 7 NE/T KL Z> WebexMeetings 10. 165. 196.30 1 99 tcp & 3B
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https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Config/NS/BW-NSCLIAdminGuide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Config/NS/BW-NSCLIAdminGuide.pdf

NS CLI/Y AT N/ T3, A/ N—F ¢ 7 NEVEES
F v b U — 27 FH WebexMeetings

HT = 1240364

a2 b =1

FRAYE & = 99

EE = false

OpState = A%

REE = AT A

7va 77 A)L = wxm_routing

7Y 7 @M= AccessRoutingNE

NS_CLI/3 AT B/F A A /V—F 4 7 NE/T KL Z>155
N—T 4 >Z NE 7 RKLVA XAk #H&E RA—bF FTUAKR—F L—Fh
WebexMeetings 10.165.196.30 1 99 - tcp

FREBITIL, CUBE 13k D X 572 INVITE % NS IZEE LET (HEART 4 —/L FIZRTHFAF RSN T
WETF),

INVITE sip: +19991111111@domain. com:5060 SIP/2.0

B :SIP/2. 0/TCP 10. 10. 10. 10:5060; branch=29hG4bK7C7BIEB

VE—hIN—F 4 ID:” 7E—KU—F R

”{sip:886222222222@domain. com>; screen=no;party=calling;privacy=off

FBfEHE: [7n—FU—27 2| {sip: +12403333333@10. 20. 20. 20> ; tag=958BDDF4-1AB

ZE4E  <sip: +19991111111@domain. com>

Hff:11 A 3 HARBEH 2022 12:39:58 GMT

Call-ID:75D3B642-5AAB11ED-AC82BA3C-276254A1@10. 20. 20. 30

PR— R ENTWS:100rel, XA ~v—, UV —ABIJE  replaces, sdp-anat

/]y SE:14400

Cisco—Guid: 1976459008-1521160685-2893855292-0660755617

X-Cisco-Meet—Info:hostCIUserUuid="52f4c6chb—c6a3-4283-alab04cc8828b7cl” ;meetingid="26551128462";sitel
UID="ec6659987f473332e0531b04fc0acaec”

X-Cisco—Org—1d:82e2eb35-1610-44e7-9b20-ab607e026270

22— =— =k Cisco-SIPGateway/I0S-16. 12. 2s

B ADAH T 1667479198

v gy ID:

el3cc71£24ae400669d5247d8306ac23; U E— K~=00000000000000000000000000000000

TRl B, AT v ar, SEn, Fx ok, fERR. MR, FE. 2R, R, B, fHH. Bek

CSeq:101 #A4%

HESE  <sip: +12403333333@10. 20. 20. 20:5060; transport=tcp>

HZENHIFR : 180

FrAlA X b EEEA NV b

fe RERIESR 68

- >
— — N

= INVITE VZ = URI 23— RNy 7R EREFNTWET
s o~y X —fEH: RoutingNE 7’1 7 7 A LOBFUIMHH D CUBE @ IP 7 RLAREGENET,
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= X-Cisco—Info-Meet ~~» & — : hostCIUserUuid, meetingid. BLXORZFHAT A7-DIfEFHEINE
7., %A K~ UUID,

INVITE 2245 &. NS 1% Via ~v & —% A LT RoutingNE [WebexMeetings] ¢MRALEd, =
UZ XD, OrigRedirect @ lwxm_Inst] A > AX L AZE&Te Twxm_routing] V—T 47 a7 7A
IVDSER EE T,

NS OrigRedirect A8V > —(% X-CISCO-MEET-INFO ~v & —& —F L £7°,

X-Cisco-Meet—Info:hostCIUserUuid="52f4c6chb—c6a3-4283-alab04cc8828b7cl” ;meetingid="26551128462";sitel
UID="ec6659987f473332¢0531b04fc0acaec

VoiceXML {FABHYT A7 TG A NIZREINTZTA Y R—brEHEHLT, OV TR T A N&HRARML
TWD AS RTIZ 302 VA AL FEFEELET, 302 Avb—I 3Rk L5280 T,

SIP/2.0 302 —HFRYICBEISH E L7z

H&H :STP/2. 0/TCP 10. 165. 196. 30:5060; branch=29hG4bK5452684

PEEI6: TWebex] <sip: +12403332200@10. 165. 196. 30>tag=SEEAASS86-1675

3G <(sip: +14519615001@10. 155. 6. 172>; tag=394411970-1602687588994

Call-ID:ABC5CCA2-D6411EB-8AD6D92D-EE20F768@10. 165. 196. 30

CSeq:101 A%

HESE 1 <sip: +14519615001@hs2-bwks—v—asOl-alpha. bwlab. org:5060;user=phone> ;q=0.5, <sip: +1451961500
1@hs2-bwks—-v—-as02-alpha. bwlab. org:5060;user=phone>;q=0. 25

ATV ORES:0

A U7 R (Alias)

CUBE 725 NS 23k &35 INVITE URI (Z @B TiL bw. myenterprise. com) PN KA A 0%, NS 12X
STHRBENDMVENDH Y £4, ZiL. NS_CLI/System/Alias T TF A MIRAAL U ZBMNT S Z
ETHEITTEET, WITHlIZRLET,

NS_CLI/> AT L/ A U T A> bw. myenterprise. com % iB0

CUBE ET INVITE URI RAA U ERETDHa~vr N, ko7 aroX LAY LrEeT/yvay 4
—7y hOTIZHY £, KITHlERLET,

A YT ERE 23401 voip
v a X —7% > b DNS:bw. myenterprise. com

RAT 47 NE

ekl yivay 7RIy gy a2 ha—/d Webex Meetings FELEEREA 7L a9 &R

— T DBIZE, TV r—vay Y—OKRAT 47 NE VI FV T @M CalllypelnfoRequired
B IO RequiresChargelndication 1% NS_CLI/System/Device/HostingNE 22> 7% X M THZIZT D4
Wb 9., WITHIEZRLET,
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NS_CLI/> AT /T XA A /R AT 4 2 NE> BroadworksAHostNe 27} VU % El164Compliant, CallTypeln
foRequired. Sourceld. RequiresNetworkIndication RequiresChargeIndication ZFXE L £,

Webex &FEa— NN 7 2 BT S

SIP X-Cisco-Meet—-Info ~y Z—Z M Li=a—n v 7 U A Tid, CUBE IIREHE AS XTI
DEALT MTHEDICHERY NU—F =R Za— w2 FELET, AS XTVL. enablefebexMeetin
gHoostLookup > AT I /NT A—HZHESNTHREINET,

NS_CLI/> AT A/CallP/ A7 a v >ED
accessSideRoutingNeDeterminedViaSignaling = false
disableNdcValidationForCalledNumbers = true
ForceRoutingNEProfile = false
SkipPrivatePoliciesOnEmergency = true
maxReturnedContacts = 10

EnableWebexMeetingHostLookup = true

VD EnableWebexMeetingHoostLookup > AT I /X7 A —H N true [ ZFREINTWDHEHA., X-CiscoM
eet-Info ~y X —NOEFHEHRA b —H CI UUID AL T, 2FFA P 2—FE2KA LTS
AS T FRI S VET,

BT 25 —H: +19991111111@domain. com:5060 SIP/2.0

F&H :SIP/2. 0/TCP 10. 10. 10. 10:5060; branch=z9hG4bK7C7B9EB

YE—rX—F ¢ ID:7 77— RU—7 2 "<{sip:886222222222@domain. com>;screen=no;party=calling;priva
cy=off

WBEL: (77— RKU—27 & <{sip: +12403333333@10. 20. 20. 20> ; tag=958BDDF4-1AB

sa4E <sip: +19991111111@domain. com>

HAF:R, 11 B 3 H 2022 12:39:58 GMT

Call-1ID:75D3B642-5AAB11ED-AC82BA3C-276254A1@10. 20. 20. 30

PR — ht&:100rel, ¥ A ~—. UV —A{BIEE | replaces, sdp-anat

/)y SE:14400

Cisco—Guid: 1976459008-1521160685-2893855292-0660755617

X-Cisco-Meet—Info:hostCIUserUuid="52f4c6cb—c6a3-4283-alab—04cc8828b7cl” ;meetingid="26551128462";sit
eUUID="ec6659987f473332e0531b04fc0acaec”

X-Cisco—Org—1d:82e2eb35-1610-44e7-9b20—ab607026270
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https://help. webex. com/en—us/b6vrdc/Cisco—Webex-Edge—Audio—for—CUBE-Customer—Configuration—Gu

ide

MHBEO SBC F ¥ aryE2EALET

CUBE ZEBH L7-< Z2WIEAIX, ME D SBC ZBHT 24T arndb 3, 7L, ZORFoR
> R ClE, CUBE LISh®D SBC DIRFEF A DX BTt S NN LIZER L TS E SN,

ME O SBC BT 2HE1X, @ LULd CUBE #EM (& 21X, RAAL Y, RT U v 7 BLOY
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a— RZHRELET, 7=& xiX. bw. myenterprise.com @ SRV [ZkD XL HI1272 0 £,
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Ip " A K _sip._tcp. bw. myenterprise. com srv 1 50 5060 ns02. myenterprise. com
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DNS H— "ZAER L £ T,
Ip R— 2P —,3<DNS_IP_address>

R DNS A7 a 0d, NER DNS Z#+ 5 2 & T, WNERBRN LI L2854, WEE DNS 118
DNS H— 285t LE 1,

AL PR TE
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VoIP — VP RICT VB AT AHAMERHLHTXTH IP 7 L AZHEF LT CUBE (F7-1% SBC) Z#HE
LET, WROEENRGENET,

= BroadWorks AS. NS, BLOMS +— DT F3 A X— K YA N SIP 7 F VT T RUA,
s A =TT AT TANTITF ¥ D Webex Edge DTV v 7T KL A,

CUBE #RLDOFNZDWNTIE, AT EZZHL TS 7EE 0,
FEEY—E R voip

IP 7 RLADEFHTE Y A b

7777777 7T A= MU TP (F3TD BroadWorks AS, NS, MS ¥ 7 F V7 7 RLAZEHHLERD
) ) =——

ipv4<NSO1 IP>

ipv4<NS02 IP>

ipv4<ASO1 IP>

ipv4<AS02 IP>

ipv4<MSO1 IP>

——————— NTY w7 TP (ZHBHiE Webex F—FT 4 F AV T TFARNT I F DT Y s 7 RKLAT
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F: REo IP 7 RLUAEFEIZ—FI T, Webex AA—F 44 A T7TFANTIF D37 Y v IP
T RVADBEDY X MIOWTIE, ROBATZT 7B ALTLEEW,

« R FU—Z7 T Webex Meetings NI 7 4 v 7 2 AT AHIIIE 9T HIZT L NTTN? - 3L AL
DU TAXD IP T R AFHIL,. Cisco Webex I —F 47 $—ERATCHEHENS IP 7 FL
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CUBE 23— hZ&HED HHNT TCP #EfiZ MNL T DT 7 4/ hOX A ~—I% 20 BHTT, EFETHITE:
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Tua— RU—7 2T, IWELBRWT IR TRAATT SV r—yay —R"RBNZ A LT T T
LT 7N NDOE A~ 6 TT, EBETDHITE:
AS_CLI/> AT X /CallP/T 7B A)—TF ( 7> set terminationAttemptTimeoutSeconds<1-15 (F)>

CUBE (F7213MBE® SBC) ED RTP "I 7 4w 7 DONRT Vw7 B —T A AL T T A _— MilA
VHE—=T oA ZAERFALMERH Y £, CUBE OFNZHOWTIEL, UTFZBRLTLIEEWN,
FEEY—E R voip
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AT 4 T WM O 2R e E
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«  JR— MEPH: ZOfITIX, R— MEPHIZ 10200 ~ 28000 T,

CUBE 1%, kD TLS KA A — R &2V FR—FLTWVWET (2—/A 2, CUBE | TLS N> Ry =A
27 ® Client Hello TN b EEEHLLET) |

= TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
= TLS_DHE_RSA_WITH_AES_256_CBC_SHA256

= TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

= TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
= TLS_DHE_RSA_WITH_AES_128_CBC_SHA256

= TLS_RSA_WITH_AES_128_CBC_SHA
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|
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!
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EFEITA a—F v s 3
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WROWE T AA — M &EFIHER LET, EFZ TR srtpec
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E2]
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BHEITA sip NAAUR AT 4T V=R A HF =T A XHEY bA—PF v bk 1 dtmf-relay rtp—nt
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RO AMEA LT, CIBE TOERE/HEa— 77— SFIUFOHEEZUTICHALET, HED
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JET,

¥ OB O SBC ZEBE L TWAEAIZ. SBC da—/L 7a—OREAIZ OWTIEL, SBC O RF¥F 2 A2 |
EBRBLTLIEE N,

Ta— RU—27 A5 Webex ~DOEFHa—vA v U A0S

- (G INVITE &, LFORNEA v H—T = A ATTu—RU =7 ANLZESNET,
INVITE sip: 88631321777971704941@cube. internal. local; transport=tcp;x—cisco—site—uuid=abbd70f6c51
9fblee053ad06£c0a038b SIP/2.0

a4 TVXML 48] <sip: 88631321777971704941@ecccspx. amer. pub. webex. com;x—cisco—site—uuid=abbd70
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s ZEXAYL ET TuT A0 23401 1%, %5 URI %R OUTEdgeAudio| FREIZ—3KT 5=(5
#k URI ( lcube. internal. local] ) WNODOR A MIFESWTIEINILE T,

= J®[Z INVITE 1%, # A4 ¥/ 7 CTHREZN/ [voice—class sip profiles 2340 A vb&—T i~
o7 7 AL T, B3R URT OF A R Tcube. internal. local | 735 leccespx. amer. pub. web
ex. com| [ZEE IR THE A 7 —T7 = RTHEESNET,
INVITE sip: 88631321777971704941@ecccspx. amer. pub. webex. com; transport=tcp;x—cisco—site—uuid=abbd
70£6¢c519fblee053ad06£c0a038b SIP/2. 0
SE5E: TVXML kA8 <—: 88631321777971704941@ecccspx. amer. pub. webex. com;x—cisco—site—uuid=abb
d70f6¢519fblee053ad06fc0a038b >

Webex 7235 BroadWorks ~DEFHa— /LNy 7 F 1) ADOBE

«  F{Z INVITE (%, CUBE #NifA > % —7 = A A LD Webex OO XL HICZESNET,

INVITE SIP: +14519615001@cube. us. example. com; transport=tls;x—cisco—site—uuid=abbd70f6c519fblee05
3ad06fc0a038b; x—cisco-webex—service=audio SIP/2.0

To: sip: +14519615001@cube. us. example. com; type=carrier_sbc
X-Cisco-Meet—Info:hostCIUserUuid="52f4c6ch—c6a3-4283-alab04cc8828b7cl” ;meetingid="26551128462";s
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s 2 DORIEXZAY 7L, 5858 uri INEdgeAudio] REIZED R URI ITFET DHZ—
[x—cisco—webex—service=audio| 2D TEIREI N E T,

- AA¥ILET 302
- FAYLET 23401

= FEIE INVITE (3, WA > X =T 2 A A LOxRy b T =7 F—s (FA ¥V ETD Tkyiar
% —7%"> K dns:bw. myenterprise.com T KV | [ZHSL SRV vy 7T v ) ITEEINET,
INVITE sip: +14519615001@10. 155. 6. 172:5060 STIP/2. 0
X-Cisco-Meet—Info:hostCIUserUuid="52f4c6ch—c6a3-4283-alab04cc8828b7cl” ;meetingid="26551128462";s
iteUUID="ec66599871473332¢0531b04fcOacaec”
ZEHIN: 7 Webex ” ;tag=B91821B7-561

« Ry MU= HP—NE, CUBE RIBH T AT T A NZHRARLTND AS XT OHERKEEZIRLET,
SIP/2.0 302 —HFRYICEEYSALE LT
W&H :STP/2. 0/TCP 10. 165. 196. 30:5060; branch=29hG4bK8S0BD
Z=HN 7 Webex “<sip: +12404540887@10. 165. 196. 30> ; tag=B91821B7-561
B <sip: +14519615001@10. 155. 6. 172>;tag=1829261807-1603395221529
Call-ID:3C88DF6A-13D411EB-8EE3D92D-EE20F768@10. 165. 196. 30
CSeq:101 A%F
A& (sip: +14519615001@hs2-bwks—v-as0l-alpha. bwlab. org:5060;user=phone; transport=tcp>;q=0. 5, <
sip: +14519615001@hs2-bwks—-v-as02-alpha. bwlab. org:5060;user=phone;transport=tcp>;q=0. 25
a T UV DORE0

= CUBE I, 302 A v tE&— U TRSNICEMELIZESNT, a—VET 7T 47 AS ITV—T 7L

w8

SIP Z4A1%: +14519615001@hs2-bwks—v—-as01—
alpha. bwlab. org:5060; = —H=®zk; k7 > AR — h=tcp SIP/2.0
W& SIP/2.0/TCP 10. 165. 196. 30:5060; branch=29hG4bK8812341
X-Cisco-Meet—Info:hostCIUserUuid="52f4c6cb—c6a3-4283-alab04cc8828b7cl” ;meetingid="26551128462";s
iteUUID="ec66599871473332e0531b04fcOacaec”

E(EH: 7 Webex ” {sip: +12404540887@10. 165. 196. 30>; tag=B91821C8-1AF5
5640 <sip: +14519615001@10. 155. 6. 172>

mTLS A%

CUBE (FE 7213 HEH D SBC) & Webex Edge Audio M mTLS 2 & rl4 51213, ROFJEFIEEZ EIT
THVENH Y 7,

YE: CUBE (FE7=13JhE @ SBC) & Webex Edge Audio ORHIC mTLS ZEET B I & AMHETT,
AN KA — RiEBAZEDO VR — b

T AV R — FELFEAEIL, CUBE /13 E O SBC @ RA A AZKHST IS 7V =7 M (i
*. us. example. com) ZfERH L4,
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T AV RA— REEARIL, ~/VF 27 T AHFD CUBE £721% SBC ATV AR— SN TWET, BH—
J— R® CUBE E£7-1% SBC EATIIVR—FENTWVERA,

K7 X NF—v

TLS /"> R = A 7 HZ, Webex Edge Audio MFEFAEZX(ET H L. CUBE ZZENE T A =T
ZFANONTZFEAEOY A M ERAE L THRIELE T,

Trustpool /S> Ruix, ko a~ 2 K2R LT http://www. cisco. com/security/pki/ O igd [C
isco Trusted Core Root Bundle] Z& v uo— KL, Cisco Root CA THEHTHMLENRH VY 4,

Crypto pki trustpool import clean URL<url>

Webex Edge Audio |24 » CTEE SN -IEHEIL, IdenTrust 12Xk > TEL SN TWWET,  [TdenTrust
Commercial Root CA| ZFFAENA LV A F— L ENTWA I L 2R LT IEE Y, FEMIzo W TR, =
DY 7 H#BZHLTITEEN,

https://help. webex. com/en—us/WBX9000008850/What-Root—Certificate—Authorities—are—Supported—fo

r—Calls—to—Cisco—Webex—Audio—and—Video—Platforms

HE: MAO SBC ZHH L TWTA vl — & T TERVERIL, OpenSSL 2 EDOA =T —2 Y
—NVEMEH LT FL%E pem IBRUCEBTE ET, &2, RO~ FTHAR 1D GEE%
T F9: openssl x509 —inform der —incertificate.cer —outcertificate. pem

KFRBRRA VB

Edge Audio TiX, A TLS (mTLS) BEGICXF L CIEMETE D CA FERN L DBEA T X FEHE% CUBE
DRI TAZVERH Y £, KOV 7 E2FERALT, YAaMEETHIRGAFROV A MIT 7B ALE
T, ZOUVANNOYFZIL > TELINTZAEATITEN E A7 &N, BmndFaSET: hiips:

help. webex. com/en—us/WBX9000008850/What—Root—Certificate—Authorities—are—Supported—for-Calls—

to—Cisco—Webex—Audio—and-Video—Platforms

v 7N/ —F CUBE

H—/—R&iZ, CUBE (FE7213HE® SBC) 23, =@ FQDN IZEBEDY T V=V M EFOfFHELZ A
VR—NTAIEEERLET, ZhUE, o CUBE MFDHHELS A L R— N TXRWNWI LR EEL
T (DX, USRI — FIFHAETIIH Y FHA),

= CUBE @ CSR GERAEZBAENR) Z/EKT 212X, ROTFIEEZFEITLET,
- X RTEERLET (ZOF—STE TR MRS MY 7 SRET)

CUBE (config)# crypto key generated rsa general-keys label <key label gt "] HE

o general-keys - WHF— XT2EMTHILIIHEEL 7,
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74

o TUL (HF—F~UL> - (FTF T ar) RSA F— TP AR— M EIhBLEXITEHIR
L5401, F— TUUPRRHESN TV RWEGEEIE, V—F —O5E2EAi KA A 4 (FQDN)
BERASNET,

o Exportable - (73 3 ) RSA F— XT &N —H72EDHID Cisco T /3 A I T AR
—hCEBHZEERELET,

FT7 A RKRA L FOMER (FT A RARA 2 ML, CUBE (234 > R DFEHENREG TN TV E
4, CUBE IZFEHIEERAZETHE., FTIAXAMRA L FOFFRAELZFM L TUSELET)

CUBE (config) #crypto pki F T A hiRA > h< R T A FIRA > k>
CUBE(ca~ N T A haRA > M) #

Crl A7 av

BRERIHA pem

FQDN<FQDN>

Y77 ML CN=<fqdn>

rsakeypair<{s—7 ~/L>

Crl - FEBHESREHY 2 b (CRL) 1%, REHL7ZEHED Y X b TF, CRL 1Z. HANIIEEHE
ERITLT CA ICL > TEREN., FUXNLVEBLSNET, CRL IZ1E, KIEBENRLT
NT-BHA EBZHREN NS BB EEN TWET,

TRERIER pem — ST A N—ifb A —L (PEM) BERZIFAZETRICEM L F4 (BEGIN CE
RTIFICATE REQUEST 7>%5 END CERTIFICATE REQUEST ¥ CTHFEHTat’—7 > R2—Z L
F9),

Fqdn - CUBE DFERESf K A A >4
Y77 "4 ON=fqdn> - BLT 54
Rsakeypair <F—F~L> - GIDAT v S THEEINTZF—XT

(2% : https://www. cisco. com/c/en/us/td/docs/ios—xml/ios/sec_conn_pki/configurati
on/15-mt/sec—pki-15-mt—book/sec—cert—enroll-pki. html)

CSR #ARLFET:

CUBE (config) #crypto pki BER< h T A R A > k>
% REAEOBERZRG L ET,

% LIV —F =D ) TAREEEGDETN? T/ WVWInz]: Wiz
% 4 TP 7 RLAZEDETN? (D] Wiz

FERAED 7 =X P EWARIZE R LETHN? IV / WDz ]: idwn
FERAEY 7 = X MIRDO LB TY,

————— T ES SNOU T
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***** FEAEY 7 =X F O T ——
—HT - ZOTITRENEY 7 =X FO—HTIEH Y THEA—

Bk 7 T A R EFERLET? DIV/ WDz ]: Wiz

. CSR (BEGIN CERTIFICATE REQUEST 7%>% END CERTIFICATE REQUEST % T) % CA (Certificate Autho
rity) IZEELET,
s« CA IIBAFTEGEAELZAER L ET
- CAIZIEU T, /b— MEFFAE (f5]: DigiCertCA.crt) L EERIIL/-ZEHHE (] cube.crt) %12
L E9,
« CAGElEZR—FT5

- F9. NA—bOFEHEEZFEHL TN I A MRSV FEFEIELET,
CUBE (config) #ferypto pki FBEFK KT A RARA > +>
Base 64 TT  a— R&jL7c CA sEBEZ AN LET,
22T TR D DD, ATIC Tquit) WO EFEZ T RENNTWD

FEAEIC IR D BIENH D 9,

74—Vt 40065311 FDB33ESS OA6F7DD1 4E229187
% ZOREAEZZ T ANET? FV/ Wz ]: v

FZ A MKRA LR CA GEHENRZ T ANGIE LT,

% AERAENIEFIZA o FR— b SNE L

- WIZ. CUBE DFEAELZ T A FRA » MMZA Y R—FLET,
CUBE (config)# crypto ca import < k7 A hARA > > FFEHE
% FEFAENOSERBEM R AL U LITRDO L Sk 4 ...

Base 64 T a— REINAEHEEZ A LET,
ZZEITTHKD D, ATIC Tquit] W) HFEZTAENINTND

—F —FEBAEREFICA R— b ESR%

E: MEO SBC ZER L TWAHA. CSR OIEFIEDFEFMIZOWTIX, SBC @ R¥ = A hE&EL
TLTEEW,
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</VF /) —FK CUBE 7 5 R% (GERAETORBLOHEH) - yF—rEhTHERA

<)VF ) — R LiZ, CUBE 2’E% D CUBE BEAIZX L CRICFEHAEZ A VAR —FTEXAZ EaEWLE
T, HLEORBLEMEHA LT CSR AT A Z LITBAETR— I TWERA: https://bst.clou

dapps. cisco. com/bugsearch/bug/CSCud90920/?rfs=1iqvred

<)VF ) —FK CUBE 7 5 RH (pkesl2 R L LTUAN R — FELAMZTHHELFEH)

AN R — RBAFMNEEAEEZFHTLIALTF ) — Rt Y7027 MARNLHTHY (% us. exampl
e.com 72 &E) . CUBE D KA A (F721F SBC RAA V) IZHIELTWAZ EEERLET,

AN I— FREAEOHERATETHDL LMEL T, & (crt) 77 AV EfEF— (key) 7
7 AV W fig L £,

«  OpenSSL ZfE LT, .crt BLO .key 77 A N EETe/ RS- PKCS12 B (Lpfx) 77
ANEEKLET: (Windows TIX cygwin ZfEH) - B https://www. ssl. com/how-to/create-a
—-pfx—pl2-certificate—file—using—openssl/

Openssl pkesl2 —export —out <pfxfilename>.pfx —inkey <privatekeyfile>.key —in <certfile>.crt

= CUBE:bootflash: @ .pfx 77 A /%X LET (Linux P— 3235 CUBE ~® scp)
Scp <pfxfilename>. pfx <user>@CUBEIP>:bootflash:<{pfxfilename>. pfx

« T ARMKRAY MEAERL, pkesl2 77 A V&ALV AR— R LET,
CUBE# %7E
X o —7 (k) #
CUBE (config)# crypto pki FZ7 A FARA > FKRT A RMIRA > B>
CUBE (ca—trustpoint)# KzhF =~ 7 crl
CUBE (ca—trustpoint)# #& T
CUBE (config)# crypto pki import < k7 & FaRA > ;> pkesl2 bootflash:<pfxfilename>. pfx /XA T — KX
AT — >

CUBE B E &R D RRAE

F oV BEPIEAECEENTVD I L 2R LET, KOFIE, CUBE OfFEa~ 2 RER LT
F9, MAD SBC ZJEHL TWADEAIX, SBC ICHEH SN a2~ REEHLET,
CUBE (config) #ferypto pki FFFAEDORRGEC T A RikA > k>
F = —ITREAER 2 25 £T
{trustpoint> DFEHET = — L HZH T

CUBE#fshow crypto pki KT A RAKRA L N AT —H A

~Z A R A > h<trustpoint>:
R S CA FEHEDZRAT:
4
cn=HydrantID SSL ICA G2. o=HydrantID (Avalanche Cloud Corporation). c=US
Fe%C MD5: 1135E326 56E5AADF 53A4DD32 C8D5590F
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FEHC SHAL: AC4AT28B 4DFC3560 1FA34B92 2422A42C 253F756C
J—2 —OPHFERES R STV ET:
4
cn=*. us. example. com, ou=Webex, 0=Cisco Systems, Inc.,1=%> /¥, st=h U 7L =T, c=kKH
FEHC MD5: 756E4C83 CF36311A 7839FA51 7FA7TABAO
FE#C SHAL: 8268817F 79EF91E0 3BA976A1 5CI9D9TF3 EQ34EB54
M
EENEx—. . .. 3w LA, =7 AR— FRA)
ARSI CA ZRITLTCWVWET ..., A
SEAEY X k.. A\

FNFZAMRA LV MNEERTEEOIC SIP 7 FV T 2RETH
WDa<r REFEHLT, SIPUA IZ CUBE hTJA MRS hETabeya=r27LET, LLFIE CUBE
OFITT, MHAD SBC ZEIH L TWAEAIE, SBC DX AL hTavwy RO~V TEBRLTL
7ZEW,

CUBE (config) #sip—ua

CUBE (config-sip-ua)fcrypto 27+ U7 74/ s ~F A MRA > F<{trustpoint>

CUBE w7

BT N T 7 4 VH EHERT BT
CUBE# T\ 7 & FKoR

TNy T T 4 H —H R ET DI ()
CUBE# TNy 7 cesip A vtk —¥
CUBE# =N 7 cesip BTV AR— |k
CUBE# TN 7 cesip =7 —
CUBE# T /3w 7" CCSIP {& ¥
CUBE# T3> 7 voip &4 A YL ET A
CUBE# 53+ 7" voip ccapi inout
CUBE# voip 77V r—va v a5y /45
CUBE# T /3w 7 ip tep b v H o a v

TNy T T 4 H—DOREEMRT DI ()
CUBE# T /X 7 cesip AvtB—IU0"HD FHA
Ny 7y &7 VT LCHERT HIZIE

CUBE# w7/ D27 U T
OO>T A RRERH L &7 9 <K
CUBEH v 7 % FHR

TE: CUBE ZEH L CWARWEE, a7 0 AFEOFEMIZ OV TIE, MED SBC O R¥ =2 A hER
BLTEE,
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'%@Mm@ﬂﬁﬂﬁiﬂ<7yff
BAE DR E & st 512

CUBE# show running—config (F7-1ZH.IZ CUBE# show run)

EEIF I SN DR IEE ROM ITRAET B2
CUBE# 3 X JA 7%

AT+ 7 11: BYoPSTN Z&iF

BYOPSTN YU a— g v Dk 7y a = 8% T Linthk, RN—bFr—i3 VU a—2 9 U &23GE

THEDIC—EHOZITFANT AN r—RAEFTTLHLENHY £3, i, 23— hJ— BYoPSIN %
AR L THEMNIT 57D LEBRFIETT,

ZIFANT AN A —2AOMEIL, XE Bring Your Own PSTN Acceptance Procedure #dntr_bifejghbjaz
For Cisco BroadWorks at Zpii i1 jfideaz\Z308 SN TWET,

NR— T —id, EFICETINEZZTANT A NORREES LV R—T 4 7 F—20 LRET— LR
THUENH Y 7,

ZIFANT AN —ADEITIC B, RE, I, =T —DF AR —F 0 I HICEID YT
HL7- Webex X/\*‘X“Cﬁﬂ:j’oc]:()\ ﬁﬁ—ézgi)*%@i'@—

B OEEE SV —7 /23— 3y 7 DNS SRV ZL— 7| E
HrawmHT 5

W= F =D a— N A UFGEHEHN L CET A NEEPBET 7 L— MIEV Y Tond &, £
NHDA—PIIROZHBBZINA T v a VAR TEDL LR £,

o  EFHOHFRRIIE, BV YR TOENEEEZE I N—T0060 1 DL EDT 740 FOEEES
NEENET

o VWebex 77VUIE, BIV UM TOHNEERES I N—700 1 DUEDOTF 740 hOBEFEH S S
EZBIMA S ar LTERLET

e VWebex &Y A b UL 12, BFEEF S/ NVL—7DEV Y TS 1 DU EOT 7 40 FOEFES
DEFEBINA T a v LTFRENET,

o JHERT UL — I Ta— RNy I BNEPIR>TWBEEE, Webex 2 —TFT 4 7 Tl Bl YT
L7z DNS SRV a2— Xy 7 FA—TTHREINZLa— RO 1 22— 3y 7 ERNP L
—T 47 E N5 [Call me at] A7 a v’k EzI,

BET VT — NORESINA T a v OER, Y ToNTEEGEF/NV—TOER, Eizida—
/wxw7mswV7w—7®WEi FEROERESINA T a B 5 2 AAHEMERH Y 7,

IO DOEFFBEFOBBIITEA SNEEANR, il b ya =7 INZEEICIE. Znbo
ZEHEH Standard IO Premium /Ny r—VORET A MIELICKBMEIND Z ERDAY ET, L
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2o T, TOLIRER L, BFEOBE T L— |, BiiEE I/ NV—7, F£/-ida—ns32 7 DNS
SRV Z)—=7 (a—n 3y 7 DNS SRV Z I —7MMEBREINTWDIEE) AT R, — K V)
a—va VHRREEA L THREET D Z 2 BRI LET,

BET VT U— NORESINA T v a v E2H8HT 556, BIOWELEFEGEFI/NV—TFiFa—n
/N7 DNS SRV ZV—ICHF 2T 5561, WOFNEIHE I RERH Y 7,

BERT S L— N, BERFIN—T, Fllda—nANy 7 DNS SRV FNL—TNTF AR T r— RU—
JA P—ER T, EF—BILWEHIEIT A JB—RUV—J A 2 F—T T R ZX-oTHAX
NTHDHE, ZOFIETA TV a v THLIEICERELTLEEY, TAN 7B—=RU—7 R H#—
ERA TR, =T AN Ta—RT—J R =X =754 k& BMICHIBR L, B SN -EE
FToTL— b, BEESISN—T, £oiEa—/"y 7 DNS SRV VL —TEFEHLTCENSEZFE o e
Va=mr T A ENEYRGAENRH Y £T,

BREESFIIN—TOHEEHFLET,

1. MEREHEZMA TH LR EEE S IV — 7 2R L 7,

2. HLWEMEEE I/ N—T%2HHT 2 LW—NREET 7 L— N EERLET, BEGFEOE
BRI N—TNITN—T L EHIHEHEINTWDEE/RIE. TET 7L — MZED Y TE
7

3. HLWEERT L — F2EH LT, 7% bk BroadWorks ¥—E & 7 m N4 Z—F 7 (JfEYER
v —DT A b BroadWorks Enterprise MHYV 7T A7 G4 NN~ T o a =0T LT, ¥
— K Y Va—va HMEEERLET, eI XY v—FK Y Va—vaHEThD
72%. BroadWorks T EN/ZI—T 17 H A b UUID ZHHTHLET RNV LIZHEEL
TLIEEWY,

4. BroadWorks % (BYoPSTN) JSON 77 A LEFwra—RLEd, 207 7 A M, BiEE
BTN —TNOF LWEGETDI— R vy BT T VAT 5 ODEFEEFVEHENT
WET,

5, V=K YUa—va  SOERE Ry r—U 23 A SO Webex Edge Audio DNS SRV K A A
VEWRELET, Zhit. TOEIEERR I —T 2% L CURNICRE SN EN S AT T
W WLERH Y FT,

6. BroadWorks ##/% (BYoPSTN) JSON 7 7 A /L ZfEH L C, O FEHH %27 0 — KU —27 AT H
LT,

7. U— FHFROEYE Ry r— A bEFHAL TCREE A7V a—/ L, a—A VB TE
FRLTEBIISMNT DI LIk, HkamELEd,

8. EHEITOEMEZE S/ N—TICHALET, ZOEFFIE, TAREToTORVEEICH
s TunET,

9. ¥—F VVUa—val ik, —RWRERES7 V-7, BLUOBEET 7' L— MIHIBRTE
T, TOBEBMESIN—TREHFRIND L, TNOOERITIMNERL /2 £,

2—/uXy 7 DNS SRV ZN—FDHEFEH:

1. MEAREHZETH LW —REg72 DNS SRV 22—y 7 Z—F 2B L £1,

2. FLwa—ny 7 DNS SRV 7 —7 LBF OB G 7N — T T D8 L — Y
RBET T — FafER L ET, BEFD DNS SRV 23—y 7 TU—T NI —"T7 L
EBICHERAINTOAEHEEIE, TET 7 L— MIEID Y TET,

3. HLWEET 7L — &M LT, 7 A b Broadlorks #—t A F o o X —F - |3HE
)Xo r— D7 Ak BroadWorks Enterprise MHYV T A7 IA N—%2 T Va=r 7
LT, =K YVa—va UMl ERLES, Zudthe¥) vo—F YUa—va
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VMR CdH D72, BroadWorks TSN/ —7 4> 7 A b UUID & HHT 248X
@m:&r&%LT<ﬁéw

RIS DOIEAE Ny ir—2 A FEEALTCEEE AV a—/L L, a—/A VEEE
ﬁ%@mbfxmu/mb [(BahzTn] A7y a e L Tk EmRL £,
BEH A ITLD DNS SRV 22— "y 7 Z—F @A LEST, ZOEEIIBIE, T2 NE2T
STWRWVWEEICH RSN TWET,
— R VY a—3 g VHEE DNS SRV 22— Ry 7 TA—FLEEET T L— MIBIRT
XEJ, TOa—A Ny DNS SRV Z—FNEHEIND L, TNHDOERITNERL R
nET,

BEESLa—N v DNS SRV FA—7FOME2EHFLET,

1.

FLUD e EEER 2 L DNS SRV 2 — LN 7 P A—TEER L. SEREFHRAZ L E
7T

BUWEREF 7 L—7EHLa— "y 7 DNS SRV 7 /b— 7 %3 28 L —RFiY
REERT VT L— R EERLET, BFEOENE S/ /L—7< DNS SRV a—L vy 7
N—T NI N—TL e bIEHINTHWDLIEEE., a7 7 L— MIHEID Y TET,
HLWEET 7L — h&2EH LT, 5 A& b Broadlorks #—tE 2 F o ¥ —F7-|34=
WXy r— D7 Ak BroadWorks Enterprise MOV T A7 IA NN—% T Va=7
LT, =K YVa—va Mz ERLEST, It h o F) v—FK YUa—3
VAT H D72, BroadWorks THER SN —7 47 ¥4 F WID & HEHT D MEIL
RN EICERELTLEE N,

BroadWorks % (BYoPSTN) JSON 77 A L& X wra—RLET, 207 7 A M2, &
SR IN—THNOH LWEEESFDa—F v~y B 7T 78 AT 572D DEEEFN
EENTVET,

V=K VU a—va VHEBROERE Ny r— U2V A B O Webex Edge Audio DNS SRV K
AAERELET, UL, TOEEE S N—7x U CLRNZRE SNEN D E
FEINTWARWRERH Y 9,

BroadWorks 1/ (BYoPSTN) JSON 7 7 A V&AL C, MO EH 27 1 — KU —27 R
ﬁ%bi?

N OIEAE S r— A ML TREE ATV a— L, a—bA VEEE
ﬁ%ﬁmbfxﬁ_/mu/[*E%bfé]ﬁ7/a/%ﬁmbfﬁﬁ%%wbi70
TLOEFEFZ S E DNS SRV a— Ny r FA—FICH HiamH LEST, ZOEFITIRE,
T A BREATO TORWEFICbRRE S TWETS,
=R VU a—y g Uk R ERER S L —7, DNS SRV o — LNy 7 T L—
7. BIOEET L= MNIHIBRTEET, mOEEF S/ N—T L a—Asy 7 DNS
SRV Z—7NEFIsNL L, TNODOBERIINER 72D T,

HLWT I~ —F YUa—allB\N7n— R —7 2TCEREN., BRlENTWZRWR
D, 7I94<U =K YUa—ral Al edRLenTtZ3n, 94 <Y v—FK Y Ja—v
a VMR A HIBRT D &, BYoPSTN Y U =2—3 3 7 Webex Edge Audio ~0 SIP A v & — U FRAFITKAE
9% sitelUID DMHIfRENET, HIFrTHE, N— b F—#iEkoa—n 1 K52 HEHT A Foa
— A VEER LIESHEAS~OSINIRIL L £77,
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ME O SBC ZHEHTAHLEED G122 AT ¢ 7 OFEHEHME

ME O SBC ZFIAT28A . WHIL CUBE 2L - TSN A HAEERMEOMEEZ, v A3 S— k)
—DTa—RI—FT A AV TTANTITF ¥ & Webex 77U RO TEBTHLENHY £, —Hl
L L TTlX. BroadWorks Media Server IZBET D G722 =2—F v I &2FEHLI-a—L A o F-iTa—iL
Ny 7 03% Y £9 (BroadWorks Call Recording " —ERZFEHTI2HEERE), ZOTFUATIE W
ebex Edge Audio % la=fmtp:9] 172 Edr SDP ZXET AAEEMENH Y £, SBC iX. BroadWorks
vy RIZEET LRI, 2072 HEHLTE Yy hb— K NI A—=FZBIL T la=fmtp:9 bitrate
=64] IZTDMERHY FT,

SIS

s BERTUTIL— NOSESINA T ay, VAT a— A BRSO FE3— Mo —1
A VBB ~OEF L, L Fue Va7 antEgicordmfsntgd, 77— hafl
AL TOWABFOBEIIEREINERA,

BERT S — NOEFEE TSI N—TE 13—y 7 DNS SRV I —TFHRE~DEEIT, HiL
Fueva=r 7 EN@E, FRIIRYPOEEEIZTLVIT LA Ny r—y a—FiIxL T
REY g = T ENTWAMFOBEICOAEHINET, T TICAZ U F—F RNy r—UF T
TVUIT L RNylr—y a—TE2BRLOBEFOBERKIITIER TS H A,

s BT L— MZEID Y TONEEEE S N—T £ da— Ny 7 DNS SRV JL—T DR
Hi, i Fuebeva=r 7 aINTlE,. SRIERIOERELIZITLIT A Ny fr—y a—3
LT/ ey a = 7SN TWABEFOBEICOAEA I ET, FTIT Standard £7213 Pr
emium /Ny — =P RNWHLEET T L — MIED Y TONTWAFEOBEIIAE I NEY
Puo

BEDHEET L —hE, Y23 a—)A 0 BeEid— I —#ttoa— R 5ESES A
FoarEFR—FLETH, AULTFLr L — D 2 2OF 7> arOLEdbEiErR—FEh
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